
4 Device Management Commands

About This Chapter

4.1 Device Status Checking Commands

4.2 Hardware Configuration Commands

4.3 Information Center Configuration Commands

4.4 NTP Configuration Commands

4.5 Fault Management Commands

4.6 Commands for Clock Source

4.7 Energy-saving Configuration Commands

4.8 PoE Configuration Commands

4.9 OIDS Configuration Commands

4.10 OPS Configuration Commands

4.1 Device Status Checking Commands

4.1.1 display cpu-usage

Function

The display cpu-usage command displays CPU usage statistics.

Format

display cpu-usage [ slot slot-id ]

display cpu-usage [ process process-id ] [ slave ]
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Parameters

Parameter Description Value

process
process-id

Displays CPU usage statistics of a specified
process.

The value is an
integer and must
be set according
to the device
configuration.

slot slot-id Displays CPU usage statistics on the board in
a specified slot.

If the slot parameter is not specified, CPU
usage of the MPU is displayed.

NOTE
The AR100&AR120&AR150&AR160&AR200 series,
AR2201-48FE, AR2202-48FE, AR2204-27GE,
AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE,
AR2204-51GE-R do not support the slot slot-id
parameter.

The value is an
integer and must
be set according
to the device
configuration.

slave Displays the CPU usage statistics of a specified
LPU.
NOTE

Only AR3200 series support this parameter.

-

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
CPU usage is an important indicator to evaluate device performance. A high CPU
usage will cause service faults, for example, BGP route flapping, frequent VRRP
active/standby switchover, and even failed device login. You can use the display
cpu-usage command to view CPU usage in real time and check whether the
device is working properly.

This command displays information about the CPU usage on the MPU or the
specified interface board. If the slave or slot slot-id is not specified, the CPU usage
of the master MPU is displayed.

Example
# Display the CPU usage on the master MPU.

<Huawei> display cpu-usage
CPU   Usage Stat. Cycle: 10 (Second)                                            
CPU   Usage Stat. Time : 2013-09-24  10:11:55                                   
Control Plane              

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 459



    CPU Usage: 23.3%   Max: 100%                                                
    User: 10.7%   System:  6.9%   SoftIrq:  0.0%   HardIrq:  5.5%   Idle: 76.7% 
    CPU utilization for ten seconds: 23.3%  one minute:  22.0%  five minutes:  2
3.0% .                     
Data    Plane              
    CPU Usage:  1.7%   Max: 100%                                                
    CPU utilization for ten seconds:  1.7%  one minute:   1.6%  five minutes:   
1.6% .                     
                           
PID   ProcessName         CPU%     CoreIndex      Runtime     State             
194   cap32               1.7%      CPU1           26132042    R                
193   vrp                20.0%      CPU0           11216335    S                
191   monitor             0.0%      CPU0           2324        S                
74    loop0               0.0%      CPU0           1913        S                
13    bdi-default         0.0%      CPU0           977         S                
7     events/0            0.0%      CPU0           708         S                
138   k3gdevd             0.0%      CPU0           423         S                
192   cap32               0.0%      CPU0           211         S                
12    sync_supers         0.0%      CPU0           204         S                
56    VFDS                0.0%      CPU0           166         S                
1     init                0.0%      CPU0           90          S                
19    kswapd0             0.0%      CPU0           63          S                
30    mtdblockd           0.0%      CPU0           35          S                
16    khubd               0.0%      CPU0           10          S                
2     kthreadd            0.0%      CPU0           0           S                
3     migration/0         0.0%      CPU0           0           S                
4     ksoftirqd/0         0.0%      CPU0           0           S                
5     migration/1         0.0%      CPU0           0           S                
6     ksoftirqd/1         0.0%      CPU0           0           S                
8     events/1            0.0%      CPU0           0           R                
9     cpuset              0.0%      CPU0           0           S                
10    khelper             0.0%      CPU0           0           S                
11    async/mgr           0.0%      CPU0           0           S                
14    kblockd/0           0.0%      CPU0           0           S                
15    kblockd/1           0.0%      CPU0           0           S                
20    aio/0               0.0%      CPU0           0           S                
21    aio/1               0.0%      CPU0           0           S                
22    crypto/0            0.0%      CPU0           0           S                
23    crypto/1            0.0%      CPU0           0           S                
29    sdcardqueue         0.0%      CPU0           0           S                
139   k3gtxd              0.0%      CPU0           0           S                
153   udpsvd              0.0%      CPU0           0           S                
271   loop1               0.0%      CPU0           0           S                
486   flush-mtd-unmap     0.0%      CPU0           0           S  

Table 4-1 Description of the display cpu-usage command output

Item Description

CPU Usage Stat. Cycle Interval for collecting CPU usage
statistics. The default interval is 10
seconds.

CPU Usage Stat. Time Time when the latest CPU usage
statistics are collected.

Control Plane Latest CPU statistics on the control
plane.

Data Plane Latest CPU statistics on the forwarding
plane.

CPU Usage Current CPU usage

Max Highest CPU usage in history.
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Item Description

User User usage.

System CPU usage.

SoftIrq CPU usage when soft interruption is
running.

HardIrq CPU usage when hardware
interruption is running.

Idle CPU usage in idle.

CPU utilization for ten seconds CPU usage in 10 seconds.

one minute CPU usage in 1 minute.

five minutes CPU usage in 5 minutes.

PID Process ID.

ProcessName Process name.

CPU% CPU usage percent of each task to the
total CPU usage.

CoreIndex CPU index.

Runtime System running time calculated based
on CPU tick.

State Status of a running process. The value
is of the enumerated type:
● R: runnable state
● S: interruptible sleep state
● D: uninterruptible sleep state
● T: stopped or traced state
● Z: exiting state (zombie process)
● X: exiting state (the process is about

to be destroyed)

 

4.1.2 display cpu-usage configuration

Function
The display cpu-usage configuration command displays CPU usage
configuration.

Format
display cpu-usage configuration [ slave | slot slot-id ]
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Parameters

Parameter Description Value

slot slot-id Displays CPU usage configuration of the board in
a specified slot. If this parameter is not specified,
CPU usage configuration of the main control
board is displayed.

NOTE
The AR100&AR120&AR150&AR160&AR200 series,
AR2201-48FE, AR2202-48FE, AR2204-27GE,
AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE,
AR2204-51GE-R do not support the slot slot-id
parameter.

The value is an
integer and must
be set according
to the device
configuration.

slave Displays CPU usage configuration of the slave
control board.
NOTE

Only AR3200 series support this parameter.

-

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
This command displays the alarm threshold and recovery threshold.

● When CPU usage reaches the alarm threshold, the system generates a CPU
usage alarm.

● When CPU usage falls within the recovery threshold, the system generates a
clear alarm.

Example
# Display CPU usage configuration of the main control board.

<Huawei> display cpu-usage configuration
Master Board:
The CPU usage monitor is turned on. 
The CPU thread usage monitor is turned on. 
The current monitor cycle is 10 seconds.
The current monitor warning threshold is 80%.
The current monitor restore threshold is 75%. 
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Table 4-2 Description of the display cpu-usage configuration command output

Item Description

The CPU usage monitor Whether the function of the CPU
usage monitor is enabled or disabled.

The CPU thread usage monitor Thread CPU usage monitoring switch
of the device.

The current monitor cycle Cycle for monitoring the CPU.

The current monitor warning threshold Alarm threshold. To set the CPU usage
alarm threshold, use the set cpu-
usage threshold threshold-value [ slot
slot-id ] command.

The current monitor restore threshold Alarm recovery threshold. To set the
CPU usage alarm recovery threshold,
use the set cpu-usage threshold
threshold-value restore restore-
threshold-value [ slot slot-id ]
command.

 

Related Topics
4.2.14 set cpu-usage threshold

4.1.3 display device

Function
The display device command displays the type and status of the components on
a device.

Format
display device [ slot slot-id ]

Parameters
Parameter Description Value

slot slot-id Displays the type and
status of components in
a specified slot. If this
parameter is not
specified, the type and
status of all components
on the device are
displayed.

The value is an integer
and must be set
according to the device
configuration.
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can use this command to check the working status of components on a device
and check whether the device is working normally.

Example

# Display information about the components on a device.

<Huawei> display device
AR2240's Device status:   
Slot  Sub Type             Online   Power     Register      Alarm        Primary
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
1     -   2FE              Present  PowerOn   Registered    Normal       NA     
2     -   1SA              Present  PowerOn   Registered    Normal       NA     
3     -   1CPOS-155M       Present  PowerOn   Registered    Normal       NA     
4     -   1ADSL-A/M        Present  PowerOn   Registered    Normal       NA     
5     -   8FE1GE           Present  PowerOn   Registered    Normal       NA     
6     -   -                Present  PowerOff  Unregistered  TimeOutReg   NA     
8     -   1STM4            Present  PowerOn   Registered    Normal       NA     
11    -   SRU40            Present  PowerOn   Registered    Normal       Master 
9     -   PWR350A          Present  PowerOn   Registered    Normal       NA     
12    -   FAN              Present  PowerOn   Registered    Normal       NA  

Table 4-3 Description of the display device command output

Item Description

Slot Number of the slot where a component is installed.

Sub Subcard number.

Type Type of a component.
NOTE

In V200R005, the type of 1ADSL-B and 1ADSL-B/J cards is displayed
as 1ADSL-B/J. In earlier versions, the type of the two cards is
displayed as 1ADSL-B. You can check the PCB version to distinguish
the two types of cards.

Online Whether a component is installed.
● Present: indicates that the component is installed.
● Absent: indicates that the component is not installed.

Power Whether a component is powered on.
● PowerOn: indicates that the component is powered on.
● PowerOff: indicates that the component is powered off.
● NA: indicates that the state is unknown. This value may

be displayed after the device restarts.
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Item Description

Register Whether a component is registered.
● Registered: indicates that the component is registered.
● Unregistered: indicates that the component is

unregistered.

Alarm Displays the reason why a component is powered off when
a board is powered off:
● Normal: indicates that the component is running

normally.
● PowerSetFail: indicates that the command-configured

power-on fails.
● Nonsupport: indicates that the current version does not

support the board or the current MPU does not the
board in a specified slot.

● TimeOutReg: indicates that the board is not registered
for a long period.

● UserSetOff: indicates that the power-off is configured by
a command.

● LackPower: indicates that the power is insufficient.
● InfoGetFail: indicates that obtaining board information

fails.
NOTE

The Alarm field may display either of the following values for a
SAE card:
● Unconnected: The data link between the card and the device is

disconnected.
● Normal: The data link between the card and the device is

working normally.

Primary Master/Slave status of a card. Slave indicates the slave card
and Master indicates the master card. NA is displayed on
other components.

 

# Display component information in slot 1.
<Huawei> display device slot 1
AR2240's Device status:
Slot  Sub Type                Online   Power     Register      Alarm     Primary
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
1     -   8FE1GE              Present  PowerOn   Registered    Normal    NA

-------------------------------------------------------------------------------
  Board Name        : 8FE1GE
  Board Description : 9-port 8FE/1GE  L2/L3 Ethernet Interface Card
-------------------------------------------------------------------------------

-------------------------------------------------------------------------------
  Port   Port     Optic    MDI     Speed    Duplex    Flow-    Port     POE
         Type     Status           (Mbps)             Ctrl     State    State
-------------------------------------------------------------------------------
   0     ETH(C)   -        auto    100      full      disable  up       -
   1     ETH(C)   -        auto    100      full      disable  up       -
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   2     ETH(C)   -        auto    100      full      disable  up       -
   3     ETH(C)   -        auto    100      full      disable  down     -
   4     ETH(C)   -        auto    100      full      disable  down     -
   5     ETH(C)   -        auto    100      full      disable  down     -
   6     ETH(C)   -        auto    100      full      disable  down     -
   7     ETH(C)   -        auto    100      full      disable  down     -
   8     GE(C)    -        auto    1000     full      disable  up       -
-------------------------------------------------------------------------------

Table 4-4 Description of the display device slot command output

Item Description

Slot Number of the slot where a component is installed.

Sub Subcard number.

Type Type of a component.
NOTE

In V200R005, the type of 1ADSL-B and 1ADSL-B/J cards is displayed
as 1ADSL-B/J. In earlier versions, the type of the two cards is
displayed as 1ADSL-B. You can check the PCB version to distinguish
the two types of cards.

Online The component status is Present, indicating that the
component is installed.

Power The component status is PowerOn, indicating that the
component is powered on.

Register The component status is Registered, indicating that the
component is registered.

Alarm The component status is Normal, indicating that the
component runs normally.

Primary Master/Slave status of a card. Slave indicates the slave
MPU; Master indicates the master MPU. NA is displayed on
other components.

Board Name Name of the card in the specified slot.

Board Description Description of the card in the specified slot.

Port Number of an interface in the specified slot.

Port Type Type of an interface in the specified slot.

Optic Status Whether the optical module on an interface is working.

MDI Interface cable type:
● across: crossover cable
● auto: automatically identified cable
● normal: straight-through cable

Speed (Mbps) Interface rate, in Mbit/s.
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Item Description

Duplex Duplex mode of the interface:
● half: half-duplex mode
● full: full-duplex mode

NOTE
Only Ethernet interfaces support the full-duplex mode. You can
configure an Ethernet interface to work in full-duplex mode
using the 5.2.2 auto duplex command. If a card is not an
Ethernet interface card (such as the 1E1T1-M/2E1T1-M
interface card), this field displays -.

Flow-Ctrl Flow control status on the interface:
● enable: Flow control is enabled on the interface.
● disable: Flow control is disabled on the interface.

Port State Interface status:
● up: The interface is Up.
● down: The interface is Down.

POE State PoE status of the interface.

 

4.1.4 display diagnostic-information

Function
The display diagnostic-information command collects and displays current
device diagnostic information or stores diagnostic information in the specified
compressed package with one click.

NO TE

The specified compressed package contains the one-click diagnostic information file, user
logs, diagnostic logs, and data dictionary file.

Format
display diagnostic-information [ file-name ]
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Parameters

Parameter Description Value

file-name Specifies the
name of the
file where
diagnostic
information
is stored.

The value is a string of 5 to 64 characters. The file
name extension must be .txt or .tar. The default
directory where files are stored is as follows:
● AR100&AR120&AR150&AR160&AR200&AR1200

series, AR2201-48FE, AR2202-48FE, AR2204-27GE,
AR2204-27GE-P, AR2204-51GE-P, AR2204E,
AR2204E-D, AR2240C, AR2204, AR2220E,
AR2204-51GE, AR2204-E, AR2204-51GE-R,
AR2204-27GE-S: flash:/

● AR2220, AR2240, AR3200 series, AR3600 series:
sd1:/

Views

All views

Default Level

3: Management level

Usage Guidelines

Usage Scenario

When a fault occurs in the system, you can use the display diagnostic-
information command to collect diagnostic information for fault location.

The display diagnostic-information command output includes the output for
multiple display commands, such as 3.7.4 display clock, 4.1.19 display version,
and 3.12.8 display current-configuration. Running the display diagnostic-
information command is like running these display commands in batches.

Precautions

● If the file-name parameter is not specified, diagnostic information is only
displayed on the screen. If the file-name parameter is specified, diagnostic
information is only stored to a specified file but not displayed on the screen.

● If this command displays a long output, press Ctrl+C to abort this command.

● This command displays diagnostic information, which helps locate faults but
may affect system performance. For example, CPU usage may become high.
Therefore, do not use this command when the system is running properly.

● Running the display diagnostic-information command simultaneously on
multiple terminals connected to the device is prohibited. This is because CPU
usage of the device may obviously increase and the device performance may
be degraded.

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 468



Example

# Display diagnostic information about the device.

<Huawei> display diagnostic-information
===================================================                             
  ===============display version===============                                 
===================================================                             
Huawei Versatile Routing Platform Software                                      
VRP (R) software, Version 5.120 (AR2200 V200R003C00)                            
Copyright (C) 2011-2012 HUAWEI TECH CO., LTD                                    
Huawei AR2240 Router uptime is 0 week, 1 day, 0 hour, 11 minutes                
BKP 0 version information:                                                      
1. PCB      Version  : AR01BAK2B VER.A                                          
2. If Supporting PoE : No                                                       
3. Board    Type     : AR2240                                                   
4. MPU Slot Quantity : 1                                                        
5. LPU Slot Quantity : 8                                                        
                                                                                
MPU 11(Master) : uptime is 0 week, 1 day, 0 hour, 11 minutes                    
SDRAM Memory Size    : 2048    M bytes                                          
Flash Memory Size    : 16      M bytes                                          
NVRAM Memory Size    : 512     K bytes                                          
SD Card1 Memory Size : 1882    M bytes                                          
MPU version information :                                                       
1. PCB      Version  : AR01SRU3A VER.B                                          
2. MAB      Version  : 0                                                        
3. Board    Type     : SRU40                                                    
4. CPLD0    Version  : 104                                                      
5. CPLD1    Version  : 104                                                      
6. BootROM  Version  : 604                                                      
                                                                                
LPU 1 : uptime is 0 week, 1 day, 0 hour, 8 minutes                              
SDRAM Memory Size    : 96      K bytes                                          
Flash Memory Size    : 384     K bytes                                          
LPU version information :                                                       
1. PCB      Version  : AR01SEG1CA VER.B                                         
2. MAB      Version  : 0                                                        
3. Board    Type     : 2FE                                                      
4. BootROM  Version  : cb                                                       
                                                                                
LPU 5 : uptime is 0 week, 1 day, 0 hour, 7 minutes                              
SDRAM Memory Size    : 256     M bytes                                          
Flash Memory Size    : 16      M bytes                                          
LPU version information :                                                       
1. PCB      Version  : AR01WMF9TTA VER.B                                        
2. MAB      Version  : 0                                                        
3. Board    Type     : 8FE1GE                                                   
4. BootROM  Version  : 213                                                      
5. BootLoad Version  : 510                                                      
                                                                                
FAN version information :                                                       
1. PCB      Version  : AR01DF05A VER.A                                          
2. Board    Type     : FAN                                                      
3. Software Version  : 103                                                      
                                                                                
=================================================                               
  ===============display clock===============                                   
=================================================                               
2012-09-05 11:15:23                                                             
Wednesday                                                                       
Time Zone(Default Zone Name) : UTC+00:00                                        
==================================================                              
  ===============display device===============                                  
==================================================                              
AR2240's Device status:                                                         
Slot  Sub Type                Online   Power     Register      Alarm     Primary
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - 
1     -   2FE                 Present  PowerOn   Registered    Normal    NA     
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5     -   8FE1GE              Present  PowerOn   Registered    Normal    NA     
11    -   SRU40               Present  PowerOn   Registered    Normal    Master 
9     -   PWR350A             Present  PowerOn   Registered    Normal    NA     
12    -   FAN                 Present  PowerOn   Registered    Normal    NA     
                                                                                
¡¡

Table 4-5 Description of the display diagnostic-information command output

Item Description

display version System software version. For details,
see 4.1.19 display version.

display clock Current date and time. For details, see
3.7.4 display clock.

display device Component information. For details,
see 4.1.3 display device.

 

# Save diagnostic information to the file aa.txt in the flash memory.

<Huawei> display diagnostic-information flash:/aa.txt 
  This operation will take several minutes, please wait.........................
..................................................................              
Info: The diagnostic information was saved to the device successfully..         

Related Topics
4.1.19 display version
3.7.4 display clock
3.12.8 display current-configuration
4.1.3 display device

4.1.5 display elabel

Function

The display elabel command displays the electronic label of the device.

Format

display elabel [ slot-id ] [ brief ]

display elabel backplane

Parameters

Parameter Description Value

backplane Displays the electronic
label of the backplane.

-

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 470



Parameter Description Value

slot-id Displays the electronic
label of the specified
board. If this parameter
is not specified, all
electronic labels of the
device are displayed.

The value is an integer
and must be set
according to the device
configuration.

brief Indicates that the
electronic label of a
board does not include
optical module
information.

-

 

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
Electronic labels identify the hardware. You can use the display elabel command
to view the electronic label information.

Example
# Display brief information about the electronic label of the board in slot 1.

<Huawei> display elabel 1 brief
 It is executing, please wait...                                                
                                                                                
                                                                                
[Slot_1]                                                                        
/$[Board Integration Version]                                                   
/$BoardIntegrationVersion=3.0                                                   
                                                                                
                                                                                
[Main_Board]                                                                    
/$[ArchivesInfo Version]                                                        
/$ArchivesInfoVersion=3.0                                                       
                                                                                
                                                                                
[Board Properties]                                                              
BoardType=AR01SEF2TA                                                            
BarCode=020XTQ10BA000063                                                        
Item=03020XTQ                                                                   
Description=AR,AR01SEF2TA,2-Port FE WAN Interface Card,1*2                      
Manufactured=2011-10-15                                                         
VendorName=Huawei                                                               
IssueNumber=00                                                                  
CLEICode=56324                                                                       
BOM=02352868                                                                            

# Display detailed information about electronic labels of the device.
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<Huawei> display elabel
 It is executing, please wait...                                                
                                                                                
                                                                                
/$[System Integration Version]                                                  
/$SystemIntegrationVersion=3.0                                                  
                                                                                
                                                                                
[Rack_1]                                                                        
[SubRack_0]                                                                     
                                                                                
                                                                                
[BackPlane_0]                                                                   
/$[ArchivesInfo Version]                                                        
/$ArchivesInfoVersion=3.0                                                       
                                                                                
                                                                                
[Board Properties]                                                              
BoardType=AR0B0024BA                                                            
BarCode=2102113373P0BA000130                                                    
Item=02113373                                                                   
Description=AR2200,AR0B0024BA,AR2240 CHASSIS                                    
Manufactured=2011-10-10                                                         
VendorName=Huawei                                                               
IssueNumber=00                                                                  
CLEICode=56325                                                                       
BOM=02352869                                                                            
                                                                                
                                                                                
                                                                                
[Slot_0]  
/$[Board Integration Version]                                                   
/$BoardIntegrationVersion=3.0                                                   
                                                                                
                                                                                
[Main_Board]                                                                    
/$[ArchivesInfo Version]                                                        
/$ArchivesInfoVersion=3.0                                                       
                                                                                
                                                                                
[Board Properties]                                                              
BoardType=AR01WMF9TTA                                                           
BarCode=020XTN10BA000044                                                        
Item=03020XTN                                                                   
Description=AR,AR01WMF9TTA ,8-Port 10/100BASE(RJ45) and 1-Port 10/100/1000BASE(R
J45)-L2/L3 Ethernet Interface Card ,1*1                                         
Manufactured=2011-10-11                                                         
VendorName=Huawei                                                               
IssueNumber=00                                                                  
CLEICode=56326                                                                       
BOM=02352870                                                                            
                                                                                
                                                                                
[Slot_9]                                                                        
/$[Board Integration Version]                                                   
/$BoardIntegrationVersion=3.0                                                   
                                                                                
                                                                                
[Main_Board]                                                                    
/$[ArchivesInfo Version]                                                        
/$ArchivesInfoVersion=3.0                                                       
                                                                                
                                                                                
[Board Properties]                                                              
BoardType=AR01PSAC35                                                            
BarCode=2102310CWN10B6000195                                                    
Item=02310CWN                                                                   
Description=AR Series,AR01PSAC35,350W AC Power Module                           
Manufactured=2011-06-09                                                         
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VendorName=Huawei                                                               
IssueNumber=00                                                                  
CLEICode=56327                                                                       
BOM=02352871                                                                            
                                                                                
                                                                                
                                                                                
[Slot_12]                                                                       
/$[Board Integration Version]                                                   
/$BoardIntegrationVersion=3.0                                                   
                                                                                
                                                                                
[Main_Board]                                                                    
/$[ArchivesInfo Version]                                                        
/$ArchivesInfoVersion=3.0                                                       
                                                                                
                                                                                
[Board Properties]                                                              
BoardType=AR01DF05A                                                             
BarCode=21021206134JB9000205                                                    
Item=02120613                                                                   
Description=AR2200,AR01DF05A,Fan Box For AR2240                                 
Manufactured=2011-09-21                                                         
VendorName=Huawei                                                               
IssueNumber=00                                                                  
CLEICode=56328                                                                       
BOM=02352872                                                                            

# Display the electronic label of the backplane.
<Huawei> display elabel backplane
 It is executing, please wait...                                                
                                                                                
                                                                                
[BackPlane_0]                                                                   
/$[ArchivesInfo Version]                                                        
/$ArchivesInfoVersion=3.0                                                       
                                                                                
                                                                                
[Board Properties]                                                              
BoardType=AR0B0024BA                                                            
BarCode=2102113373P0BA000130                                                    
Item=02113373                                                                   
Description=AR2200,AR0B0024BA,AR2240 CHASSIS                                    
Manufactured=2011-10-10                                                         
VendorName=Huawei                                                               
IssueNumber=00                                                                  
CLEICode=56329                                                                       
BOM=02352873                                                                            

Table 4-6 Description of the display elabel command output

Item Description

BoardType Board model of the specified
component.

BarCode Bar code of the specified component.

Item BOM code of the specified
component.

Description English description of the specified
component.
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Item Description

Manufactured Production date of the specified
component.

VendorName Vendor name of the specified
component.

IssueNumber Issuing number of the specified
component.

CLEICode CLEI code of the specified component.

BOM Sales BOM code of the specified
component.

 

Related Topics
4.2.1 backup elabel

4.1.6 display esn

Function

The display esn command displays the Equipment Serial Number (ESN) of a
device.

Format

display esn

Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

An ESN uniquely identifies a device. During the request for a license, the ESN is
required. You can use the display esn command to view the ESN of the device.

Example

# Display the ESN of the device.
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<Huawei> display esn
 ESN of device: 2102113374P0B4000046     

4.1.7 display fan

Function

The display fan command displays the fan status.

NO TE

This command is not supported by the AR100&AR120&AR150&160&200 series.

Format

display fan

Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Devices can run properly when fans are working properly. If proper heat
dissipation cannot be ensured for devices, devices may overheat, damaging the
hardware. You can use the display fan command to view the fan status.

Example

# Display the fan status of the device.

<Huawei> display fan
------------------------------------------------------------------              
          FanId  FanNum  Present  Register  Speed  Mode                         
------------------------------------------------------------------              
          12     [1-5]   YES      YES         34%  AUTO                         
                    1                        2100                               
                    2                        2040                               
                    3                        2100                               
                    4                        2130                               
                    5                        2100                               

Table 4-7 Description of the display fan command output

Item Description

FanId ID of a fan.
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Item Description

FanNum Number of fans.

Present Whether a fan is installed properly:
● YES: The fan is installed properly.
● NO: The fan is not installed properly.

Register Whether a fan is registered:
● YES: The fan is registered.
● NO: The fan is not registered.

Speed Fan speed. This field refers to the percentage of the current
fan speed to the full speed of the fan, or the actual fan
speed, in Revolution(s) Per Minute (RPM).
NOTE

NA indicates a failure to obtain the fan speed.

Mode Working mode of a fan:
● AUTO
● MANUAL

 

Related Topics
4.7.7 set fan-speed

4.1.8 display health

Function

The display health command displays the health status of the device.

Format

display health

Parameters

None

Views

All views

Default Level

1: Monitoring level
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Usage Guidelines
To learn about the device temperature, power supply, fan information, power, CPU
usage, memory usage, and storage medium, use the display health command to
view the health status.

Example
# Display the health status of the device.

<Huawei> display health
--------------------------------------------------------------------------------
 Slot   Card   Sensor No.   SensorName            Status  Upper  Lower  Temp(C)
--------------------------------------------------------------------------------
 1      -      1            8FE1GE TEMP           NORMAL  85     0      45

 5      -      1            8FE1GE TEMP           NORMAL  85     0      45

 11     -      1            SRU40 TEMP            NORMAL  70     0      50

--------------------------------------------------------------------------
 PowerNo  Present  Mode   State      Current(A)   Voltage(V)   Power(W)
--------------------------------------------------------------------------
   9       YES     AC     Supply     N/A          12           350
   10      NO      N/A    N/A        N/A          N/A          N/A
------------------------------------------------------------------
          FanId  FanNum  Present  Register  Speed  Mode
------------------------------------------------------------------
          12     [1-5]   YES      YES         35%  AUTO
                    1                        2100
                    2                        2100
                    3                        2100
                    4                        2160
                    5                        2130
 The total  power is : 350.000(W)
 The remain power is : 272.000(W)
 The system used power detail information :
-------------------------------------------------------------------------------
  SlotID  BoardType    Power-Used(W)  Power-Requested(W)
-------------------------------------------------------------------------------
  1       8FE1GE       3.010          4
  5       8FE1GE       9.530          13
  11      SRU40        42.000         61
System CPU Usage Information:
 System cpu usage at 2012-09-05  15:02:35 570 ms
-------------------------------------------------------------------------------
  SlotID  CPU Usage  Upper Limit
-------------------------------------------------------------------------------
  5       4 %        80%
  11      6 %        80%
System Memory Usage Information:
 System memory usage at 2012-09-05  15:02:35 640 ms
-------------------------------------------------------------------------------
  SlotID  Total Memory(MB)  Used Memory(MB)  Used Percentage  Upper Limit
-------------------------------------------------------------------------------
  5       176               20                11%             95%
  11      1257              194               15%             95%
System Disk Usage Information:
 System disk usage at 2012-09-05  15:02:35 710 ms
-------------------------------------------------------------------------------
  SlotID  Device        Total Available     Used Memory(MB)    Used Percentage
                        Memory(MB)
-------------------------------------------------------------------------------
  11      sd1:    1882.51              1000.51             53.15%
          flash:  2.00                 0.18                9.00%
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Table 4-8 Description of the display health command output

Item Description

Slot Slot ID of a physical entity.

Card Subcard where a physical entity is
located.

Sensor No. Serial number of the sensor on a
physical entity.

SensorName Name of the sensor on a physical
entity.
NOTE

In V200R005, the type of 1ADSL-B and
1ADSL-B/J cards is displayed as 1ADSL-B/J.
In earlier versions, the type of the two
cards is displayed as 1ADSL-B. You can
check the PCB version to distinguish the
two types of cards.

Status Status of a physical entity:
● NORMAL: The temperature of a

physical entity is within the
allowed range.

● ABNORMAL: The temperature of a
physical entity is out of the
allowed range.

NOTE
The 9ES2 and 4ES2G-S cards do not
support this parameter.

Upper Upper limit of the temperature of a
physical entity.
NOTE

The 9ES2 and 4ES2G-S cards do not
support this parameter.

Lower Lower limit of the temperature of a
physical entity.
NOTE

The 9ES2 and 4ES2G-S cards do not
support this parameter.

Temperature.(C) Temperature of a physical entity.
NOTE

The 9ES2 and 4ES2G-S cards do not
support this parameter.

PowerNo Number of a power supply.

Present Whether a power supply is working:
● YES: The power supply is working.
● NO: The power supply is not

working.
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Item Description

Mode Power mode:
● DC
● AC

State Status of a power supply:
● NotSupply: No power output.
● Supply: The power output is

available.

Current(A) Current of the power supply. It is
displayed as N/A.

Voltage(V) Rated voltage.

Power(W) Rated power.

FanId ID of a fan.

FanNum Number of fans.

Present Whether a fan is working:
● YES: A fan is working.
● NO: A fan is not working.

Register Whether a fan is registered:
● YES: The fan is registered.
● NO: The fan is not registered.

Speed Speed of a fan. This field refers to the
percentage of the current fan speed
to the full speed of the fan, or the
actual fan speed, in Revolution(s) Per
Minute (RPM).

Mode Working mode of a fan:
● AUTO
● MANUAL

BoardType Type of a board.

Power-Used(W) Power supply of a board.

Power-Requested(W) Maximum power of a board.

CPU Usage CPU usage of a board.

Upper Limit CPU usage alarm threshold. To set the
CPU usage alarm threshold, use the
set cpu-usage threshold threshold-
value [ slot slot-id ] command.

Total Memory(MB) Total memory of a board.
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Item Description

Used Memory(MB) Used memory of a board.

Used Percentage Memory usage of a board.

Device Storage medium.

 

4.1.9 display memory-alloc mid

Function
The display memory-alloc mid command displays the memory allocated of a
specified module.

Format
display memory-alloc mid mid

Parameters

Parameter Description Value

mid Specifies the ID of a
module.

The value is an integer, specify a module
ID according to the Mapping between
modules and IDs.

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
None

Example
# Display the memory allocated of the ACL module.

<Huawei> display memory-alloc mid 
0XC06C0000                                                                                                                                            
  
                                                                                                                                    
==================================================                                                                  
                
********************************************************************************                                                    
PtNo    UsedMemory(B)   UsedBlockNum    AllocTimes    FreeTimes     
PtName                                                          
--------------------------------------------------------------------------------                                                    
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1       1007552         15              17            2             USRPT                                                           
******************************************************************************** 

Table 4-9 Description of the display memory-alloc mid command output

Item Description

PtNo Specifies the memory block number.

UsedMemory(B) Specifies the size of the memory
allocated, in bytes.

UsedBlockNum Number of times memory is allocated.

AllocTimes Number of times memory is allocated
to a module.

FreeTimes Number of times the remaining
memory can be allocated to a module.

PtName Specifies the memory block name.

 

4.1.10 display memory-usage

Function

The display memory-usage command displays the memory usage of the device.

Format

display memory-usage [ slave | slot slot-id ]

Parameters

Parameter Description Value

slave Displays memory usage of the slave control
board.
NOTE

Only AR3200 series support this parameter.

-

slot slot-id Displays memory usage of a specified board.

If this parameter is not specified, memory usage
of the main control board is displayed.

NOTE
The AR100&AR120&AR150&AR160&AR200 series,
AR2201-48FE, AR2202-48FE, AR2204-27GE, AR2204E-
D-27GE, AR2204-27GE-P, AR2204-51GE-P,
AR2204-51GE, AR2204-51GE-R do not support the slot
slot-id parameter.

The value is an
integer and must
be set according
to the device
configuration.
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Memory usage is an important index to evaluate device performance. A high
memory usage will cause service faults. You can use the display memory-usage
command to view memory usage to check whether devices are working properly.

Example

# Display memory usage of the current main control board.

<Huawei> display memory-usage
 Memory utilization statistics at 2008-12-15 15:17:42 746 ms
 System Total Memory Is: 394152720 bytes
 Total Memory Used Is: 130975664 bytes
 Memory Using Percentage Is: 33% 

# Display memory usage of the board in slot 2.

<Huawei> display memory-usage slot 2
 Slot 2/0 Memory utilization Info:
 Memory utilization statistics at 2008-12-15 15:08:58 532 ms
 System Total Memory Is: 59656976 bytes
 Total Memory Used Is: 16651852 bytes
 Memory Using Percentage Is: 27% 

Table 4-10 Description of the display memory-usage command output

Item Description

Memory utilization statistics Statistics of the memory usage.

System Total Memory Total memory of the device network
operating system.

Total Memory Used Total used memory of the device network
operating system.

Memory Using Percentage Memory usage.

 

4.1.11 display memory-usage process

Function

The display memory-usage process command displays the memory usage of a
specific process.
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NO TE

Only V200R010C10 and later versions support this command.

Format
display memory-usage process { process-id | all }

Parameters

Parameter Description Value

process-id Specifies the ID of a process whose
memory usage statistics are to be
queried.

The value is an integer
ranging from 0 to
4294967295.

all Displays memory usage statistics of all
processes.

-

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
Memory usage is an important device performance indicator. High memory usage
may cause service faults. You can use this command to check the memory usage
of processes and verify that the device is running stably.

Example
# Display memory usage statistics of all processes.

<Huawei> display memory-usage process all
PID   ProcessName        VmRSS(kB)    VmSize(kB)                                
1     init               1948         1288                                      
1597  syslogd            3052         472                                       
1601  moni               1856         1228                                      
1608  monitor            244864       4508                                      
1609  redis-server       21684        3796                                      
1614  cap32              502448       7204                                      
1615  main_task          957480       294792                                    
1616  cap32              502504       6292                                      
1617  cap32              502504       5928                                      
1618  cap32              502504       5072                                      
1619  confd              9004         5896

# Display detailed information about the memory usage of process 1.

<Huawei> display memory-usage process 1
Name:   init                                                                    
State:  S (sleeping)                                                            
Tgid:   1                                                                       
Ngid:   0                                                                       
Pid:    1                                                                       
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PPid:   0                                                                       
TracerPid:      0                                                               
Uid:    0       0       0       0                                               
Gid:    0       0       0       0                                               
FDSize: 32                                                                      
Groups:                                                                         
NStgid: 1                                                                       
NSpid:  1                                                                       
NSpgid: 1                                                                       
NSsid:  1                                                                       
VmPeak:     1952 kB                                                             
VmSize:     1948 kB                                                             
VmLck:         0 kB                                                             
VmPin:         0 kB                                                             
VmHWM:      1288 kB                                                             
VmRSS:      1288 kB                                                             
VmData:      172 kB                                                             
VmStk:       136 kB                                                             
VmExe:       240 kB                                                             
VmLib:      1340 kB                                                             
VmPTE:        16 kB                                                             
VmPMD:         8 kB                                                             
VmSwap:        0 kB                                                             
HugetlbPages:          0 kB                                                     
Threads:        1                                                               
SigQ:   0/12248                                                                 
SigPnd: 0000000000000000                                                        
ShdPnd: 0000000000000000                                                        
SigBlk: 0000000000000000                                                        
SigIgn: 0000000000000000                                                        
SigCgt: 0000000000084a07                                                        
CapInh: 0000000000000000                                                        
CapPrm: 0000003fffffffff                                                        
CapEff: 0000003fffffffff                                                        
CapBnd: 0000003fffffffff                                                        
Seccomp:        0                                                               
Cpus_allowed:   1                                                               
Cpus_allowed_list:      0                                                       
Mems_allowed:   1                                                               
Mems_allowed_list:      0                                                       
voluntary_ctxt_switches:        137                                             
nonvoluntary_ctxt_switches:     1324  

Table 4-11 Description of the display memory-usage process command output

Item Description

PID Process ID.

ProcessName Process name.

VmRSS(kB) Size of the physical memory occupied by the
process.

VmSize(kB) Size of the virtual memory occupied by the
process.

Name Process name.

State Process status:
● S: sleep
● R: running

Tgid Thread group ID.
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Item Description

Ngid NUMA group ID.

Pid Thread ID.

PPid Process ID of the parent process.

TracerPid ID of the process tracing this process.

Uid ID of the user who starts the process.

Gid ID of the group to which the user ID belongs.

FDSize Number of file descriptors currently allocated.

Groups Supplementary group list.

NStgid Thread group ID in each of the process ID
namespaces of which the current process ID
is a member.

NSpid Thread ID in each of the process ID
namespaces of which the current process ID
is a member.

NSpgid Process group ID in each of the process ID
namespaces of which the current process ID
is a member.

NSsid Session ID in each of the process ID
namespaces of which the current process ID
is a member.

VmPeak Peak memory usage during the running of
the process.

VmSize Size of the memory that is being used by the
process.

VmLck Size of the physical memory that is locked by
the process.

VmPin Size of the pinned memory allocated to the
process.

VmHWM Peak size of the physical memory allocated to
the process.

VmRSS Size of the physical memory currently used by
the process.

VmData Data segment size of the process.

VmStk Stack segment size of the process.

VmExe Code size of the process.

VmLib Size of the library used by the process.
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Item Description

VmPTE Size of the page tables occupied by the
process.

VmPMD Size of the second-level page tables occupied
by the process.

VmSwap Swap space used by the process.

HugetlbPages Size of hugetlb memory portions.

Threads Number of threads in the thread group
containing this thread.

SigQ Number of pending signals.

SigPnd Mask of pending signals that are directed to
the thread.

ShdPnd Mask of pending signals that are directed to
the thread group.

SigBlk Signals that are blocked by the process.

SigIgn Signals that are ignored by the process.

SigCgt Signals that are caught by the process.

CapInh Inherited capabilities of the process.

CapPrm Permitted capabilities of the process.

CapEff Effective capabilities of the process.

CapBnd Set of bounding capabilities.

Seccomp Secure computing mode.

Cpus_allowed Affinity mask of CPUs on which this process
can run.

Cpus_allowed_list List of CPUs on which this process can run.

Mems_allowed Affinity mask of memories allowed to use this
process.

Mems_allowed_list List of memories allowed to use this process.

voluntary_ctxt_switches Number of voluntary process switching times.

nonvoluntary_ctxt_switches Number of involuntary process switching
times.

 

4.1.12 display memory-usage process vrp
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Function

The display memory-usage process vrp command displays the memory usage of
the VRP process.

Format

display memory-usage process vrp [ slave ]

Parameters

Parameter Description Value

slave Displays memory usage of the VRP process on the slave
control board.
NOTE

Only AR3200 series support this parameter.

-

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Memory usage is an important performance indicator of a device. A high memory
usage will cause service faults. You can use this command to check the memory
usage of the VRP process and verify that the device is running stably.

Example

# Display the memory usage of the VRP process.

<Huawei> display memory-usage process vrp
 Memory utilization statistics at 2013-07-10 09:55:20 729 
ms                                                                        
 The current memory of vrp process:                                                                                                 
 Totalram : 253755392 bytes                                                                                                         
 Total Memory Used Is : 212461632 bytes                                                                                             
 Memory Using Percentage Is: 83% 

Table 4-12 Description of the display memory-usage process vrp command output

Item Description

Memory utilization statistics at Time when the memory usage information of
the VRP process is collected.

The current memory of vrp
process

Current memory usage of the VRP process.
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Item Description

Totalram Total memory size allocated to the VRP
process.

Total Memory Used Is Memory size used by the VRP process.

Memory Using Percentage Is Memory usage percentage of the VRP
process.

 

4.1.13 display memory-usage threshold

Function
The display memory-usage threshold command displays the memory usage
threshold on the device.

Format
display memory-usage threshold [ all | slot slot-id | slave ]

Parameters

Parameter Description Value

all Displays memory usage thresholds of the main
control board and all interface boards.

-

slot slot-id Displays memory usage of a specified board.

NOTE
The AR100&AR120&AR150&AR160&AR200 series,
AR2201-48FE, AR2202-48FE, AR2204-27GE,
AR2204-27GE-P, display_reset-
snapshot_level.xmlAR2204-51GE-P, AR2204-51GE,
AR2204-51GE-R do not support the slot slot-id
parameter.

The value is an
integer and must
be set according
to the device
configuration.

slave Displays memory usage of the slave control
board.
NOTE

Only AR3200 series support this parameter.

-

Views
All views

Default Level

1: Monitoring level
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Usage Guidelines

You can view the memory usage alarm threshold to learn about the conditions for
triggering alarms.

The default settings are as follows in versions earlier than V200R010C10:
● If the memory capacity of a card is smaller than or equal to 128 MB, the

memory usage threshold is 90%.
● If the memory capacity of a card is larger than 128 MB, the memory usage

threshold is 95%.

The default settings are as follows in V200R010C10 and later versions:
● If the memory capacity of a card is smaller than or equal to 256 MB, the

memory usage threshold is 90%.
● If the memory capacity of a card is larger than 256 MB, the memory usage

threshold is 95%.
● If the memory capacity of an SRU is equal to or less than 256 MB, the

memory usage threshold is 88%.
● If the memory capacity of an SRU is greater than 256 MB but smaller than or

equal to 512 MB, the memory usage threshold is 90%.
● If the memory capacity of an SRU is larger than 512 MB, the memory usage

threshold is 95%.

When the memory capacity is less than or equal to 256 MB:
● If the memory usage reaches the value that equals the threshold minus 5%,

the system generates a level-1 memory usage alarm, indicating that the
memory usage is high.

● If the memory usage reaches the threshold, the system generates a level-2
memory usage alarm and triggers a device restart.

● When the memory usage is less than the value that equals the threshold
minus 5%, the system generates a clear alarm.

When the memory capacity is more than 256 MB:
● If the memory usage reaches the value that equals the threshold minus 3%,

the system generates a level-1 memory usage alarm, indicating that the
memory usage is high.

● If the memory usage reaches the threshold, the system generates a level-2
memory usage alarm and triggers a device restart.

● When the memory usage is less than the value that equals the threshold
minus 3%, the system generates a clear alarm.

Example

# Display the memory usage threshold on the main control board.

<Huawei> display memory-usage threshold
 Current memory threshold of the main board is 95%.

# Display memory usage thresholds of the main control board and all interface
boards.
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<Huawei> display memory-usage threshold all
 Current memory threshold of the main board is 95%.                             
 Current memory threshold of the slot 1 is 95%.                                 

Table 4-13 Description of the display memory-usage threshold command output

Item Description

Current memory threshold of
the main board is 95%.

The memory usage threshold of the main
control board is 95%. To set the memory
usage threshold of the main control board,
use the set memory-usage threshold
threshold-value command.

Current memory threshold of
the slot 1 is 95%.

The memory usage threshold of the board in
slot 1 is 95%. To set the memory usage
threshold of an interface board, use the set
memory-usage threshold threshold-value
slot slot-id command.

 

Related Topics
4.2.15 set memory-usage threshold

4.1.14 display power

Function

The display power command displays the information of all power supply units
on the device.

NO TE

This command is not supported by the AR100&AR120&AR150&AR160 (except AR161EW,
AR161EW-M1 and AR169EW) &AR200 series.

Format

display power

Parameters

None

Views

All views

Default Level

1: Monitoring level
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Usage Guidelines

You can use this command to check the status of all power supply units, and their
voltage, current and power.

Example

# Display the power module status of the device.

<Huawei> display power
-------------------------------------------------------------------------      
 PowerNo  Present  Mode   State      Current(A)   Voltage(V)   Power(W)         
--------------------------------------------------------------------------      
   9       NO      N/A    N/A        N/A          N/A          N/A              
   10      YES     AC     Supply     N/A          12           350              

Table 4-14 Description of the display power command output

Item Description

PowerNo Number of a power supply.

Present Whether a power supply is working:
● YES: The power supply is working.
● NO: The power supply is not working.

Mode Power mode:
● DC
● AC
NOTE

The current, voltage, and real-time power of DC power supply
cannot be displayed.

State Power supply status:
● NotSupply: No power is supplied.
● Supply: Power is supplied.

Current(A) Current of the power supply, in Ampere. It is displayed as
N/A.

Voltage(V) Rated voltage, in V.

Power(W) Rated power, in wattage.

 

4.1.15 display power system

Function

The display power system command displays power information on a device,
including the system power and card power.
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NO TE

This command is not supported by the AR100&AR120&AR150&AR160 (except AR161EW,
AR161EW-M1 and AR169EW) &AR200 series.

Format
display power system

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
None

Example
# Display the power of the device.

<Huawei> display power system
 The backup-mode  is : 1:0
 The total  power is : 350.000(W)                                               
 The remain power is : 235.000(W)                                               
 The system used power detail information :                                     
------------------------------------------------------------------------------- 
  SlotID  BoardType    Power-Used(W)  Power-Requested(W)                        
------------------------------------------------------------------------------- 
  1       8FE1GE       9.476          13                                        
  5       8FE1GE       9.476          13                                        
  11      SRU40        42.000         61                                        
  16      FAN          14.000         28

Table 4-15 Description of the display power system command output

Item Description

The backup-
mode is

Power module status:
● 1:0: A single power module is configured on the device.
● 1:1: Two power modules are configured on the device.
NOTE

This field is displayed only on the AR2204E-D, AR2204E,
AR2204-27GE-P, AR2204E-D-27GE, AR2204-48GE-P, AR2204-51GE,
AR2204-51GE-P, and AR2204-51GE-R.

The total power
is

Total power of the device.
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Item Description

The remain
power is

Available power.

The system used
power detail
information

Details about system power.

SlotID Slot ID of a component.

BoardType Type of a component.

Power-Used(W) Power consumed by a component.

Power-
Requested(W)

Fixed power that the system provides to a component.
NOTE

Each fan module is provided fixed power of 28 W. When the power
required by a fan module exceeds 28 W, the rest of power is
allocated from the reserved power. If the power required by a fan
module exceeds the fixed power but the reserved power is larger
than the rest of required power, the fan module can still run
normally.

 

4.1.16 display sn

Function

The display sn command displays the serial numbers (SNs) of components on a
device.

Format

display sn [ [ interface ] abnormal | all | interface interface-type interface-
number | license | slot slot-id ]

Parameters

Parameter Description Value

interface Displays all abnormal
interfaces.
NOTE

This command cannot
display information about
abnormal interfaces on an
LPU.

-

abnormal Displays all abnormal
components.

-

all Displays the SNs of all
components.

-
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Parameter Description Value

interface interface-type
interface-number

Displays the SN of a
specified interface:
● interface-type

specifies the interface
type.

● interface-number
specifies the interface
number.

-

license Displays the SN of a
license.

-

slot slot-id Displays the SN of the
component in a specified
slot.

The value is an integer
and must be set
according to the device
configuration.

 

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
None

Example
# Display the SNs of components on a device.

<Huawei> display sn
Equipment SN(ESN): AR00050123456789                                             
License ESN: AR00050123456789                                                   
Slot  Sub Type             SN                       P/N                         
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -                   
1     -   2FE              020XTQ10C3000017         03020XTQ                    
2     -   1SA              020YNB10B5000151         03020YNB                    
3     -   1CPOS-155M       021AQU10C1000041         03021AQU                    
4     -   1ADSL-A/M        020XTT10B5000153         03020XTT                    
5     -   8FE1GE           020XTN10BA000044         03020XTN                    
8     -   1STM4            021XHD10E1000001         03021XHD                    
11    -   SRU40            AR00050123456789         02129615                    
9     -   PWR350A          2102310CWN10B6000195     02310CWN                    
12    -   FAN              21021206134JB9000205     02120613                    

# Display the SN of the abnormal components.

<Huawei> display sn abnormal
Slot  Sub Type             SN                       P/N        State            
- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -       
1     -   2FE              020XTQ10C3000017         03020XTQ   TimeOutReg       
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Table 4-16 Description of the display sn command output

Item Description

Equipment SN(ESN)
Equipment serial number (ESN) of a
device.

License ESN ESN of a license.

Slot Slot ID of a component.

Sub Subcard ID.

Type Type of a component.

SN SN of a component.

P/N Part number of a component.

State State of a component.

 

4.1.17 display temperature

Function
The display temperature command displays the device temperature.

Format
display temperature { all | slot slot-id }

display temperature slot fan

Parameters

Parameter Description Value

all Displays the temperature of all boards. -

slot slot-id Displays the temperature of the specified
board.

The value is an integer
and must be set
according to the device
configuration.

fan Displays the temperature of the fan
module.
NOTE

Before running this command, ensure that
the fan module has been installed.
Only AR2240, AR3670, and AR3260 support
the fan parameter.

-
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Views
All views

Default Level
1: Monitoring level

Usage Guidelines
A high or low device temperature may damage the hardware. This command
displays the current device temperature. When the device temperature exceeds the
upper threshold or falls below the lower threshold, the device generates an alarm
to alert you that the device temperature is abnormal.

Example
# Display the temperature of all boards.

<Huawei> display temperature all
--------------------------------------------------------------------------------
 Slot   Card   Sensor No.   SensorName            Status  Upper  Lower  Temp(C) 
--------------------------------------------------------------------------------
 1      -      1            8FE1GE TEMP           NORMAL  85     0      45      
           
 5      -      1            8FE1GE TEMP           NORMAL  85     0      45      
           
 11     -      1            SRU40 TEMP            NORMAL  55     0      50      

# Display the temperature of the board in slot 1 of the device.
<Huawei> display temperature slot 1
--------------------------------------------------------------------------------
 Slot   Card   Sensor No.   SensorName            Status  Upper  Lower  Temp(C) 
--------------------------------------------------------------------------------
 1      -      1            8FE1GE TEMP           NORMAL  85     0      45      

# Display the temperature of the fan module.
<Huawei> display temperature slot fan
---------------------------------------------------------------------------     
 Slot  Card  Sensor No.  SensorName          Status    Upper  Lower  Temp(C)    
---------------------------------------------------------------------------     
 12    -     1           Hot Point           NORMAL    65     0      39      

Table 4-17 Description of the display temperature command output

Item Description

Slot Slot ID of the board.

Card Subcard number.

Sensor No. Number of the sensor on the board.

SensorName Name of the sensor on the board.
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Item Description

Status Board temperature:
● NORMAL: The board temperature is within the allowed

range.
● ABNORMAL: The board temperature is out of the allowed

range.

Upper Upper threshold of the temperature.
NOTE

When the temperature reaches the upper threshold, no alarm is
generated immediately. The fan speed is adjusted first. If the
temperature keeps increasing, an alarm is generated.

Lower Lower threshold of the temperature.
NOTE

When the temperature reaches the lower threshold, no alarm is
generated immediately. The fan speed is adjusted first. If the
temperature keeps reducing, an alarm is generated.

Temperature.(C) Current temperature of the board, in the centigrade scale
(C).

 

4.1.18 display transceiver

Function
The display transceiver command displays information about the optical module
on an interface.

NO TE

The command displays only information on optical interfaces.

Format
display transceiver [ interface interface-type interface-number | controller
controller-type controller-number | slot slot-id ] [ verbose ]
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Parameters

Parameter Description Value

interface interface-type
interface-number

Specifies the type and
number of an interface.
● interface-type

specifies the interface
type.

● interface-number
specifies the interface
number.

The interface type can
be:
● Ethernet
● GigabitEthernet
● POS

controller controller-
type controller-number

Specifies the type and
number of a CPOS
interface.

-

slot slot-id Specifies a slot ID. The value is an integer,
and the value range
depends on the device
configuration.

verbose Displays detailed
information about the
optical module on an
interface, including the
general information,
manufacture
information, alarm
information, and
diagnostic information.

-

 

Views

All views

Default Level

2: Configuration level

Usage Guidelines

You can run this command to view general information, manufacture information,
and alarm information about an optical module. If you specify the verbose
keyword, diagnostic information is also displayed in addition to the preceding
information.

Example

# Display general information, manufacture information, and alarm information
about the optical module on a specified interface.
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<Huawei> display transceiver interface gigabitethernet 1/0/0
                                                                                                                                    
GigabitEthernet1/0/0 information:
-------------------------------------------------------------
Electronic label information:
  Description               :2100Mb/sec-850nm-LC-MM-500m(0.05mm)300m(0.0625mm)
  Type                      :PLRXPL-VI-S24-HW
  VendorSN                  :CA21QQ2Z8       
  Manufacturing Date        :2010-05-25
  Manufacturer              :JDSU            
-------------------------------------------------------------
Alarm information:
  RX power low
-------------------------------------------------------------

# Display general information, manufacture information, alarm information and
diagnostic information about the optical module on a specified interface.

<Huawei> display transceiver interface gigabitethernet 1/0/0 verbose
                                                                                                                                    
GigabitEthernet1/0/0 information:
-------------------------------------------------------------
Electronic label information:
  Description               :2100Mb/sec-850nm-LC-MM-500m(0.05mm)300m(0.0625mm)
  Type                      :PLRXPL-VI-S24-HW
  VendorSN                  :CA21QQ2Z8       
  Manufacturing Date        :2010-05-25
  Manufacturer              :JDSU            
-------------------------------------------------------------
Alarm information:
  RX power low
-------------------------------------------------------------
Realtime information:
  Temperature(ºC)                          :35
  Voltage(V)                               :3.30
  Bias Current(mA)                         :4.08
  Bias High Threshold(mA)                  :18.57
  Bias Low  Threshold(mA)                  :1.07
  Current Rx Power(dBM)                    :-31.54
  Default Rx Power High Threshold(dBM)     :0.00
  Default Rx Power Low  Threshold(dBM)     :-16.98
  Current Tx Power(dBM)                    :-5.01
  Default Tx Power High Threshold(dBM)     :0.00
  Default Tx Power Low  Threshold(dBM)     :-9.50
  User Set Rx Power High Threshold(dBM)    :0.00
  User Set Rx Power Low Threshold(dBM)     :-16.98
  User Set Tx Power High Threshold(dBM)    :0.00
  User Set Tx Power Low Threshold(dBM)     :-9.50
  Default Temperature high  Threshold(ºC)  :85
  Default Temperature low   Threshold(ºC)  :-40
-------------------------------------------------------------

Table 4-18 Description of the display transceiver command output

Item Description

Electronic label
information

Electronic label of an optical module.

Description Description of the optical module.

Type Type of the optical module.

VendorSN Serial number of the optical module.
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Item Description

Manufacturing
Date

Manufacturing date of the optical module.

Manufacturer Manufacturer of the optical module.

Alarm
information

Alarm information about the optical module.

RX power low Low receive power.

Realtime
information

Real-time information about the optical module.

Temperature(ºC) Temperature of the optical module.

Voltage(V) Voltage of the optical module.

Bias Current
(mA)

Current bias of the optical module.

Bias High
Threshold(mA)

Upper bias threshold for the optical module.

Bias Low
Threshold(mA)

Lower bias threshold for the optical module.

Current RX
Power(dBM)

Current receive power of the optical module.

Default RX
Power High
Threshold (dBM)

Default upper threshold for the receive power of the optical
module.

Default RX
Power Low
Threshold (dBM)

Default lower threshold for the receive power of the optical
module.

Current TX
Power(dBM)

Current transmit power of the optical module.

Default TX
Power High
Threshold(dBM)

Default upper threshold for the transmit power of the
optical module.

Default TX
Power Low
Threshold(dBM)

Default lower threshold for the transmit power of the optical
module.

User Set Rx
Power High
Threshold(dBM)

Configured upper threshold for the receive power of the
optical module.

User Set Rx
Power Low
Threshold(dBM)

Configured lower threshold for the receive power of the
optical module.
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Item Description

User Set Tx
Power High
Threshold(dBM)

Configured upper threshold for the transmit power of the
optical module.

User Set Tx
Power Low
Threshold(dBM)

Configured lower threshold for the transmit power of the
optical module.

Default
Temperature
high Threshold
(ºC)

Default upper threshold for temperature of the optical
module.

Default
Temperature low
Threshold (ºC)

Default lower threshold for temperature of the optical
module.

 

4.1.19 display version

Function

The display version command displays the version of the device.

Format

display version [ slot slot-id ]

display version slot fan

Parameters

Parameter Description Value

slot slot-id Displays the version of
the specified board.

The value is an integer
and must be set
according to the device
configuration.

fan Displays the version of
the fan module.
NOTE

Before running this
command, ensure that the
fan module has been
installed.
Only AR2240, AR3670, and
AR3260 support the fan
parameter.

-
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Views
All views

Default Level
1: Monitoring level

Usage Guidelines
You can use the display version command to view the version of the device to
determine whether the device needs to be upgraded.

Example
# Display the version of the device.

<Huawei> display version
Huawei Versatile Routing Platform Software
VRP (R) software, Version 5.120 (AR2200 V200R003C00)
Copyright (C) 2011-2012 HUAWEI TECH CO., LTD
Huawei AR2240 Router uptime is 0 week, 1 day, 5 hours, 10 minutes
BKP 0 version information:
1. PCB      Version  : AR01BAK2B VER.A
2. If Supporting PoE : No
3. Board    Type     : AR2240
4. MPU Slot Quantity : 1
5. LPU Slot Quantity : 8

MPU 11(Master) : uptime is 0 week, 1 day, 5 hours, 10 minutes
SDRAM Memory Size    : 2048    M bytes
Flash Memory Size    : 16      M bytes
NVRAM Memory Size    : 512     K bytes
SD Card1 Memory Size : 1882    M bytes
MPU version information :
1. PCB      Version  : AR01SRU3A VER.B
2. MAB      Version  : 0
3. Board    Type     : SRU40
4. CPLD0    Version  : 104
5. CPLD1    Version  : 104
6. BootROM  Version  : 604

LPU 1 : uptime is 0 week, 1 day, 5 hours, 7 minutes
SDRAM Memory Size    : 96      K bytes
Flash Memory Size    : 384     K bytes
LPU version information :
1. PCB      Version  : AR01SEG1CA VER.B
2. MAB      Version  : 0
3. Board    Type     : 2FE
4. BootROM  Version  : cb

LPU 5 : uptime is 0 week, 1 day, 5 hours, 6 minutes
SDRAM Memory Size    : 256     M bytes
Flash Memory Size    : 16      M bytes
LPU version information :
1. PCB      Version  : AR01WMF9TTA VER.B
2. MAB      Version  : 0
3. Board    Type     : 8FE1GE
4. BootROM  Version  : 213
5. BootLoad Version  : 510

FAN version information :
1. PCB      Version  : AR01DF05A VER.A
2. Board    Type     : FAN
3. Software Version  : 103
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# Display the version of the board in slot 1.

<Huawei> display version slot 1
LPU 1 : uptime is 0 week, 1 day, 5 hours, 15 minutes
SDRAM Memory Size    : 256     M bytes
Flash Memory Size    : 16      M bytes
LPU version information :
1. PCB      Version  : AR01WMF9TTA VER.B
2. MAB      Version  : 0
3. Board    Type     : 8FE1GE
4. BootROM  Version  : 213
5. BootLoad Version  : 510

# Display the version of the fan module.

<Huawei> display version slot fan
FAN version information :
1. PCB      Version  : AR01DF05A VER.A
2. Board    Type     : FAN
3. Software Version  : 103                                                      

Table 4-19 Description of the display version command output

Item Description

Huawei Versatile Routing Platform
Software

-

VRP (R) software, Version Versions of the VRP and the software
of the device.

Copyright (C) 2011-2012 HUAWEI TECH
CO., LTD

Copyright information.

uptime System power-on time.

BKP 0 version information Backplane version.

PCB Version -

If Supporting PoE Whether PoE is supported.

Board Type -
NOTE

In V200R005, the type of 1ADSL-B and
1ADSL-B/J cards is displayed as 1ADSL-
B/J. In earlier versions, the type of the
two cards is displayed as 1ADSL-B. You
can check the PCB version to distinguish
the two types of cards.

MPU Slot Quantity Number of MPU slots.

LPU Slot Quantity Number of LPU slots.

MPU X (Master) Master MPU slot ID.
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Item Description

SDRAM Memory Size The System Total Memory field
displayed in the display memory-
usage command output is the
memory assigned from the SDRAM
memory. The value varies depending
on the device model.

Flash Memory Size -

NVRAM Memory Size -

SD Card1 Memory Size sd1 memory space.

USB Disk0 Memory Size usb0 memory space.

MPU version information MPU version.

LPU X LPU in slot X.

LPU version information LPU version.

FAN version information Version of the fan module.

 

4.1.20 display dyinggasp capacity

Function
The display dyinggasp capacity command displays whether the battery capacity
of the Dyinggasp capacitor card is full.

NO TE

Only the AR models that have the DGP cards installed support this command.

Format
display dyinggasp capacity [ slot slot-id ]

Parameters

Parameter Description Value

slot slot-id Displays the type and
status of the card in a
specified slot.
If this parameter is not
specified, this command
displays the type and
status of all components
on the device.

The value is an integer
and must be set
according to the device
configuration.
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display dyinggasp capacity command to check whether the
battery capacity of the Dyinggasp capacitor card is full.

Example

# Display whether the battery capacity of the Dyinggasp capacitor card is full.

<Huawei> display dyinggasp capacity
DyingGasp board capacity information:      
Slot         Type            Capacity  
-------------------------------------   
1            AR-DGP-S         Full                                              
-------------------------------------  

Table 4-20 Description of the display dyinggasp capacity command output

Item Description

Slot Slot ID of a card.

Type Type of a card.

Capacity Capacitor capacity of a card:
● Full: The capacity is full.
● Charging: The capacitor card is charging.
● Fail: Failed to obtain the charging status.

 

4.2 Hardware Configuration Commands

4.2.1 backup elabel

Function

The backup elabel command backs up electronic labels of the device to the
storage media.

The backup elabel ftp command backs up electronic labels of the device to a
specified FTP server.
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The backup elabel tftp command backs up electronic labels of the device to a
specified TFTP server.

The backup elabel backplane command backs up electronic labels of the
backplane to the storage media.

The backup elabel backplane ftp command backs up electronic labels of the
backplane to a specified FTP server.

The backup elabel backplane tftp command backs up electronic labels of the
backplane to a specified TFTP server.

NO TE

Only AR2240 and AR3200 series can back up electronic labels of the backplane.

Format
backup elabel filename [ slot-id ]

backup elabel ftp ftp-server-address filename username password [ slot-id ]

backup elabel tftp tftp-server-address filename [ slot-id ]

backup elabel backplane filename

backup elabel backplane ftp ftp-server-address filename username password

backup elabel backplane tftp tftp-server-address filename

Parameters

Parameter Description Value

slot-id Specifies the
slot ID of the
board of which
the electronic
label needs to
be saved. If
this parameter
is not specified,
all electronic
labels of the
device are
saved.

The value must be set according to the device
configuration.
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Parameter Description Value

filename Specifies the
name of the
file that stores
electronic
labels.

The value is a string of 1 to 28 case-sensitive
characters without spaces.

The default directory where files are stored is as
follows:
● AR100&AR120&AR150&AR160&AR200series,

AR1200 series, AR2201-48FE, AR2202-48FE,
AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P,
AR2204E, AR2204E-D, AR2204-51GE-R,
AR2240C, AR2204, AR2220L, AR2204-51GE,
AR2220E: flash:/

● AR2220, AR2240, AR3200 series, AR3600 series:
sd1:/

ftp-server-
address

Specifies the IP
address of the
FTP server that
stores
electronic
labels.

The value is in dotted decimal notation.

username Specifies the
user name
used to log in
to the FTP
server.

The value is a string of 1 to 20 case-sensitive
characters without spaces.

password Specifies the
password used
to log in to the
FTP server.

The value is a string of 1 to 20 case-sensitive
characters without spaces.

tftp-server-
address

Specifies the IP
address of the
TFTP server
that stores
electronic
labels.

The value is in dotted decimal notation.

Views
All views

Default Level
3: Management level
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Usage Guidelines
When electronic labels are stored on a device, use the backup elabel command to
save electronic labels to a file. This file can be saved to the storage media of the
device, to the FTP server using FTP, or to the TFTP server using TFTP. FTP cannot
ensure secure file transfer. SFTP is recommended on networks that require high
security.

Precautions

If the name of the file is the same as that of an existing file in storage media of
the device, the system prompts you whether to overwrite the existing file.

Example
# Save electronic labels of the device to the elabel.fls file in the flash memory.

<Huawei> backup elabel flash:/elabel.fls

# Save electronic labels of the device to FTP server 192.168.12.91. Set the FTP user
name to user and password to 123. Save electronic labels in the elabel.fls file.

<Huawei> backup elabel ftp 192.168.12.91 elabel.fls user 123

# Save electronic labels of the device to the elabel.fls file on TFTP server
192.168.12.91.

<Huawei> backup elabel tftp 192.168.12.91 elabel.fls

# Save electronic labels of the backplane to the elabel.fls file in the flash
memory.

<Huawei> backup elabel backplane flash:/elabel.fls

Related Topics
4.1.5 display elabel

4.2.2 clear root-key

Function
The clear root-key command clears the configured root key.

Format
clear root-key

Parameters
None

Views
User view

Default Level
3: Management level
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Usage Guidelines
To improve service security and prevent encrypted packets from being decrypted,
configure a root key again. To clear the configured root key, run the clear root-
key command. After the device restarts, the device uses the system default root
key.

Example
# Clear the configured root key.

<Huawei> clear root-key
Warning: Clearing a root key takes effect only after the device is restarted. Are you sure you want to clear 
it? [Y/N]:y
Info: Successed in setting next root-key on the master board.

Related Topics
4.2.18 set root-key
4.2.3 display root-key configuration

4.2.3 display root-key configuration

Function
The display root-key configuration command displays information about the
currently used root key.

Format
display root-key configuration

Parameters
None

Views
User view

Default Level
3: Management level

Usage Guidelines
You can use the display root-key configuration command to check information
about the currently used root key.

Example
# Display information about the currently used root key.

<Huawei> display root-key configuration
Master:
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  Current root-key:  User-configured
  Next root-key:     System default

Table 4-21 Description of the display root-key configuration command output

Item Specification

Master Information about the root key of the
MPU.

Current root-key Information about the currently used
root key:
● User-configured: user-configured

root key
● System default: system default root

key

Next root-key Information about the root key used
after the device restarts:
● User-configured: user-configured

root key
● System default: system default root

key

 

Related Topics
4.2.18 set root-key
4.2.2 clear root-key

4.2.4 display rps elabel

Function
The display rps elabel command displays information about the electronic label
of the redundant power system (RPS).

NO TE

Only the AR2201-48FE, AR2202-48FE, AR2204, AR2220E support this function.

Format
display rps elabel

Parameters
None

Views
All views
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Default Level
1: Monitoring level

Usage Guidelines
Usage Scenario

You can run the display rps elabel command to view information about the RPS
electronic label.

Prerequisites

The device is connected to an external RPS and the RPS is working properly.

Example
# Display information about the RPS electronic label.

<Huawei> display rps elabel
[Rps_Elabel]                                                                    
/$[ArchivesInfo Version]                                              
/$ArchivesInfoVersion=3.0                                                       
                                                                                
                                                                                
[Board Properties]                                                              
BoardType=RPS1800                                                               
BarCode=21023538x710C3000028                                                    
Item=02353857                                                                   
Description=RPS1800 Redundant Power System(6 DC Output Ports,12V Total Output Po
wer 140W,48V Total Output Power 1600W)                                          
Manufactured=2012-03-29                                                         
VendorName=Huawei                                                               
IssueNumber=00                                                                  
CLEICode=                                                                       
BOM=                                                                            
                                                                                
                                                                           

Table 4-22 Description of the display rps elabel command output

Item Description

BoardType Board type of the RPS.

BarCode Board code of the RPS.

Item BOM code of the RPS.

Description Description about the RPS.

Manufactured Production date of the RPS.

VendorName Provider of the RPS.

IssueNumber Issue number of the RPS.

CLEICode Common language equipment
identification (CLEI) of the RPS.

BOM Sales BOM code of the RPS.
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4.2.5 display rps status

Function

The display rps status command displays the RPS status.

NO TE

Only the AR2201-48FE, AR2202-48FE, AR2204, AR2220E support this function.

Format

display rps status

Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario

You can run the display rps status command to view the RPS status.

Prerequisites

The device is connected to an external RPS and the RPS is working properly.

Example

# Display the RPS status.

<Huawei> display rps status
------------------------------------------------------------------              
  RPS Module        Present          Status            WorkStatus               
------------------------------------------------------------------              
  12V               YES              Normal            NotSupply                

Table 4-23 Description of the display rps status command output

Item Description

RPS Module Name of the RPS module.
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Item Description

Present Whether the RPS module is installed
properly:
● YES
● NO

Status Status of the RPS.
● Normal
● Abnormal

WorkStatus Working status of the RPS:
● Supply: The RPS is supplying

power.
● NotSupply: The RPS is in idle state.
● Upgrade: The RPS is being

upgraded.

 

Related Topics
4.2.19 set rps force

4.2.6 display rps temperature

Function

The display rps temperature command displays the RPS temperature.

NO TE

Only the AR2201-48FE, AR2202-48FE, AR2204, AR2220E support this function.

Format

display rps temperature

Parameters

None

Views

All views

Default Level

1: Monitoring level
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Usage Guidelines

Usage Scenario

You can run the display rps temperature command to view the RPS temperature.

Prerequisites

The device is connected to an external RPS and the RPS is working properly.

Example

# Display the RPS temperature.

<Huawei> display rps temperature
--------------------------------------------------------------------------------
    DeviceName            Status                Temperature(C)                  
--------------------------------------------------------------------------------
    RPS                   Normal                28                              

Table 4-24 Description of the display rps temperature command output

Item Description

DeviceName Name of the RPS.

Status Status of the RPS.
● Normal
● Abnormal

Temperature(C) Temperature of the RPS.

 

4.2.7 display rps version

Function

The display rps version command displays the RPS version information.

NO TE

Only the AR2201-48FE, AR2202-48FE, AR2204, AR2220E support this function.

Format

display rps version

Parameters

None

Views

All views
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Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario

You can run the display rps version command to view the hardware and software
versions of the RPS.

Prerequisites

The device is connected to an external RPS and the RPS is working properly.

Example

# Display the RPS version information.

<Huawei> display rps version
RPS Version Information :                                                       
1. Board    Type     : 7                                                        
2. PCB      Version  : LS521RPSA VER.C                                          
3. SoftWare Version  : 212                                                      
4. BootROM  Version  : 112                                            

Table 4-25 Description of the display rps version command output

Item Description

Board Type Board type of the RPS.

PCB Version Version of the printed circuit board
(PCB).

SoftWare Version Software version.

BootROM Version BootROM version.

 

4.2.8 display slave default

Function

The display slave default command displays the default slot ID of the slave MPU
used after the next startup.

NO TE

Only AR3200 series supports this function.

Format

display slave default
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Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display slave default command to view the slot ID of the default
slave MPU used after the next startup.

Example

# Display the slot ID of the default slave MPU used after the next startup.

<Huawei> display slave default
Info: Default slave slot is 14.

Related Topics
4.2.23 slave default

4.2.9 display switchover state

Function

The display switchover state command displays the current MPU status.

NO TE

Only AR3200 series supports this function.

Format

display switchover state

Parameters

None

Views

All views

Default Level

1: Monitoring level
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Usage Guidelines

Before performing a master/slave MPU switchover, use the display switchover
state command to view the MPU status to determine whether to perform the
MPU switchover. You can perform a master/slave switchover only when the MPU
is in the real-time backup state.

Example

# Display information about master and slave switchover, which helps check
whether the stack meets switchover requirements.

<Huawei> display switchover state
Slot 15 HA FSM State(master): realtime or routine backup.
Slot 14 HA FSM State(slave): receiving realtime or routine data. 

Table 4-26 Description of the display switchover state command output

Item Description

HA FSM State(master) Status of the master MPU:
● waiting for the slave to be inserted:

Only one MPU is installed and you
need to install the slave MPU.

● batch backup: The master MPU is
backing up data to the slave MPU
in batches.

● realtime or routine backup: The
master MPU is in real-time backup
state.

HA FSM State(slave) Status of the slave MPU:
● receiving batch data: The slave

MPU is receiving backup data from
the master MPU in batches.

● receiving realtime or routine data:
The slave MPU is in the real-time
state for receiving data.

 

Related Topics
4.2.25 slave switchover
4.2.26 switchover enable

4.2.10 display super-fast hardware state

Function

The display super-fast hardware state command displays the hardware
acceleration function status.
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NO TE

Only the AR161, AR161G-L, AR161G-Lc, AR161G-U, AR161W, AR169, AR169CVW,
AR169CVW-4B4S, AR169G-L, AR169-P-M9, AR169RW-P-M9, and AR169W-P-M9 support
this command.

Format
display super-fast hardware state

Parameters
None

Views
All views

Default Level
2: Configuration level

Usage Guidelines
You can run this command to view the hardware acceleration function status of
the device.

Example
# Display the hardware acceleration function status.

<Huawei> display super-fast hardware state
Super-fast Hardware State : Enable 

Table 4-27 Description of the display super-fast hardware state command
output

Item Description

Super-fast Hardware State Hardware acceleration function status:
● Enable
● Disable

 

Related Topics
4.2.30 super-fast hardware enable

4.2.11 osp-module memory-size

Function
Run the osp-module memory-size command to configure the available memory
space for VMs on the OSP daughter card.
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By default, the available memory space for VMs on the OSP daughter card is 3 GB.

NO TE

Only the AR169RW-P-M9, AR169W-P-M9, and AR169-P-M9 support this command.

Format

osp-module memory-size size-value

Parameters

Parameter Description Value

size-value Specifies the available
memory space for
VMs on the OSP
daughter card.

The value is of the enumerated type:
● 3: indicates that 3 GB memory is

available to VMs on the OSP daughter
card.

● 6: indicates that 6 GB memory is
available to VMs on the OSP daughter
card.

The default value is 3.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

Certain memory space of an OSP daughter card is reserved for VMs. By default,
VMs reserve certain memory space for audio and video functions. As a result, only
3 GB memory space is available to VMs. However, in some scenarios, audio and
video functions are not required, causing a waste of memory space. If you want to
increase the memory space of VMs, run the osp-module memory-size command
to set the available memory space of VMs to 6 GB. The configured memory space
takes effect after the OSP daughter card is restarted.

Example

# Set the available memory space for VMs on the OSP daughter card to 6 GB.

<Huawei> system-view
[Huawei] osp-module memory-size 6
Info: This operation may affect voice functions on the OSP 
card...                                                                  
Info: Successfully allocated 6 GB memory to the OSP card, rebooting the OSP card to make it affects.   
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4.2.12 power

Function
The power on command powers on a specified board.

The power off command powers off a specified board.

NO TE

The AR100&AR120&AR150&160&200 series, and AR2201-48FE, AR2202-48FE,
AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204-51GE, AR2204-51GE-R do not
support this command.

Format
power on slot slot-id

power off slot slot-id

Parameters

Parameter Description Value

slot slot-id Specifies the slot ID of a
board.

The value is an integer and must be set
according to the device configuration.

Views
User view

Default Level
3: Management level

Usage Guidelines
When services are idle on the board, run the power off command to power off
the board without affecting services. This ensures stable system operation and
saves energy.

NO TE

Boards are hot swappable. Therefore, you do not need to power on or off boards before hot
swapping them.

Example
# Power off the board in slot 3.

<Huawei> power off slot 1

# Power on the board in slot 1.
<Huawei> power on slot 1
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Related Topics
4.1.3 display device

4.2.13 reset slot

Function
The reset slot command resets a specified card.

NO TE

The AR150&160&200 series, AR510 series, AR2201-48FE and AR2204-27GE, AR2204-27GE-
P, AR2204-51GE-P, AR2204E, AR2240C, do not support this command.

Format
reset slot slot-id

Parameters

Parameter Description Value

slot-id Specifies the slot ID of the card
that needs to be reset.

The value is an integer and must be
set according to the device
configuration.

Views
All views

Default Level
3: Management level

Usage Guidelines
You can reset a specified card on the device. Resetting a card will interrupt services
on the card.

Example
# Reset the card in slot 1.

<Huawei> reset slot 1
Are you sure you want to reset board in slot 1 ? [y/n]:y                        
INFO: Resetting board[1] succeeded.  

4.2.14 set cpu-usage threshold

Function
The set cpu-usage threshold command sets the CPU usage alarm threshold and
CPU usage alarm recovery threshold.
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The undo set cpu-usage threshold command restores the default CPU usage
alarm threshold and CPU usage alarm recovery threshold.

By default, the CPU usage alarm threshold is 80% and the CPU usage alarm
recovery threshold is 75%.
● When the CPU usage alarm threshold is lower than 60%, the default CPU

usage alarm recovery threshold is 1% lower than the CPU usage alarm
threshold.

● When the CPU usage alarm threshold is higher than or equal to 60%, the
default CPU usage alarm recovery threshold is 5% lower than the CPU usage
alarm threshold.

Format
set cpu-usage threshold threshold-value [ restore restore-threshold-value ]

undo set cpu-usage threshold

Parameters

Parameter Description Value

threshold
threshold-value

Specifies the CPU
usage alarm threshold.

The value is an integer that ranges
from 2 to 100. The default value is
80.

restore restore-
threshold-value

Specifies the CPU
usage alarm recovery
threshold.

The value is an integer that ranges
from 1 to threshold-value-1. The
default value is 75.

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

You can use the set cpu-usage threshold command to set the CPU usage alarm
threshold and CPU usage alarm recovery threshold. Only when MPU's CPU usage
exceeds the alarm threshold, the system logs the event and generates an alarm.
By viewing log information, you can learn about CPU usage. When CPU usage falls
within the recovery threshold, the system generates a clear alarm.

If the slot slot-id parameter is not specified, the CPU usage threshold of the MPU
is set. If you specify the slot slot-id parameter, the alarm can be triggered only
when an MPU is installed in the specified slot.

Precautions
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Default CPU usage alarm threshold and CPU usage alarm recovery threshold are
recommended. If the CPU usage alarm threshold and CPU usage alarm recovery
threshold are set too small, the system frequently generates alarms. If the CPU
usage alarm threshold and CPU usage alarm recovery threshold are set too large,
you cannot learn about CPU usage in a timely manner.

Example

# Set the CPU usage alarm threshold of the MPU to 85%.

<Huawei> system-view
[Huawei] set cpu-usage threshold 85

Related Topics
4.1.2 display cpu-usage configuration

4.2.15 set memory-usage threshold

Function

The set memory-usage threshold command sets the memory usage threshold.

The undo set memory-usage threshold command restores the default memory
usage threshold.

The default settings are as follows in versions earlier than V200R010C10:

● If the memory capacity of a card is smaller than or equal to 128 MB, the
memory usage threshold is 90%.

● If the memory capacity of a card is larger than 128 MB, the memory usage
threshold is 95%.

The default settings are as follows in V200R010C10 and later versions:

● If the memory capacity of a card is smaller than or equal to 256 MB, the
memory usage threshold is 90%.

● If the memory capacity of a card is larger than 256 MB, the memory usage
threshold is 95%.

● If the memory capacity of an SRU is equal to or less than 256 MB, the
memory usage threshold is 88%.

● If the memory capacity of an SRU is greater than 256 MB but smaller than or
equal to 512 MB, the memory usage threshold is 90%.

● If the memory capacity of an SRU is larger than 512 MB, the memory usage
threshold is 95%.

Format

set memory-usage threshold threshold-value [ slot slot-id ]

undo set memory-usage threshold [ slot slot-id ]
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Parameters

Parameter Description Value

threshold
threshold-
value

Specifies the memory usage threshold. The value is an
integer that ranges
from 75 to 100.

slot slot-id Specifies the slot ID of a board.

NOTE
The AR100&AR120&AR150&160&200 series,
and AR2201-48FE, AR2202-48FE,
AR2204-27GE, AR2204-27GE-P, AR2204-51GE-
P, AR2204E, AR2204-51GE, AR2204-51GE-R do
not support the slot slot-id parameter.

The value must be
set according to the
device configuration.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can use the set memory-usage threshold command to set the memory
usage threshold. When memory usage exceeds the threshold, the system logs the
event and generates an alarm. By viewing log information, you can learn about
memory usage.

If the slot slot-id parameter is not specified, the memory usage threshold of the
MPU is set. If you specify the slot slot-id parameter, the alarm can be triggered
only when an MPU is installed in the specified slot.

Precautions

You are advised to use the default threshold. If the memory usage threshold is set
too low, the system generates alarms and restarts when memory usage exceeds
the threshold. If the memory usage threshold is set too high, you cannot learn
about memory usage in a timely manner.

Example

# Set the memory usage threshold of the MPU to 85%.

<Huawei> system-view
[Huawei] set memory-usage threshold 85

Related Topics
4.1.13 display memory-usage threshold
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4.2.16 set operator-code

Function

The set operator-code command configures a device to run in a user-defined
state.

The undo set operator-code command cancels a device to run in a user-defined
state.

By default, a device does not run in a user-defined state.

Format

set operator-code user

undo set operator-code user

Parameters

Parameter Description Value

user Specifies a user type. The value can only be CMCC, case-insensitive
characters.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

This command enables a device to run in a user-defined state, meeting special
requirements of the user.

Currently, the system supports only one user-defined state: CMCC (China Mobile).
In the CMCC state, the indexes of a device's entity MIBs and extended entity MIBs
are fixed at 1. This ensures that main control units of different devices have the
same index.

Example

# Configure a device to run in the CMCC state.
<Huawei> system-view
[Huawei] set operator-code CMCC

4.2.17 set output-mode osp
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Function
The set output-mode osp command redirects the serial port to the OSP daughter
card.

NO TE

This command takes effect only on the AR161FW-P-M5, AR161G_L, AR161G_Lc, AR161G_U,
AR169RW_P_M9, AR169W_P_M9, and AR169-P-M9 running a non-Android version.

Format
set output-mode osp

Parameters
None

Views
System view

Default Level
3: Management level

Usage Guidelines

After the OSP daughter card registers with the device, you can run this command
to redirect the serial port to the OSP daughter card for secondary development of
the OSP daughter card.

If the serial port is redirected to the OSP daughter card for the first time, the user
name huawei must be entered but the password is not required. Only the user
with user name huawei can redirect to the OSP daughter card through the serial
port. The user name cannot be added, deleted, or modified.

Press Ctrl+D to exit from the serial port redirection page.

Example

# Redirect the serial port to the OSP daughter card.

<Huawei> system-view
[Huawei] set output-mode osp 
Warning: Now you enter a serial port redirection view for developer's testing, some commands may affect 
operation by wrong use, plea
se carefully use it with HUAWEI engineer's direction. Are you sure to continue?[Y/
N]:Y                                              
******************************************************                                                                              
*              OSP card output to mainboard           *                                                                             
******************************************************                                                                              
Press Ctrl+D to quit                                                                                                                
                                                                                                                                    
[Huawei]                                                                                                                            
root@Hi3716CV200:/ #
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4.2.18 set root-key

Function
The set root-key command configures a root key.

By default, a device uses the system default root key.

Format
set root-key

Parameters
None

Views

User view

Default Level

3: Management level

Usage Guidelines

A root key is located at the bottom of the key management infrastructure to
protect confidentiality of upper-layer keys (such as key encryption key). Therefore,
a root key is important to data security. A device's root key is often stored in the
system. If attackers illegally obtain the root key, encrypted data will become
insecure. To improve data security and prevent attackers from obtaining encrypted
packets, reconfigure a root key on the device. The configured root key will take
effect after the device restarts.

Example

# Set the device root key to huawei.

<Huawei> set root-key
Warning: A new root key can take effect only after the device is restarted. Are you sure you want to 
configure it? [Y/N]:y
Please enter a new key:huawei
Please enter the new key again:huawei
Info: Successed in setting next root-key on the master board.

Related Topics
4.2.2 clear root-key

4.2.19 set rps force

Function

The set rps force command forces the RPS to supply power for the device.
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The undo set rps force command disables the RPS from supplying power for the
device.

By default, the system does not force the RPS to supply power for the device.

NO TE

Only the AR2201-48FE, AR2202-48FE, AR2204, AR2220E support this function.

Format

set rps force

undo set rps force

Parameters

None

Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

The RPS functions as the external backup power supply for the device. When a
fault occurs in the internal power supply system, the RPS can supply power for the
device in a timely manner to ensure normal device running. Before repairing the
internal power supply, run the set rps force command to force the RPS to supply
power for the device.

Prerequisites

The device is connected to an external RPS and the RPS is working properly.

Example

# Force the RPS to supply power for the device.

<Huawei> system-view
[Huawei] set rps force
Info: Set the RPS force successfully.          

Related Topics
4.2.5 display rps status

4.2.20 set transceiver
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Function

Using the set transceiver command, you can set the alarm threshold of the
optical power of the optical module.

Using the undo set transceiver command, restore the default power alarm
thresholds of an optical module.

The default power alarm thresholds vary according to types of optical modules.

Format

set transceiver { transmit-power | receive-power } { upper-threshold | lower-
threshold } threshold

undo set transceiver { transmit-power | receive-power } { upper-threshold |
lower-threshold }

Parameters

Parameter Description Value

transmit-power Indicates the
transmission power.

-

receive-power Indicates the receiving
power.

-

upper-threshold Indicates the upper
alarm threshold of the
optical power.

-

lower-threshold Indicates the lower
alarm threshold of the
optical power.

-

threshold Specifies the value of the
alarm threshold.

The value varies
according to optical
module type. The alarm
threshold is accurate to
two digits after the
decimal point.

 

Views

Ethernet interface view, GE interface view, XGE interface view, POS interface view,
CPOS interface view

Default Level

2: Configuration level
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Usage Guidelines

The set transceiver command is invalid on electrical interfaces. This command is
invalid for the interface without an optical module. It is recommended that you
run the 4.1.18 display transceiver command to view the upper and lower alarm
thresholds of the optical power of the optical module before you set the alarm
thresholds. Otherwise, the alarm thresholds you set may be invalid. In this case,
error information is displayed.

An optical module has an original upper and lower alarm thresholds of the optical
power. After you run the set transceiver command, the alarm threshold set by
this command replaces the original alarm threshold.

The upper alarm threshold that you set must be greater than the original lower
alarm threshold of the optical module and smaller than or equal to the original
upper alarm threshold. If the upper alarm threshold is not set, the original upper
alarm threshold of the optical module is used.

The lower alarm threshold that you set must be greater than or equal to the
original lower alarm threshold of the optical module and smaller than the upper
alarm threshold that you set. If the lower alarm threshold is not set, the original
lower alarm threshold of the optical module is used.

Example

# Set the lower alarm threshold of the receiving power of optical module on
GE1/0/1 to -10 dBm and set the upper alarm threshold of the receiving power to
-0.9 dBm. Then check the configuration.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/1
[Huawei-GigabitEthernet1/0/1] set transceiver receive-power lower-threshold -10
[Huawei-GigabitEthernet1/0/1] set transceiver transmit-power upper-threshold -0.9

Related Topics
4.1.18 display transceiver

4.2.21 set transceiver-monitoring

Function

The set transceiver-monitoring command enables or disables the alarm function
for optical modules.

By default, the alarm function is disabled for optical modules.

Format

set transceiver-monitoring { enable | disable }

Parameters

None
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Views

System view

Default Level

3: Management level

Usage Guidelines

None

Example

# Enable the alarm function for optical modules.

<Huawei> system-view
[Huawei] set transceiver-monitoring enable

Related Topics
4.1.18 display transceiver

4.2.22 set vendorname

Function

The set vendorname command sets a Broadcom chip name.

The undo set vendorname command cancels the configured Broadcom chip
name.

By default, a Broadcom chip is named BDCM.

Format

set vendorname vendorname

undo set vendorname

Parameters

Parameter Description Value

vendorname Specifies a Broadcom
chip name.

The value is a
combination of four
uppercase letters.

 

Views

System view
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Default Level
3: Management level

Usage Guidelines
Usage Scenario

To change the chip name reported to a DSLAM, run the set vendorname
command to configure a chip name.

Precautions

● If the device has a daughter card with a Broadcom chip installed, after
running the set vendorname command, you need to restart the
corresponding interface by running the shutdown and undo shutdown
commands or running the restart command to make the configuration take
effect after running the set vendorname command.

● If the device does not have a daughter card with a Broadcom chip installed,
you do not need to restart the corresponding interface after running the set
vendorname command and then installing the daughter card. The command
configuration automatically takes effect on the newly installed daughter card.

● If you run the set vendorname command multiple times, only the latest
configuration takes effect.

Example
# Set the Broadcom chip name to ABCD if the device has a daughter card with a
Broadcom chip installed.

<Huawei> system-view
[Huawei] set vendorname ABCD
 Info: This operation takes effect after the interface shutdown and undo shutdown !
[Huawei] interface Ethernet 0/0/0
[Huawei-Ethernet0/0/0] shutdown
[Huawei-Ethernet0/0/0] undo shutdown

Related Topics
5.1.16 shutdown (interface view)
5.1.14 restart (interface view)

4.2.23 slave default

Function
The slave default command sets the slot ID of the default slave MPU used after
the next startup.

The undo slave default command cancels the configuration.

By default, the master MPU is in slot 15 and the slave MPU is in slot 14.

NO TE

Only AR3200 series supports this function.
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Format

slave default slot-id

undo slave default

Parameters

Parameter Description Value

slot-id Specifies the slot ID of
the slave MPU after the
next startup.

The slot ID is 14 or 15.

 

Views

System view

Default Level

2: Configuration level

Usage Guidelines

When both the master and slave MPUs on a device are properly installed, you can
run the slave default command to configure the MPU in a specified slot as the
slave MPU after the next startup.

Example

# Configure the MPU in slot 14 as the slave MPU when the system restarts.

<Huawei> system-view
[Huawei] slave default 14

Related Topics
4.2.8 display slave default

4.2.24 slave restart

Function

The slave restart command resets the slave MPU.

NO TE

Only AR3200 series supports this function.

Format

slave restart
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Parameters

None

Views

System view

Default Level

2: Configuration level

Usage Guidelines

To upgrade the system software in-service, first upgrade the software on the slave
main control board when the master main control board works normally, and then
restart the slave main control board. After the slave main control board is ready,
perform active/standby switchover and upgrade the software on the master main
control board.

Example

# Restart the slave main control board.

<Huawei> system-view
[Huawei] slave restart

4.2.25 slave switchover

Function

The slave switchover command performs a master/slave switchover.

NO TE

Only AR3200 series supports this function.

Format

slave switchover

Parameters

None

Views

System view

Default Level

2: Configuration level
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Usage Guidelines

Usage Scenario

During software upgrade or system maintenance, you can manually perform a
master/slave switchover on MPUs. The master/slave switchover restarts the
running master and slave MPUs. After the restart, the master MPU becomes the
slave and the slave MPU becomes the master.

No master/slave main control board switchover can be performed before the
patch on the registered slave main control board is restored.

Prerequisites
● The forcible master/slave switchover has been enabled on device.
● The 4.2.9 display switchover state command output shows that system has

met requirements for master/slave switchover.

Example

# Perform a master/slave switchover.

<Huawei> system-view
[Huawei] switchover enable
[Huawei] slave switchover
Warning: Are you sure to switch over?[Y/N]:y

Related Topics
4.2.9 display switchover state
4.2.26 switchover enable

4.2.26 switchover enable

Function

The switchover enable command enables forcible master/slave switchover.

The switchover disable command disables forcible master/slave switchover.

By default, master/slave switchover is enabled.

NO TE

Only AR3200 series supports this function.

Format

switchover enable

switchover disable

Parameters

None
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Views

System view

Default Level

2: Configuration level

Usage Guidelines

The slave switchover command takes effect only after forcible master/slave
switchover is enabled. If forcible master/slave switchover is disabled, the 4.2.25
slave switchover command does not take effect.

Example

# Disable forcible master/slave switchover.

<Huawei> system-view
[Huawei] switchover disable

Related Topics
4.2.9 display switchover state
4.2.25 slave switchover

4.2.27 transceiver phony-alarm-disable

Function

The transceiver phony-alarm-disable command disables the alarm function for
non-Huawei-certified optical modules.

The undo transceiver phony-alarm-disable command enables the alarm function
for non-Huawei-certified optical modules.

By default, the alarm function for non-Huawei-certified optical modules is
enabled.

Format

transceiver phony-alarm-disable

undo transceiver phony-alarm-disable

Parameters

None

Views

System view
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Default Level

3: Management level

Usage Guidelines

Non-Huawei-certified optical modules may fail to work normally. If non-Huawei-
certified optical modules are used on devices produced since January 1, 2013, the
devices generate a large number of alarms to prompt users to replace these
optical modules with Huawei-certified optical modules. This facilitates optical
module management and maintenance. Additionally, vendor information of
optical modules early delivered from Huawei may not be recorded. When these
optical modules are used on devices, the devices will also generate non-Huawei-
certified optical module alarms. To protect user resources and ensure that these
early delivered optical modules work properly, run the transceiver phony-alarm-
disable command. This command will then disable the alarm function.

NO TE

If no such early delivered optical modules are used on devices, you are advised to enable
the alarm function for non-Huawei-certified optical modules.

Example

# Disable the alarm function for non-Huawei-certified optical modules.

<Huawei> system-view
[Huawei] transceiver phony-alarm-disable

4.2.28 upgrade osp-module software

Function

The upgrade osp-module software command upgrades the software version of
an OSP daughter card.

NO TE

Only AR169-P-M9, AR169W-P-M9 and AR169RW-P-M9 support this command.

Format

upgrade osp-module software filename

Parameters

Parameter Description Value

filename Specifies the upgrade file
name.

The value is a string of 1
to 64 case-insensitive
characters without
spaces.
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Views

System view

Default Level

2: Configuration level

Usage Guidelines

You can run the upgrade osp-module software command to upgrade an OSP
daughter card without replacing the system software.

Example

# Upgrade the software version of an OSP daughter card.

<Huawei> system-view
[Huawei] upgrade osp-module software osp_file.bin

4.2.29 set osp power uninterruptible

Function

The set osp power uninterruptible command configures automatic power-on for
the OSP daughter card.

The undo set osp power uninterruptible command cancels automatic power-on
for the OSP daughter card.

By default, automatic power-on is not configured for the OSP daughter card.

NO TE

This command is supported only by the AR169-P-M9, AR169W-P-M9, and AR169RW-P-M9.

Format

set osp power uninterruptible

undo set osp power uninterruptible

Parameters

None

Views

System view

Default Level

3: Management level
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Usage Guidelines
The Windows operating system installed on the OSP daughter card of the device
cannot be powered on automatically after the device is restarted. To address this
issue, you can configure automatic power-on for the OSP daughter card using the
set osp power uninterruptible command.

Example
# Configure automatic power-on for the OSP daughter card.

<Huawei> system-view
[Huawei] set osp power uninterruptible

4.2.30 super-fast hardware enable

Function
The super-fast hardware enable command enables hardware acceleration.

The super-fast hardware disable command disables hardware acceleration.

By default, hardware acceleration is disabled.

NO TE

Only the AR161, AR161G-L, AR161G-Lc, AR161G-U, AR161W, AR169, AR169CVW,
AR169CVW-4B4S, AR169G-L, AR169-P-M9, AR169RW-P-M9, and AR169W-P-M9 support
this command.

Format
super-fast hardware enable

super-fast hardware disable

Parameters
None

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

If you require a high forwarding rate, run the super-fast hardware enable
command to enable hardware acceleration. This configuration can increase the
rate.

Precautions
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After the super-fast hardware enable command is executed, the device supports
only IPv4 service forwarding on Layer 3 interfaces excluding VLANIF interfaces and
does not support other functions.

Example

# Enable hardware acceleration.

<Huawei> system-view
[Huawei] super-fast hardware enable

Related Topics
4.2.10 display super-fast hardware state

4.3 Information Center Configuration Commands

4.3.1 display actived-alarm highest-level

Function

The display actived-alarm highest-level command displays the highest alarm
severity levels of current active alarms.

Format

display actived-alarm highest-level

Parameters
None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

None

Example

# Display the highest alarm severity levels of current active alarms.

<Huawei> display actived-alarm highest-level
 Info: The highest level of active alarm is critical.
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Table 4-28 Description of the display actived-alarm highest-level command
output

Item Description

The highest level
of active alarm is

Highest severity levels of current active alarms include:
● critical: indicates that a fault affects normal operation of

the system. Effective measures must be taken
immediately. For example, if a device or resources
become unavailable, the fault needs to be rectified
immediately even if the fault occurs during non-working
hours.

● major: indicates that a fault decreases system quality.
Effective measures must be taken immediately. For
example, if service quality of a device or resources is
reduced and needs to be restored, measures need to be
taken immediately during working hours.

● minor: indicates that a fault has not affected service
quality but needs to be processed or observed to prevent
serious faults.

● warning: indicates that a fault may have potential errors
that will affect services, requiring measures to be taken
according to errors.

● indeterminate: indicates that the severity level is not
determined. That is, impact of alarms depends on the
environment.

● cleared: indicates the clearing of one or more previously
reported alarms. This alarm clears all alarms for this
managed object that have the same alarm type, possible
causes and specific problems. Multiple associated
notifications may be cleared using the correlated
notifications parameter.

 

4.3.2 display channel

Function
The display channel command displays the channel configuration.

Format
display channel [ channel-number | channel-name ]
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Parameters

Parameter Description Value

channel-
number

Specifies the
number of a
channel.

The value is an integer than ranges from 0 to
9. That is, the system has 10 channels.
Channels 0 to 5 have default names and the
six channels map to six different output
directions.

Table 4-29 shows the relationship between
channels and output directions.

channel-
name Specifies the name

of a channel.

The value is a string of 1 to 30 case-sensitive
characters. The value consists of letters or
numbers and must start with a letter.

Table 4-29 Relationship between channel and output directions

Chan
nel
Numb
er

Default
Channel
Name

Output
Direction

Description

0 console console Console that can receive logs, traps, and
debugging messages.

1 monitor monitor VTY terminal that can receive logs, traps,
and debugging messages, which facilitates
remote maintenance.

2 loghost loghost Log host that can receive logs, traps, and
debugging messages. By default,
information is saved on the log host in file
format for easy reference.

3 trapbuffer trapbuffer Trap buffer that can receive traps.

4 logbuffer logbuffer Log buffer that can receive logs.

5 snmpagent snmpagent SNMP agent that can receive traps.

6 channel6 Unspecified Reserved. You can specify to which
destination this channel can output
information.

7 channel7 Unspecified Reserved. You can specify to which
destination this channel can output
information.

8 channel8 Unspecified Reserved. You can specify to which
destination this channel can output
information.
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Chan
nel
Numb
er

Default
Channel
Name

Output
Direction

Description

9 channel9 logfile Log file that can receive logs, traps, and
debugging messages. Information is saved
to the USB flash drive or SD card in file
format.

 

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
The display channel command displays the channel configuration.

When using this command, note the following points:

● When channel-number or channel-name is specified, the display channel
command displays the specified channel that information passes through and
information severity.

● When channel-number or channel-name is not specified, the display channel
command displays all the channels that information passes through and
information severity.

Example
# Display the configuration of channel 0.

<Huawei> display channel 0
channel number: 0, channel name: console                                        
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      warning       Y      debugging     Y      debugging    

# Display the configuration of all channels.

<Huawei> display channel
channel number: 0, channel name: console                                        
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      warning       Y      debugging     Y      debugging    
                                                                                
channel number: 1, channel name: monitor                                        
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      warning       Y      debugging     Y      debugging    
                                                                                
channel number: 2, channel name: loghost                                        
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      informational Y      debugging     N      debugging    
                                                                                
channel number: 3, channel name: trapbuffer                                     
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
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ffff0000 default  N      informational Y      debugging     N      debugging    
                                                                                
channel number: 4, channel name: logbuffer                                      
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      warning       N      debugging     N      debugging    
                                                                                
channel number: 5, channel name: snmpagent                                      
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  N      debugging     Y      debugging     N      debugging    
                                                                                
channel number: 6, channel name: channel6                                       
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      debugging     Y      debugging     N      debugging    
                                                                                
channel number: 7, channel name: channel7                                       
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      debugging     Y      debugging     N      debugging    
                                                                                
channel number: 8, channel name: channel8                                       
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      debugging     Y      debugging     N      debugging    
                                                                                
channel number: 9, channel name: channel9                                       
MODU_ID  NAME     ENABLE LOG_LEVEL     ENABLE TRAP_LEVEL    ENABLE DEBUG_LEVEL  
ffff0000 default  Y      debugging     Y      debugging     N      debugging    

Table 4-30 Description of the display channel command output

Item Description

channel number Channel number, which ranges from 0 to 9.

channel name Channel name. Table 4-29 lists default channel names.
To set the channel name, run the 4.3.16 info-center
channel name command.

MODU_ID Module ID. The default value is ffff0000.

NAME Module name. The default value is default.
To set the module name, run the 4.3.30 info-center source
channel command.

ENABLE Whether logs/traps/debugging messages are allowed to
pass through a channel:
● Y
● N
To specify the channel, run the 4.3.30 info-center source
channel command.
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Item Description

LOG_LEVEL/
TRAP_LEVEL/
DEBUG_LEVEL

Lowest severity of output logs/traps/debugging messages.
The following severities are listed in descending order of
priority:
● emergencies
● alert
● critical
● error
● warning
● notification
● informational
● debugging
To set the lowest severity of output logs, run the 4.3.30
info-center source channel command.

 

Related Topics
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.30 info-center source channel

4.3.3 display debugging

Function
The display debugging command displays debugging messages allowed to be
sent by the device.

Format
display debugging [ interface interface-type interface-number ] [ module-
name ]

Parameters

Parameter Description Value

interface
interface-type
interface-number

Specifies the interface type and
number.

-
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Parameter Description Value

module-name Displays debugging messages sent by
a specified module such as the DHCP
module. If this parameter is not
specified, all debugging messages
allowed to be sent are displayed.

Enumerated type.
The value depends
on the registered
module.

Views

All views

Default Level

3: Management level

Usage Guidelines

Usage Scenario

Debugging affects device performance. The display debugging command displays
debugging messages allowed to be sent by the Router.

Prerequisites

By default, sending debugging messages is prohibited. The debugging of a
specified module has been enabled.

Example

# Display debugging messages allowed to be sent by the Router.

<Huawei> display debugging
ACL error debugging is on, on the slot 0 

# Display debugging messages allowed by the ARP module.

<Huawei> display debugging arp
slot[0]:ARP packet debugging is on    

Related Topics
4.3.17 info-center enable
4.3.30 info-center source channel
4.3.39 terminal debugging
4.3.41 terminal monitor

4.3.4 display info-center

Function

The display info-center command displays the output configuration of the
information center.
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Format
display info-center

Parameters
None

Views
All views

Default Level
3: Management level

Usage Guidelines
None

Example
# Display output configuration of the information center.

<Huawei> display info-center
Information Center: enabled
Log host:                                                                       
        10.1.1.1, channel number: 2, channel name: loghost                      
        language: english, host facility: local7   
Console:
        channel number: 0, channel name: console
Monitor:
        channel number: 1, channel name: monitor
SNMP Agent:
        channel number: 5, channel name: snmpagent
Log buffer:
        enabled
        max buffer size: 1024, current buffer size: 512
        current messages: 6, channel number: 4, channel name: logbuffer
        dropped messages: 0, overwritten messages: 0
Trap buffer:
        enabled
        max buffer size: 1024, current buffer size: 256
        current messages: 0, channel number: 3, channel name: trapbuffer
        dropped messages: 0, overwritten messages: 0
Logfile:
        channel number: 9, channel name: channel9, language: English
Information timestamp setting:
        log - date, trap - date, debug - date

 Sent messages = 25, Received messages = 25
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Table 4-31 Description of the display info-center command output

Item Description

Information Center Information center status:
● enabled
● disabled
To enable the information center, run the 4.3.17 info-
center enable command.

Log host Log host configuration.

10.1.1.1 Log host IP address.
To set the log host IP address, run the 4.3.23 info-center
loghost command.

channel number Number of a channel used to output information.
To set the number of a channel used to output
information, run the 4.3.15 info-center channel
command.

channel name Name of a channel used to output information.
To set the name of a channel used to output information,
run the 4.3.16 info-center channel name command.

language Language mode in which information is output to a log
host.
To set the language mode in which information is output
to a log host, run the 4.3.23 info-center loghost
command.

host facility Logging tool.
To configure the logging tool, run the 4.3.23 info-center
loghost command.

Console Console configuration.

Monitor Remote terminal configuration.

SNMP Agent SNMP agent configuration.

Log buffer Log buffer configuration.

enabled Whether the Router is enabled to send logs/traps to the
log/trap buffer.
● enabled
● disabled
To enable the Router to send logs/traps to the log/trap
buffer, run the 4.3.19 info-center logbuffer or 4.3.33
info-center trapbuffer command.

max buffer size Maximum number of logs/traps in the log/trap buffer.

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 548



Item Description

current buffer size Maximum number of logs/traps in the current log/trap
buffer.
To set the maximum number of logs/traps in the current
log/trap buffer, run the 4.3.20 info-center logbuffer size
or 4.3.34 info-center trapbuffer size command.

current messages Number of messages recorded in the log/trap buffer.

dropped messages Number of messages discarded by the log/trap buffer.

overwritten
messages

Number of overwritten messages in the log/trap buffer.

Trap buffer Trap buffer configuration.

logfile Log file configuration.

Information
timestamp setting

Timestamp format of logs, traps, and debugging
messages:
● boot: indicates that the timestamp is expressed in the

format of relative time, a period of time since system
start.

● date: indicates the current system date and time. It is
expressed in mm dd yyyy hh:mm:ss format.

● short-date: indicates the short date. This timestamp
differs from date is that the year is not displayed.

● format-date: indicates that the timestamp is expressed
in YYYY-MM-DD hh:mm:ss format.

● none: indicates that the output information does not
contain the timestamp.

To configure the timestamp format, run the 4.3.32 info-
center timestamp command.

Sent messages Number of sent messages output by information center
modules.

Received messages Number of messages sent to information center modules.

 

Related Topics
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.19 info-center logbuffer
4.3.20 info-center logbuffer size
4.3.23 info-center loghost
4.3.32 info-center timestamp
4.3.33 info-center trapbuffer
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4.3.34 info-center trapbuffer size

4.3.5 display info-center filter-id

Function
The display info-center filter-id command displays information filtered by the
information center.

Format
display info-center filter-id [ id | bymodule-alias modname alias ]

Parameters

Parameter Description Value

id Displays filtered information
with the specified ID.

The value is an integer that
ranges from 0 to
4294967295.

bymodule-alias
modname alias

Displays filtered information
with the specified module name
and mnemonic symbol.
● modname: specifies the

module name.
● alias specifies the mnemonic

symbol.

Enumerated type. Set the
value according to the
device configuration.

Views
All views

Default Level

3: Management level

Usage Guidelines
ID identifies each function module for log registration. An ID filter list is the
aggregation of the shielded IDs.

If id or bymodule-alias is not specified, all information is filtered.

To prevent output of specified information, run the 4.3.18 info-center filter-id
command to add the ID to the filtering list, and then run the display info-center
filter-id command to check whether information with this ID is filtered.

Example
# Display filtered information with ID 3246215177.
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<Huawei> display info-center filter-id 3246215177  
ID              : 3246215177                                                    
Module          : 6OVER4                                                        
Alias           : DEL_UPTUNN_FAIL                                               
Content         : Failed to delete the UPTUNNEL entry when processing ([STRING])
. (Interface=[STRING])                                                          
Filtered Number : 0                                                             

# Display all the IDs in the filter list.
<Huawei> display info-center filter-id
ID              : 3246215177                                                    
Module          : 6OVER4                                                        
Alias           : DEL_UPTUNN_FAIL                                               
Content         : Failed to delete the UPTUNNEL entry when processing ([STRING])
. (Interface=[STRING])                                                          
Filtered Number : 0                                                             
                                                                                
ID              : 3491254537                                                    
Module          : BGP                                                           
Alias           : ADD_DELETED_ROUTE                                             
Content         : Add the route [STRING] that have other flags besides deleted f
lag [USHORT]                                                                    
Filtered Number : 0                                                             

Table 4-32 Description of the display info-center filter-id command output

Item Description

ID Identifier to which each log corresponds.
To configure the Router to filter a log or trap
with a specified ID, run the 4.3.18 info-center
filter-id id command.

Module Module name.
To configure the Router to filter a log or trap
with a specified module name or alias name,
run the 4.3.18 info-center filter-id bymodule-
alias modname alias command.

Alias Alias name.
To configure the Router to filter a log or trap
with a specified module name or alias name,
run the 4.3.18 info-center filter-id bymodule-
alias modname alias command.

Content Log message to which each log ID corresponds.

Filtered Number Number of times that the log to which the log
ID corresponds is filtered.

 

Related Topics
4.3.18 info-center filter-id
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4.3.6 display info-center logfile path

Function
The display info-center logfile path command displays the path where log files
are saved.

Format
display info-center logfile path

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
The display info-center logfile path command displays the path where log files
are saved. This command is used in the following scenarios:
● The information is output to the log file.
● The save logfile command is executed to save log files to the specified path.

Example
# Display the path where log files are saved.

<Huawei> display info-center logfile path
Info: Logfile save path is usb0:/logfile

Related Topics
4.3.21 info-center logfile path
4.3.38 save logfile

4.3.7 display info-center rate-limit record

Function
The display info-center rate-limit record command displays the suppression of
the log processing rate in the information center.

Format
display info-center rate-limit record

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 552



Parameters

None

Views

All views

Default Level

3: Management level

Usage Guidelines
None

Example

# Display the suppression of the log processing rate in the information center.
<Huawei> display info-center rate-limit record 
Record No.1
 InfoID               : ff5ad009
 Module               : AAA
 Alias                : DESTFAILAUTHEN_ERR_EVENT
 Rate limit threshold : 50
 Total receive number : 1872
 Total drop number    : 922
 Total send number    : 950
 Begin timestamp      : 2014-11-18 11:41:28

Table 4-33 Description of the display info-center rate-limit record command
output

Item Description

InfoID Log ID.

Module Log module name.

Alias Log mnemonic name.

Rate limit threshold The maximum number of logs set for the
information center to process every second.

Total receive number The total number of logs that are generated
during the latest suppression period.

Total drop number The total number of logs that are discarded
during the latest suppression period.

Total send number The total number of logs that the information
center process during the latest suppression
period.

Begin timestamp The timestamp signifying when the suppression
function is enabled for the last time.
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Related Topics
4.3.29 info-center rate-limit threshold

4.3.8 display info-center rate-limit threshold

Function
The display info-center rate-limit threshold command displays the threshold of
the log processing rate (maximum number of logs that the information center can
process every second). The threshold information includes the default threshold
contained in the released version, the default threshold for the specified log ID,
and the threshold set through the command lines after the system startup.

Format
display info-center rate-limit threshold

Parameters
None

Views
All views

Default Level
3: Management level

Usage Guidelines
None

Example
# Display the threshold of the log processing rate set for the information center.
<Huawei> display info-center rate-limit threshold 
Rate limit threshold(per second):
 Module           Alias                                   Default  Config       
 default                                                  30       30           
 IPC              IPCFRGTOOLARGE                          5        5            
 IPC              IPCDUMPMEM                              5        5            
 IPC              ALLOCINDEXERR                           5        5            
 IPC              DRVNOTSTABLE                            2        2            
 IPC              NOTIMODFALNOREASM                       2        2            
 IPC              SYNRPCGETSMFAL                          5        5            
 IPC              SYNRPCMODUNREG                          5        5            
 IPC              SYNRPCRETNULL                           5        5            
 IPC              MODULENOTREG                            5        5            
 IPC              SENDRETURN                              5        5            
 IPC              GETMTUFAL                               5        5            
 IPC              ALLOCIPCFRGFAL                          5        5            
 IPC              RECVINVALIDMSG                          5        5            
 IPC              RCVNOTIQUEERR                           5        5            
 IPC              NOTIFYQUEERR                            5        5            
 IPC              SENDFINISHRETURN                        5        5            
 IPC              RECVINVALIDMSGTYPE                      5        5            
 SOURCE           UMSGGETSRCOBJFAL                        1        1            
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Table 4-34 Description of the display info-center rate-limit threshold command
output

Item Description

Module Log module name.

Alias Log mnemonic name.

Default The default threshold of the log processing rate.

Config The threshold of the log processing rate set for
the information center.

 

Related Topics
4.3.29 info-center rate-limit threshold

4.3.9 display info-center statistics

Function
The display info-center statistics command displays statistics in the information
center.

Format
display info-center statistics

Parameters

Parameter Description Value

module-id id Specify the displayed
module ID.

It is a string of 8 characters in
hex, including: 0 to 9, a to f, and
A to F.

module-name name Specify the displayed
module name.

-

Views
Diagnostic view

Default Level
3: Management level

Usage Guidelines
The display info-center statistics command displays statistics in the information
center.
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Example
# Display statistics of shell in the information center.

<Huawei> system-view
[Huawei] diagnose
[Huawei-diagnose] display info-center statistics module-name shell 
Log & diag log information statistics data:                                     
InfoID     level LogAlias                 SendNum    DropNum                    
0x40391015   5     LOGIN                    15         0                        
0x40391016   5     LOGOUT                   9          0                        
0x4039101b   4     LOGINFAILED              0          0                        
0x4039101c   5     TIMEOUT                  0          0                        
0x40391020   4     OVERWRITE_EXEC           0          0                        
0x40391021   6     CMDCONFIRM_RECORD        0          0                        
0x40391022   6     CMDCONFIRM_UNIFORMRECORD 0          0                        
0x40391023   6     CMDCONFIRM_NOPROMPT      3          0                        
0x40391024   5     SETPASS_FAIL_FIRSTLOGIN  0          0                        
0x4039501d   4     CMDTIMEOUT               0          0                        
0x40395021   4     DISABLECMDFAIL           0          0                        
0x40395022   4     ENABLECMDFAIL            0          0                        
0x40395024   3     FAULT_USERINTERFACE      0          0                        
0x40399017   5     CMDRECORD                7314       2                        
0x40399018   6     DISPLAY_CMDRECORD        78         0                        
                                                                                
Debug information statistics data:                                              
DebugID    level DebugAlias               SendNum    DropNum                    
0x40393000   7     AAARECEIVEOTHEREVT       0          0                        
0x40393001   7     AAARECEIVEOTHERMSG       0          0                        
0x40393002   7     AAAREADMSGFAIL           0          0                        
0x40393003   7     AAAREADEVTTIMEOUT        0          0                        
0x40393004   7     AAAREADEVTTIMEOUT10      0          0                        
0x40393005   7     AAAWRITECUTMSGFAIL       0          0                        
0x40393006   7     AUTHCMDSNDMSGFAIL        0          0                        
0x40393007   7     AUTHCMDTIMEOUT           0          0                        
0x40393008   7     AUTHCMDNONEED            0          0                        
0x40393009   7     NEEDAUTHCMD              0          0                        
0x4039300a   7     AUTHCMDFLAGCHG           0          0                        
0x4039300b   7     AUTHCMDFAIL              0          0           

Table 4-35 Description of the display info-center statistics module-name shell
command output

Item Description

Log & diag log
information
statistics data

Statistics on message logs and diagnostic logs

InfoID Information ID

level Log level

LogAlias Log analysis

SendNum Number of send logs

DropNum Number of discard logs

Debug information
statistics data

Statistics on debug logs

DebugID Debug log ID
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Item Description

DebugAlias Debug log analysis

 

4.3.10 display log

Function
Using the display log command, you can query all the logs or a specified log.

Format
display log [ cli | snmp ] index index1 [ index2 ]

display log [ cli | snmp ] { all | name username } [ start-date [ start-time [ –
end-date [ end-time ] ] ] ]

Parameters

Parameter Description Value

cli Queries specified logs. -

snmp Queries network management logs. -

index index1
[ index2 ]

Indicates the index of the log to be
queried. index1 is the start index of
the logs and index2 is the end index
of the logs. That is, the logs with the
index starting from index1 and
ending with index2 are displayed.

Numeral type.
Range: 1-64.

name username Queries logs by user name. It is a string of
1-15 characters.

all Queries logs of all users. -

[ start-date
[ start-time [ –
end-date [ end-
time ] ] ] ]

Sets the date and time when you
query logs by user name or query
logs of all users.

start-date: The real
start date. Date
format: yyyy-mm-
dd.
start-time: The real
start time. Time
format: hh:mm:ss.
end-date: The real
end date. Date
format: yyyy-mm-
dd.
end-time: The real
end time. Time
format: hh:mm:ss.
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Views

User view

Default Level

3: Management level

Usage Guidelines
● When querying logs by name or by all, you can also query these logs by

period.
● This command can be used to query logs of the user with the level the same

as yours or lower than yours.
● Use parameters to display operation information about different users in

different periods, for example, enter all to display the logs of all users.
● When a configuration is incorrect, a fault will occur. To locate the fault, run

this command to query logs to learn about basic information, such as the
name of the user who operates the system, the IP address of the user, the
specific time when the user performs an operation, and the detailed
operations.

Example

# Query logs with indexes from 10 to 15.

<Huawei> display log index 10 15
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
   15                                    --                10.138.78.127        
  Time: 2007-08-25 18:00:43+00:00                                               
  Cmd:  traffic classifier cy                                                   
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
   14                                    --                10.138.78.127        
  Time: 2007-08-25 17:59:51+00:00                                               
  Cmd:  undo traffic behavior cy                                                
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
   13                                    --                10.138.78.127        
  Time: 2007-08-25 17:59:42+00:00                                               
  Cmd:  undo traffic policy cy                                                  
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
   12                                    --                10.138.78.127        
  Time: 2007-08-25 17:55:26+00:00                                               
  Cmd:  quit                                                                    
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
   11                                    --                10.138.78.127        
  Time: 2007-08-25 17:54:05+00:00                                               
  Cmd:  undo classifier cy                                                      
  No.   UserName                          Domain            IP-Address          
   10                                    --                10.138.78.127        
  Time: 2007-08-25 17:54:05+00:00                                               
  Cmd:  traffic policy cy                                                       
  ---------------------------------------------------------------------------   
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# Query logs of all users within the period starting at 17:10:10 on 2007-08-25 and
ending at 17:20:10 on 2007-08-25.

<Huawei> display log all 2007-08-25 17:10:10 - 2007-08-25 17:20:10   
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    78                                    --                10.138.78.127       
  Time: 2007-08-25 17:19:59+00:00                                               
  Cmd:  stp enable                         7                                     
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    77                                    --                10.138.78.127       
  Time: 2007-08-25 17:19:47+00:00                                               
  Cmd:  stp pathcost-standard legacy                                            
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    76                                    --                10.138.78.127       
  Time: 2007-08-25 17:19:35+00:00                                               
  Cmd:  stp root primary                                                        
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    75                                    --                10.138.78.127       
  Time: 2007-08-25 17:19:04+00:00                                               
  Cmd:  log off                                                                 
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    74                                    --                10.138.78.127       
  Time: 2007-08-25 17:18:54+00:00                                               
  Cmd:  system-view                                                             
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    73                                    --                10.138.78.127       
  Time: 2007-08-25 17:18:49+00:00                                               
  Cmd:  log on                                                                  
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    72                                    --                10.138.78.127       
  Time: 2007-08-25 17:18:17+00:00                                               
  Cmd:  stp root primary                                                        
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    71                                    --                10.138.78.128       
  Time: 2007-08-25 17:18:13+00:00                                               
  Cmd:  info-center snmp channel snmpagent                                      
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    70                                    --                10.138.78.127       
  Time: 2007-08-25 17:18:04+00:00                                               
  Cmd:  stp mode stp                                                            
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    69                                    --                10.138.78.127       
  Time: 2007-08-25 17:17:58+00:00                                               
  Cmd:  system-view                                                             
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    68                                    --                10.138.78.127       
  Time: 2007-08-25 17:17:35+00:00                                               
  Cmd:  log on                                                                  
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    67                                    --                10.138.78.128       
  Time: 2007-08-25 17:17:31+00:00                                               
  Cmd:  info-center monitor channel monitor                                     
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    66                                    --                10.138.78.128       
  Time: 2007-08-25 17:15:37+00:00                                               
  Cmd:  info-center loghost source Ethernet 0/0/1                               
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  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    65                                    --                10.138.78.128       
  Time: 2007-08-25 17:13:04+00:00                                               
  Cmd:  info-center loghost 10.1.1.2 language English                           
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    64                                    --                10.138.78.128       
  Time: 2007-08-25 17:11:55+00:00                                               
  Cmd:  system-view                                                             
  ---------------------------------------------------------------------------   
  No.   UserName                          Domain            IP-Address          
    63                                    --                10.138.78.128       
  Time: 2007-08-25 17:11:53+00:00                                               
  Cmd:  log on                                                                  
  ---------------------------------------------------------------------------   

Table 4-36 Description of the display log command output

Item Description

No. Serial number of each log. The serial
number is generated automatically by
the system.

UserName User name of the log

Time Detailed operation time of the user

IP-Address IP address of the user

Cmd Detailed operations of the user

Domain Domain name of the log

 

4.3.11 display logbuffer

Function
The display logbuffer command displays information recorded in the log buffer.

Format

display logbuffer [ size size | module module-name | level severity ] *

display logbuffer summary [ level severity ]

display logbuffer log-offset offset-value size size
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Parameters
Parameter Description Value

size size Displays the specified
number of logs recently
generated in the log
buffer.

The value is an integer
that ranges from 1 to
1024.

module module-name Displays logs of a
specified module in the
log buffer.

Enumerated type. The
value depends on the
registered module.

level severity Displays logs of specified
severity in the log buffer.

Enumerated type. The
value ranges from 0 to 7.
● 0: emergencies
● 1: alert
● 2: critical
● 3: error
● 4: warning
● 5: notification
● 6: informational
● 7: debugging

summary Displays the summary of
logs in the log buffer.

-

log-offset offset-value Specifies logs of the
specified offset in the log
buffer.

The value is an integer
that ranges from 0 to
1024.

 

Views
All views

Default Level
3: Management level

Usage Guidelines
Usage Scenario

● You can use the display logbuffer log-offset offset-value size size command
to view specified logs in the log buffer. For example, the log buffer has 100
logs. TO view the 20th to 50th logs in the log buffer, run the display
logbuffer log-offset 20 size 30 command.

● Run the display logbuffer [ size size | module module-name | level severity ]
* command to view logs of specified number, module, or severity in the log
buffer. If size, module, or level is not specified, this command displays all
logs in the log buffer.
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● You can run the display logbuffer summary command to view logs of
different severities in the log buffer.

Precautions

● When the number of logs in the log buffer is smaller than value, logs of the
actual number are displayed.

● When the number of logs in the log buffer is smaller than offset-value, the
system displays an error message.

● When the number of logs in the log buffer is larger than offset-value, the
system displays logs starting from offset-value plus one. The log quantity is
specified by size. If the log quantity is less than size, the system displays all
the logs starting from offset-value plus one.

Example
# Display all the logs in the log buffer.

<Huawei> display logbuffer
Logging buffer configuration and contents: enabled                              
Allowed max buffer size: 1024                                                   
Actual buffer size: 512                                                         
Channel number: 4, Channel name: logbuffer                                      
Dropped messages: 0                                                             
Overwritten messages: 167                                                       
Current messages: 512                                                           
                                                                                
May 10 2012 13:42:59+00:00 huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[0]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=912)                                                                           
May 10 2012 13:32:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[1]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                           
May 10 2012 13:22:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[2]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                           
May 10 2012 13:12:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[3]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=912)                                                                           
May 10 2012 13:02:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[4]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                           
May 10 2012 12:52:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[5]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                           
May 10 2012 12:42:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[6]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=912)                                                                           
May 10 2012 12:32:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[7]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                           
May 10 2012 12:22:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[8]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                           
May 10 2012 12:12:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[9]:Some packets a
re dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=912)                                                                           
May 10 2012 12:02:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[10]:Some packet
s are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                          
May 10 2012 11:52:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[11]:Some packet
s are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                          
May 10 2012 11:42:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[12]:Some packet
s are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
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Count=912)                                                                          
May 10 2012 11:32:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[13]:Some packet
s are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                          
May 10 2012 11:22:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[14]:Some packet
s are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                          
May 10 2012 11:12:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[15]:Some packet
s are dropped by cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                          
May 10 2012 11:08:37+00:00 Huawei %%01IFPDT/4/IF_STATE(l)[16]:Interface Ethern
et5/0/2 has turned into UP state.                                     
May 10 2012 11:08:37+00:00 Huawei %%01IFPDT/4/IF_STATE(l)[17]:Interface Ethern
et5/0/1 has turned into UP state.                                     
May 10 2012 11:08:37+00:00 Huawei %%01IFNET/4/LINK_STATE(l)[18]:The line proto
col IP on the interface Vlanif20 has entered the UP state.            
May 10 2012 11:08:37+00:00 Huawei %%01IFNET/4/IF_STATE(l)[19]:Interface Vlanif
20 has turned into UP state.                                          
May 10 2012 11:08:37+00:00 Huawei %%01IFPDT/4/IF_STATE(l)[20]:Interface Ether
net5/0/0 has turned into UP state.                                     
May 10 2012 11:08:34+00:00 Huawei %%01IFNET/4/IF_ENABLE(l)[21]:Interface Gigab
itEthernet5/0/0 has been available.                                   
May 10 2012 11:08:34+00:00 Huawei %%01IFNET/4/IF_ENABLE(l)[22]:Interface Ether
net5/0/7 has been available.                                          
May 10 2012 11:08:34+00:00 Huawei %%01IFNET/4/IF_ENABLE(l)[23]:Interface Ether
net5/0/6 has been available.                                          

Table 4-37 Description of the display logbuffer command output

Item Description

Logging buffer configuration and
contents

Whether the device is enabled to
output logs to the log buffer:
● enabled
● disabled
To configure the device to output logs
to the log buffer, run the 4.3.19 info-
center logbuffer command.

Allowed max buffer size Maximum size of the log buffer.

Actual buffer size Actual size of the log buffer.
To set the log buffer size, run the
4.3.20 info-center logbuffer size
command.

Channel number Number of the channel used to send
logs to the log buffer.
To configure the number of a channel
used to send logs to the log buffer,
run the 4.3.15 info-center channel
command.
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Item Description

Channel name Name of the channel used to send
logs to the log buffer.
To configure the name of a channel
used to send logs to the log buffer,
run the 4.3.16 info-center channel
name command.

Dropped messages Number of dropped messages.

Overwritten messages Number of overwritten messages.

Current messages Number of current messages.

 

# Display the summary of information in the log buffer.

<Huawei> display logbuffer summary
 EMERG ALERT  CRIT ERROR  WARN NOTIF  INFO DEBUG                                
     0     0     0    14   498     0     0     0     

Table 4-38 Description of the display logbuffer summary command output

Item Description

EMERG Number of logs of emergencies.

ALERT Number of logs of alert.

CRIT Number of logs of critical.

ERROR Number of logs of error.

WARN Number of logs of warning.

NOTIF Number of logs of notification.

INFO Number of logs of informational.

DEBUG Number of logs of debugging.

 

# Display 10 logs starting from log 16.
<Huawei> display logbuffer log-offset 15 size 10
Logging buffer configuration and contents: enabled                              
Allowed max buffer size: 1024                                                   
Actual buffer size: 512                                                         
Channel number: 4, Channel name: logbuffer                                      
Dropped messages: 0                                                             
Overwritten messages: 168                                                       
Current messages: 512                                                           
                                                                                
May 10 2012 11:12:59+00:00 Huawei %%01DEFD/4/CPCAR_DROP_MPU(l)[0]:Some packets are dropped by 
cpcar on the MPU. (Packet-type=arp-request, Drop-
Count=684)                                                                           
May 10 2012 11:08:37+00:00 Huawei %%01IFPDT/4/IF_STATE(l)[1]:Interface Ethernet5/0/2 has turned into 
UP state.                                      
May 10 2012 11:08:37+00:00 Huawei %%01IFPDT/4/IF_STATE(l)[2]:Interface Ethernet5/0/1 has turned into 
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UP state.                                      
May 10 2012 11:08:37+00:00 Huawei %%01IFNET/4/LINK_STATE(l)[3]:The line protocol IP on the interface 
Vlanif20 has entered the UP state.             
May 10 2012 11:08:37+00:00 Huawei %%01IFNET/4/IF_STATE(l)[4]:Interface Vlanif20 has turned into UP 
state.                                           
May 10 2012 11:08:37+00:00 Huawei %%01IFPDT/4/IF_STATE(l)[5]:Interface Ethernet5/0/0 has turned into 
UP state.                                      
May 10 2012 11:08:34+00:00 Huawei %%01IFNET/4/IF_ENABLE(l)[6]:Interface GigabitEthernet5/0/0 has 
been available.                                    
May 10 2012 11:08:34+00:00 Huawei %%01IFNET/4/IF_ENABLE(l)[7]:Interface Ethernet5/0/7 has been 
available.                                           
May 10 2012 11:08:34+00:00 Huawei %%01IFNET/4/IF_ENABLE(l)[8]:Interface Ethernet5/0/6 has been 
available.                                           
May 10 2012 11:08:34+00:00 Huawei %%01IFNET/4/IF_ENABLE(l)[9]:Interface Ethernet5/0/5 has been 
available.       

Related Topics
4.3.4 display info-center
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.19 info-center logbuffer
4.3.20 info-center logbuffer size
4.3.36 reset logbuffer

4.3.12 display logfile

Function

The display logfile command displays information about a log file.

Format

display logfile file-name [ offset | hex ] *

Parameters

Parameter Description Value

file-name Specifies the log file name, which can
contain the drive and path.

The value is a string of 1 to
64 case-insensitive
characters without spaces.

offset Displays the log file with the specified
offset or byte.

The value is an integer that
ranges from 0 to
2147483647.

hex Displays the log file in hexadecimal
notation. If the parameter is not
specified, the log file is displayed in
text format.

-
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Views
All views

Default Level
3: Management level

Usage Guidelines
When encountering problems, you can query log information to know about what
happened during device operation. This is helpful for fault location.

If the version saved in a log file and the version generated by the system are
different, the log file is displayed in hexadecimal notation.

The file name is generated automatically by the system. The file name extension
of the log file is *.log or *.dblg.

If the size of the current log file reaches the upper threshold, the system transfers
the log file into a historical compressed file.

Precautions

If the files you filter based on the pipe character are large and no qualified log file
is displayed, the command may fail to display any output for a long period of time
until the command execution finishes.

When viewing the *.log.zip file, it is recommended that the length of the file name
(including the driver and path) not exceed 62 bytes. Otherwise, the content of the
file may fail to be viewed.

Example
# Display log information saved in the log file in hexadecimal notation.
<Huawei> display logfile usb0:/logfile/log.log
                                                                                
                                                                                
################################################################                
#     This logfile is generated at slot 0                                       
################################################################                
                                                                                
Apr 23 2011 11:06:51+00:00 huawei IFNET/1/IF_PVCDOWN:OID 1.3.6.1.6.3.1.1.5.3 Int
erface 6 turned into DOWN state.(AdminStatus 1,OperStatus 2,InterfaceName Ethern
et0/0/1)                                                            
Apr 23 2011 11:06:51+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3487]:Interface Ethern
et0/0/1 has turned into DOWN state.                                 
Apr 23 2011 11:06:53+00:00 huawei IFNET/6/IF_PVCUP:OID 1.3.6.1.6.3.1.1.5.4 Inter
face 6 turned into UP state.(AdminStatus 1,OperStatus 1,InterfaceName Ethernet0/
0/1)                                                                
Apr 23 2011 11:06:53+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3488]:Interface Ethern
et0/0/1 has turned into UP state.                                   
Apr 23 2011 11:06:53+00:00 huawei IFNET/1/IF_PVCDOWN:OID 1.3.6.1.6.3.1.1.5.3 Int
erface 6 turned into DOWN state.(AdminStatus 1,OperStatus 2,InterfaceName Ethern
et0/0/1)                                                            
Apr 23 2011 11:06:53+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3489]:Interface Ethern
et0/0/1 has turned into DOWN state.                                 
Apr 23 2011 11:06:55+00:00 huawei IFNET/6/IF_PVCUP:OID 1.3.6.1.6.3.1.1.5.4 Inter
face 6 turned into UP state.(AdminStatus 1,OperStatus 1,InterfaceName Ethernet0/
0/1)                                                                
Apr 23 2011 11:06:55+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3490]:Interface Ethern
et0/0/1 has turned into UP state.                                   
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Apr 23 2011 11:06:56+00:00 huawei IFNET/1/IF_PVCDOWN:OID 1.3.6.1.6.3.1.1.5.3 Int
erface 6 turned into DOWN state.(AdminStatus 1,OperStatus 2,InterfaceName Ethern
et0/0/1)                                                            
Apr 23 2011 11:06:56+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3491]:Interface Ethern
et0/0/1 has turned into DOWN state.                                 
Apr 23 2011 11:06:58+00:00 huawei IFNET/6/IF_PVCUP:OID 1.3.6.1.6.3.1.1.5.4 Inter
face 6 turned into UP state.(AdminStatus 1,OperStatus 1,InterfaceName Ethernet0/
0/1)                                                                
Apr 23 2011 11:06:58+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3492]:Interface Ethern
et0/0/1 has turned into UP state.                                   
Apr 23 2011 11:06:59+00:00 huawei IFNET/1/IF_PVCDOWN:OID 1.3.6.1.6.3.1.1.5.3 Int
erface 6 turned into DOWN state.(AdminStatus 1,OperStatus 2,InterfaceName Ethern
et0/0/1)                                                            
Apr 23 2011 11:06:59+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3493]:Interface Ethern
et0/0/1 has turned into DOWN state.                                 
Apr 23 2011 11:07:00+00:00 huawei IFNET/6/IF_PVCUP:OID 1.3.6.1.6.3.1.1.5.4 Inter
face 6 turned into UP state.(AdminStatus 1,OperStatus 1,InterfaceName Ethernet0/
0/1)                                                                
Apr 23 2011 11:07:00+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3494]:Interface Ethern
et0/0/1 has turned into UP state.                                   
Apr 23 2011 11:07:01+00:00 huawei IFNET/1/IF_PVCDOWN:OID 1.3.6.1.6.3.1.1.5.3 Int
erface 6 turned into DOWN state.(AdminStatus 1,OperStatus 2,InterfaceName Ethern
et0/0/1)                                                            
Apr 23 2011 11:07:01+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3495]:Interface Ethern
et0/0/1 has turned into DOWN state.                                 
Apr 23 2011 11:07:03+00:00 huawei IFNET/6/IF_PVCUP:OID 1.3.6.1.6.3.1.1.5.4 Inter
face 6 turned into UP state.(AdminStatus 1,OperStatus 1,InterfaceName Ethernet0/
0/1)                                                                
Apr 23 2011 11:07:03+00:00 huawei %%01IFPDT/4/IF_STATE(l)[3496]:Interface Ethern
et0/0/1 has turned into UP state.                                   
Apr 23 2011 11:07:03+00:00 huawei IFNET/1/IF_PVCDOWN:OID 1.3.6.1.6.3.1.1.5.3 Int
erface 6 turned into DOWN state.(AdminStatus 1,OperStatus 2,InterfaceName Ethern
et0/0/1)                                                            

# Display log information saved in the log file in hexadecimal notation.
<Huawei> display logfile usb0:/logfile/log.log hex       
0d  0a  0d  0a  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  
23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  
23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  
23  23  23  23  23  23  23  23  0d  0a  23  20  20  20  20  20  54  68  69  73  
20  6c  6f  67  66  69  6c  65  20  69  73  20  67  65  6e  65  72  61  74  65  
64  20  61  74  20  73  6c  6f  74  20  30  0d  0a  23  23  23  23  23  23  23  
23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  
23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  
23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  23  0d  0a  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  
00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  00  

Related Topics
4.3.17 info-center enable
4.3.21 info-center logfile path
4.3.22 info-center logfile size
4.3.25 info-center max-logfile-number
4.3.38 save logfile
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4.3.13 display trapbuffer

Function
The display trapbuffer command displays information recorded in the trap buffer.

Format
display trapbuffer [ size value ]

Parameters

Parameter Description Value

size value Displays the specified number of traps
recently generated in the trap buffer. If this
parameter is not specified, all traps are
displayed.

The value is an integer
that ranges from 1 to
1024.

Views
All views

Default Level
3: Management level

Usage Guidelines
The display trapbuffer command displays the information of recent traps. If the
number of traps in the trap buffer is smaller than value, traps of the actual
number are displayed.

Example
# Display all traps in the trap buffer.

<Huawei> display trapbuffer
Trapping buffer configuration and contents: enabled                             
Allowed max buffer size: 1024                                                   
Actual buffer size: 256                                                         
Channel number: 3, Channel name: trapbuffer                                     
Dropped messages: 0                                                             
Overwritten messages: 0                                                         
Current messages: 29                                                            
                                                                                
#Sep 17 2012 17:09:47+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=1, LldpStatsRemTables
Deletes=0, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              
#Sep 17 2012 17:06:50+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=0, LldpStatsRemTables
Deletes=1, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              
#Sep 14 2012 20:03:40+00:00 huawei ENTITYTRAP/4/CPUUSAGERESUME:OID 1.3.6.1.4.1.2
011.5.25.219.2.14.2 CPU utilization resumed from exceeding the pre-alarm thresho
ld.(Index=9, HwEntityThresholdIndex=0, HwEntityPhysicalIndex=9, PhysicalName="SR
U Board 0", EntityThresholdType=1, EntityThresholdWarning=80, EntityThresholdCur
rent=23, EntityTrapFaultID=144896)                                              
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#Sep 14 2012 18:15:27+00:00 huawei LLDP/4/ADDCHGTRAP:OID: 1.3.6.1.4.1.2011.5.25.
134.2.5 Local management address is changed. (LocManIPAddr=1.1.1.9)             
#Sep 14 2012 18:13:40+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=1, LldpStatsRemTables
Deletes=0, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              
#Sep 14 2012 18:13:23+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=0, LldpStatsRemTables
Deletes=1, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              
#Sep 14 2012 17:16:05+00:00 huawei ENTITYTRAP/4/CPUUSAGERESUME:OID 1.3.6.1.4.1.2
011.5.25.219.2.14.2 CPU utilization resumed from exceeding the pre-alarm thresho
ld.(Index=9, HwEntityThresholdIndex=0, HwEntityPhysicalIndex=9, PhysicalName="SR
U Board 0", EntityThresholdType=1, EntityThresholdWarning=80, EntityThresholdCur
rent=9, EntityTrapFaultID=144896)                                               
#Sep 14 2012 17:15:37+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=1, LldpStatsRemTables
Deletes=0, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              
#Sep 14 2012 17:15:37+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=1, LldpStatsRemTables
Deletes=0, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              
#Sep 14 2012 17:15:34+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=1, LldpStatsRemTables
Deletes=0, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              
#Sep 14 2012 17:15:33+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=1, LldpStatsRemTables
Deletes=0, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              
#Sep 14 2012 17:15:33+00:00 huawei LLDP/4/NBRCHGTRAP:OID: 1.0.8802.1.1.2.0.0.1 N
eighbor information is changed. (LldpStatsRemTablesInserts=1, LldpStatsRemTables
Deletes=0, LldpStatsRemTablesDrops=0, LldpStatsRemTablesAgeouts=0)              

# Display the first 10 records in the trap buffer.

<Huawei> display trapbuffer size 10
Trapping buffer configuration and contents: enabled                             
Allowed max buffer size: 1024                                                   
Actual buffer size: 256                                                         
Channel number: 3, Channel name: trapbuffer                                     
Dropped messages: 0                                                             
Overwritten messages: 600                                                       
Current messages: 256                                                           
                                                                                
#May  7 2012 15:12:40+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.216.1 excee
ds the speed-limit value 5.                                                     
#May  7 2012 15:07:35+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.216.1 excee
ds the speed-limit value 5.                                                     
#May  7 2012 15:02:19+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.217.150 exc
eeds the speed-limit value 5.                                                   
#May  7 2012 14:56:55+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.216.1 excee
ds the speed-limit value 5.                                                     
#May  7 2012 14:51:40+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.216.1 excee
ds the speed-limit value 5.                                                     
#May  7 2012 14:46:35+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.216.1 excee
ds the speed-limit value 5.                                                     
#May  7 2012 14:41:06+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.217.62 exce
eds the speed-limit value 5.                                                    
#May  7 2012 14:35:54+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.216.1 excee
ds the speed-limit value 5.                                                     
#May  7 2012 14:29:54+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.216.1 excee
ds the speed-limit value 5.                                                     
#May  7 2012 14:24:39+00:00 Huawei SECE/4/ARP_SIP_SPEEDLIMIT_ALARM:OID=1.3.6.1.4
.1.2011.5.25.165.2.2.2.11 The arp packet speed with source ip 10.137.216.1 excee
ds the speed-limit value 5.       
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Table 4-39 Description of the display trapbuffer command output

Item Description

Trapping buffer configuration and
contents

Whether the device is enabled to
output traps to the trap buffer:
● enabled
● disabled
To enable the device to output traps
to the trap buffer, run the 4.3.33
info-center trapbuffer command.

Allowed max buffer size Maximum size of the trap buffer.

Actual buffer size Actual size of the trap buffer.
To set the size of the trap buffer, run
the 4.3.34 info-center trapbuffer
size command.

Channel number Number of the channel used to send
traps to the trap buffer.
To set the channel number, run the
4.3.15 info-center channel
command.

Channel name Name of the channel used to send
traps to the trap buffer.
To set the channel name, run the
4.3.16 info-center channel name
command.

Dropped messages Number of dropped messages.

Overwritten messages Number of overwritten messages.

Current messages Number of current messages.

 

Related Topics
4.3.4 display info-center
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.33 info-center trapbuffer
4.3.34 info-center trapbuffer size
4.3.37 reset trapbuffer
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4.3.14 info-center autosave logbuffer

Function
The info-center autosave logbuffer command enables the function that
automatically saves buffered logs.

The undo info-center autosave logbuffer command disables the function that
automatically saves buffered logs.

By default, the function that automatically saves buffered logs is disabled.

Format
info-center autosave logbuffer interval time-interval

undo info-center autosave logbuffer

Parameters

Parameter Description Value

interval time-
interval

Specifies the interval of
automatically saving
buffered logs. That is,
buffered logs are saved at
most one time within this
specified interval.

The value is an integer that ranges
from 0 to 72, in hours.

If the interval is set to 0, buffered
logs are automatically saved as
long as the log buffer is full.

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

If the path for storing log files is flash: on the switch, the log information
generated on the switch is stored to the log buffer before being saved to log files.
The buffered logs are saved to the flash memory only when the save command is
executed to save the current configuration or the reboot command is executed to
restart the switch. This operation may cause the loss of some logs.

To prevent logs from being lost, run the info-center autosave logbuffer
command to enable the function that automatically saves buffered logs. When the
log buffer is full, buffered logs are automatically saved to the flash memory.

To prevent buffered logs from being frequently written to the flash memory, set
the interval for automatically saving buffered logs so that buffered logs are saved
at most one time within this interval.
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Precautions

● The function that automatically saves buffered logs will write information to
the flash memory. Excessive writes to the flash memory can reduce the life of
the flash. Therefore, you are advised to disable this function if it is not
required.

● The flash space is limited, so the switch does not automatically save buffered
logs when the remaining flash space is less than 15 MB.

● The function that automatically saves buffered logs applies only when the
default path for storing log files is flash: or the info-center logfile path
command has been executed to set the path for storing log files to flash:.
When log files are stored in the SD card or hard disk, this function does not
take effect.

Example

# Enable the function that automatically saves buffered logs and set the interval
to 24 hours.

<Huawei> system-view
[Huawei] info-center autosave logbuffer interval 24

4.3.15 info-center channel

Function

The info-center channel command configures channels for outputting
information in various directions.

The undo info-center channel command restores the default settings.

By default, the system outputs information in various directions through channels
listed in the table below.

Table 4-40 Default association between the channel number, channel name, and
output direction of information channels

Channel Number Channel Name Output Direction

0 console Console

1 monitor User terminal

2 loghost Log host

3 trapbuffer Trap buffer

4 logbuffer Log buffer

5 snmpagent SNMP agent

6 channel6 Unspecified

7 channel7 Unspecified

8 channel8 Unspecified
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Channel Number Channel Name Output Direction

9 channel9 Log file

 

Format

info-center { console | logbuffer | logfile | monitor | snmp | trapbuffer }
channel { channel-number | channel-name }

undo info-center { console | logbuffer | logfile | monitor | snmp | trapbuffer }
channel

Parameters

Parameter Description Value

console Specifies the channel used to output
information to the console.

-

logbuffer Specifies the channel used to output
information to the log buffer.

-

logfile Specifies the channel used to output
information to the log file.

-

monitor Specifies the channel used to output
information to the user terminal.

-

snmp Specifies the channel used to output
information to the SNMP agent.

-

trapbuffer Specifies the channel used to output
information to the trap buffer.

-

channel-
number

Specifies the channel number. The value is an integer
ranging from 0 to 9.

channel-name Specifies the name of a channel,
which can be the default channel
name or a user-defined name.

The value is a string of
1 to 30 case-sensitive
characters. The value
consists of letters or
numbers and must start
with a letter.

Views

System view

Default Level

2: Configuration level
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Usage Guidelines

You can run the info-center channel command in the following scenarios: The
same information is sent to different directions. For example, the log file and log
host record the same content or the trap buffer and the SNMP agent record the
same content.

NO TE

For details on how to configure a channel for outputting information to a log host, see
4.3.23 info-center loghost.

Example

# Configure the channel used to output information to a console.

<Huawei> system-view
[Huawei] info-center console channel console

# Configure the channel used to output information to the log buffer.

<Huawei> system-view
[Huawei] info-center logbuffer channel logbuffer

# Configure the channel used to output information to the log file.

<Huawei> system-view
[Huawei] info-center logfile channel 9

# Configure the channel used to output information to the user terminal.

<Huawei> system-view
[Huawei] info-center monitor channel monitor

# Configure the channel used to output information to an SNMP agent.

<Huawei> system-view
[Huawei] info-center snmp channel 5

# Configure the channel used to output information to the trap buffer.

<Huawei> system-view
[Huawei] info-center trapbuffer channel trapbuffer

Related Topics
4.3.2 display channel
4.3.4 display info-center
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.19 info-center logbuffer
4.3.23 info-center loghost
4.3.30 info-center source channel
4.3.33 info-center trapbuffer
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4.3.16 info-center channel name

Function

The info-center channel name command names a channel with a specified
number.

The undo info-center channel command restores the default channel name.

The following lists default channel names.

Table 4-41 Default channel names

Channel Number Default Channel Name

0 console

1 monitor

2 loghost

3 trapbuffer

4 logbuffer

5 snmpagent

6 channel6

7 channel7

8 channel8

9 channel9

 

Format

info-center channel channel-number name channel-name

undo info-center channel channel-number

Parameters

Parameter Description Value

channel-
number

Specifies the number
of a channel.

The value is an integer than ranges from
0 to 9. That is, the system has 10
channels.

channel-name Specifies the name of
a channel.

The value is a string of 1 to 30 case-
sensitive characters. The value consists of
letters or numbers and must start with a
letter.
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Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

You can rename channels, which facilitates memorization and usage.

Precautions

Channel names must be unique. It is recommended that channel names represent
channel functions.

Example

# Name channel 0 execconsole.

<Huawei> system-view
[Huawei] info-center channel 0 name execconsole

Related Topics
4.3.2 display channel
4.3.4 display info-center

4.3.17 info-center enable

Function

The info-center enable command enables the information center.

The undo info-center enable command disables the information center.

By default, the information center is enabled.

Format

info-center enable

undo info-center enable

Parameters

None

Views

System view
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Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

During device running, the information center records device operation. The
system outputs system information to destinations such as the log host and the
console only after the information center is enabled. Network administrators can
store and query output information to monitor device running and locate faults.

Precautions

After the undo info-center enable command is executed, logs, traps, and
debugging messages are not recorded. The log about running the undo info-
center enable command is not recorded.

Follow-up Procedure

Configure a rule for outputting information to the terminal or remote server.

Example
# Enable the information center.

<Huawei> system-view
[Huawei] info-center enable
Info: Information center is enabled.              

Related Topics
4.3.4 display info-center
4.3.11 display logbuffer
4.3.12 display logfile
4.3.13 display trapbuffer
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.19 info-center logbuffer
4.3.30 info-center source channel
4.3.33 info-center trapbuffer

4.3.18 info-center filter-id

Function
The info-center filter-id command configures the Router to filter a specified log
or trap.

The undo info-center filter-id command disables the Router from filtering a
specified log or trap.

By default, no log or trap is filtered.
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Format

info-center filter-id { id | bymodule-alias modname alias } * &<1-50>

undo info-center filter-id { all | { id | bymodule-alias modname alias } *
&<1-50> }

Parameters

Parameter Description Value

id Specifies the ID of the log or trap
to be filtered.
NOTE

The ID is the log or trap ID defined by
the system.

The value is an integer
that ranges from 0 to
4294967295.

bymodule-alias
modname alias

Specifies the module name and
alias name corresponding to the
log or trap to be filtered.

The value is an
enumerated value and
must be set as prompted
by the device.

all Filters all logs or traps. -

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

If some logs or traps are unnecessary, configure the Router not to output the logs
and traps. When the filtering function is enabled, the information center does not
send the traps with a specified ID that satisfy the filtering condition to any
channel. As a result, the trap buffer, log file, console, terminal, or SNMP agent
cannot receive the traps with the specified ID.

An ID filter list is the aggregation of the shielded IDs and is arranged in a specified
order.

Precautions

● To add multiple IDs at a time, use a space to separate IDs. The result of each
ID is displayed.

● Currently, the Router can filter traps with a maximum of 50 IDs. If there are
more than 50 log IDs, the system displays a message indicating that the
filtering table is full. To configure the filtering function, run the undo info-
center filter-id { all | { id | bymodule-alias modname alias } * &<1-50> }
command to delete original IDs and reconfigure the log ID.
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● You cannot add the same ID or alias name repeatedly.
● When you add an unregistered or nonexistent ID or alias name, the system

displays a message indicating that the system fails to filter the trap with the
specified ID or alias name.

Example
# Filter the log with the ID of 1098731530.
<Huawei> system-view
[Huawei] info-center filter-id 1098731530
Info: Succeeded in appending log ID 1098731530.

# Filter information by module names and alias names.
<Huawei> system-view
[Huawei] info-center filter-id bymodule-alias CMD CLKCHGREBOOTCANCELED 
Info: Succeeded in appending log ID 3225948163.

# Cancel filtering for all logs.
<Huawei> system-view
[Huawei] undo info-center filter-id all
Info: Succeeded in deleting all IDs.   

Related Topics
4.3.17 info-center enable
4.3.5 display info-center filter-id

4.3.19 info-center logbuffer

Function
The info-center logbuffer command enables the Router to send logs to the log
buffer.

The undo info-center logbuffer command disables the Router from sending logs
to the log buffer.

By default, the Router is enabled to send logs to the log buffer.

Format
info-center logbuffer

undo info-center logbuffer

Parameters
None

Views
System view

Default Level
2: Configuration level
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Usage Guidelines

To view logs in the log buffer, run the info-center logbuffer command to enable
the Router to send logs to the log buffer.

Example

# Enable the Router to send logs to the log buffer.

<Huawei> system-view
[Huawei] info-center logbuffer

Related Topics
4.3.4 display info-center
4.3.11 display logbuffer
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.20 info-center logbuffer size
4.3.36 reset logbuffer

4.3.20 info-center logbuffer size

Function

The info-center logbuffer size command sets the maximum number of logs in
the log buffer.

The undo info-center logbuffer size command restores the default maximum
number of logs in the log buffer.

By default, a log buffer can store a maximum of 512 logs.

Format

info-center logbuffer size logbuffer-size [ channel { channel-number | channel-
name } ]

undo info-center logbuffer size

Parameters

Parameter Description Value

logbuffer-size Specifies the maximum
number of logs in the log
buffer.

The value is an integer that ranges
from 0 to 1024. If logbuffer-size is
0, logs are not displayed.

channel-
number

Specifies the channel
number.

The value is an integer ranging
from 0 to 9.
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Parameter Description Value

channel-name Specifies the name of a
channel, which can be the
default channel name or a
user-defined name.

The value is a string of 1 to 30 case-
insensitive characters. The value
consists of letters or numbers and
must start with a letter.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

If the number of logs in the log buffer reaches the maximum value, new logs will
replace the existing logs that were placed earlier in the log buffer until all the new
logs are stored. Logs are cleared only when the Router is restarted.

Precautions

When you run the info-center logbuffer size command multiple times, only the
latest configuration takes effect.

Example

# Set the maximum number of logs in the log buffer to 50.

<Huawei> system-view
[Huawei] info-center logbuffer size 50

Related Topics
4.3.4 display info-center
4.3.11 display logbuffer
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.19 info-center logbuffer
4.3.36 reset logbuffer

4.3.21 info-center logfile path

Function

The info-center logfile path command configures the path where log files are
saved.
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The undo info-center logfile path command cancels the path where log files are
saved that are configured.

Format
info-center logfile path path

undo info-center logfile path

Parameters

Parameter Description Value

path Specifies the path where log
files are saved, which is in
the format of storage
medium name:/logfile, for
example, usb0:/logfile.

Select the path according to device
configuration.

By default, The system selects a
storage medium in descending order
of priority: rom, hdd0, hdd1, hdd2,
hdd3, sd0, sd1, usb0, usb1, and flash.

Views
System view

Default Level
3: Management level

Usage Guidelines
Usage Scenario

You can run the info-center logfile path command to set the path where log files
are saved. Then log files are saved into the path and the file name is log.log. To
view logs generated by the Router, run the save logfile command to save logs
into a specified file or configure the Router to export information into a specified
log file. Then run the display logfile command to view the log file.

Prerequisites

The information center has been enabled by using the 4.3.17 info-center enable
command.

Example
# Configure the USB flash drive as the path where log files will be saved.

<Huawei> system-view
[Huawei] info-center logfile path usb0:/logfile

Related Topics
4.3.4 display info-center
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4.3.6 display info-center logfile path
4.3.12 display logfile
4.3.22 info-center logfile size
4.3.38 save logfile

4.3.22 info-center logfile size

Function
The info-center logfile size command sets the log file size.

The undo info-center logfile size command restores the default log file size.

By default, the log file size is 8 MB.

Format
info-center logfile size size

undo info-center logfile size

Parameters

Parameter Description Value

size Specifies the log file
size.

The value is an integer that is 4, 8, 16, or
32, in MB. The default value is 8 MB.

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

To configure the Router to export information to a log file, run the info-center
logfile size command to set the log file size.

Precautions

If you configure the device to export information to a log file, exported
information is saved in the log.log file. When the log.log file exceeds the specified
size, the system compresses the file in to a zip package. When the storage space
on the Router is smaller than 100 MB, the information center deletes the earliest
log file.

Example
# Set the log file size to 32 MB.
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<Huawei> system-view
[Huawei] info-center logfile size 32

Related Topics
4.3.4 display info-center
4.3.6 display info-center logfile path
4.3.12 display logfile
4.3.21 info-center logfile path
4.3.38 save logfile

4.3.23 info-center loghost

Function
The info-center loghost command configures the device to output information to
a log host.

The undo info-center loghost command disables the device from outputting
information to a log host.

By default, no information is output to the log host.

Format
info-center loghost ip-address [ channel { channel-number | channel-name } |
facility local-number | language language-name | transport { udp | tcp ssl-
policy policy-name } | { vpn-instance vpn-instance-name | public-net } | local-
time | port port-id ] *

info-center loghost ipv6 ipv6-address [ channel { channel-number | channel-
name } | facility local-number | language language-name | transport { udp | tcp
ssl-policy policy-name } | local-time | port port-id ] *

undo info-center loghost ip-address [ vpn-instance vpn-instance-name ]

undo info-center loghost ipv6 ipv6-address

Parameters

Parameter Description Value

ip-address Specifies the IPv4 address of the
log host.

The value is in dotted
decimal notation.
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Parameter Description Value

channel
{ channel-
number |
channel-name }

Specifies the channel used to
send information to a log host.
● channel-number: specifies

the number of a channel.
● channel-name: specifies the

name of a channel. The
name can be the default or
user-defined channel name.

The value of channel-number
is an integer that ranges
from 0 to 9.

The value of channel-name is
a string of 1 to 30 case-
sensitive characters. The
value consists of letters or
numbers and must start with
a letter.

facility local-
number

Specifies a syslog server facility
that is used to identify the log
information source. You can use
this parameter to plan a local
value for the log information of
a specified device, so that the
syslog server can handle
received log information based
on the parameter.

The value ranges from local0
to local7. The default value is
local7.

language
language-name

Displays the language in which
logs are recorded.

Enumerated type. Currently,
the value can only be
English.

transport Indicates the information
transport mode.

-

udp Indicates the UDP transport
mode.

-

tcp Indicates the TCP transport
mode.

-

ssl-policy
policy-name

Specifies a Secure Sockets Layer
(SSL) policy in the TCP transport
mode.

This parameter is recommended
to improve log transmission
security.

The value is a string of 1 to
31 case-sensitive characters.
It cannot contain any space
or question mark (?).

vpn-instance
vpn-instance-
name

VPN instance. The value is a string of 1 to
31 case-sensitive characters,
spaces not supported. When
double quotation marks are
used around the string,
spaces are allowed in the
string.

public-net Indicates that the log host is
connected in the public
network.

-
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Parameter Description Value

local-time Indicates the local time when
logs are sent to the log host.

By default, the system sends
logs to the log host at the
Coordinated Universal Time
(UTC).

ipv6 ipv6-
address

Specifies the IPv6 address of the
log host.

The value is a 32-digit
hexadecimal number.

port port-id Specifies the IPv4 port of the log
host.

The value is an integer that
ranges from 1 to 65535.

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

To query information generated on the Router deployed remotely, configure the
Router to export information to a log host so that you can view device
information on the log host. Run the info-center loghost command to configure
the Router to export information to a log host.

To configure the Router to output information to different log hosts using
different channels, specify the channels used to send information to the log hosts.
For example, you can configure the Router to output information to log hosts at
192.168.0.1 and 192.168.0.2 using channels 7 and 8 respectively.

Precautions

The Router can output information to eight log hosts including IPv4 and IPv6
hosts to implement backup among log hosts.

To transfer logs to the log hosts using TCP and encrypt logs using SSL, create an
SSL policy first.

If the set net-manager vpn-instance command is run to configure the NMS to
manage network elements through a VPN instance, either of the following
situations occurs.
● If vpn-instance is configured, the system accesses the log host in the VPN

instance.
● If public-net is configured, the system accesses the log host on the public

network.

Example
# Configure a device to use channel 16 to output information to the log host with
the IPv4 address 10.1.1.1 and port at 6514.
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<Huawei> system-view
[Huawei] info-center loghost 10.1.1.1 port 6514 channel channel6 

# Configure the Router to send information to the log host with the IPv6 address
FC00:0:0:3001::1.

<Huawei> system-view
[Huawei] info-center loghost ipv6 fc00:0:0:3001::1

# Configure the Router to send information to the host with the IPv4 address
192.168.2.2 and VPN instance name vpn1.

<Huawei> system-view
[Huawei] info-center loghost 192.168.2.2 vpn-instance vpn1

# Configure a device to send information to the log host with the IPv4 address
192.168.2.2 in TCP mode, using the SSL policy huawei123 that has been created
in the system.
<Huawei> system-view
[Huawei] info-center loghost 192.168.2.2 transport tcp ssl-policy huawei123

Related Topics
4.3.4 display info-center
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.24 info-center loghost source

4.3.24 info-center loghost source

Function

The info-center loghost source command configures the source interface used by
the Router to send information to a log host.

The undo info-center loghost source command restores the default source
interface used by the Router to send information to a log host.

By default, the source interface for a device to send logs to a log host is the actual
interface that sends the logs.

Format

info-center loghost source interface-type interface-number

undo info-center loghost source

Parameters

Parameter Description Value

interface-type interface-
number

Specifies the type and number of an
interface.

-
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Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

If multiple devices send log messages to the same log host, you can identify the
devices by setting different source interfaces so as to index the received log
messages.

The source interface specified in the info-center loghost source command for a
device to send logs to a log host is not necessarily the actual interface that sends
the logs, but the IP address of the specified source interface is carried in logs.

Prerequisites

There is a reachable route between the source interface and the log host.

Precautions

If you need to change the source interface configuration on the device, you must
run the undo info-center loghost ip-address command and then reconfigure it.

Example

# Specify Loopback0 IP address as the source interface address to send
information to a log host.

<Huawei> system-view
[Huawei] interface loopback 0
[Huawei-LoopBack0] ip address 10.1.1.1 255.255.255.0
[Huawei-LoopBack0] quit
[Huawei] info-center loghost source loopback 0

Related Topics
4.3.4 display info-center
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.23 info-center loghost

4.3.25 info-center max-logfile-number

Function

The info-center max-logfile-number command sets the maximum number of log
files to be saved.
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The undo info-center max-logfile-number command restores the default
maximum number of log files to be saved.

By default, a maximum of 200 log files can be saved.

Format

info-center max-logfile-number filenumbers

undo info-center max-logfile-number

Parameters

Parameter Description Value

filenumbers Specifies the maximum number of
log files that can be saved.

The value is an integer that
ranges from 2 to 500.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

If too many log files are saved on the Router, many disk space resources are
occupied. To view log files generated recently, run the info-center max-logfile-
number command to set the maximum number of log files that can be saved.

Precautions

If the number of log files generated on the Router exceeds the limit, the system
deletes the oldest log file so that the number of log files is not larger than the
maximum value.

NO TICE

If the number of saved log files is greater than the default value, more system
resources are consumed. The default value is recommended. Excess log files can
be deleted manually or automatically. When the system deletes excess log files,
high CPU usage may last for a short period.

Example

# Set the maximum number of log files to be saved to 100.

<Huawei> system-view
[Huawei] info-center max-logfile-number 100

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 589



Related Topics
4.3.4 display info-center
4.3.21 info-center logfile path
4.3.22 info-center logfile size
4.3.12 display logfile
4.3.21 info-center logfile path
4.3.38 save logfile

4.3.26 info-center rate-limit except

Function
The info-center rate-limit except command cancels the log processing rate limit
for logs.

The undo info-center rate-limit except command deletes the preceding
configuration.

Format
info-center rate-limit except { byinfoid infoID | bymodule-alias modname
alias }

undo info-center rate-limit except { byinfoid infoID | bymodule-alias modname
alias }

Parameters

Parameter Description Value

byinfoid infoID Specifies the log ID in
hexadecimal notation.

The value is a 32-digit hexadecimal
number in the format XXXXXXXX. It
ranges from 0 to ffffffff.

bymodule-alias
modname

Specifies the log
module name.

The value is a string of 1 to 24 case-
insensitive characters without spaces.

alias Specifies the log
mnemonic name.

The value is a string of 1 to 64 case-
insensitive characters without spaces.

Views
System view

Default Level
3: Management level

Usage Guidelines
When too many logs will never be generated under a specified ID, you can run the
info-center rate-limit except command to avoid the impact of the suppression of
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the log processing rate. After this command is run, the configured log processing
rate limit will not be effective for logs with the specified ID or module name.

Example
# Prevent logs specified by the module name and mnemonic from being
suppressed by the information center.
<Huawei> system-view
[Huawei] info-center rate-limit except bymodule-alias AAA AUTHEN_ERR_EVENT

# Prevent logs specified by the log ID from being suppressed by the information
center.
<Huawei> system-view
[Huawei] info-center rate-limit except byinfoid ff5ad009

# Prevent logs with a specified log ID from being suppressed by the information
center.
<Huawei> system-view
[Huawei] undo info-center rate-limit except bymodule-alias AAA AUTHEN_ERR_EVENT

Related Topics
4.3.8 display info-center rate-limit threshold
4.3.7 display info-center rate-limit record

4.3.27 info-center rate-limit global-threshold

Function
The info-center rate-limit global-threshold command sets the total number of
logs that the information center can process every second.

The undo info-center rate-limit global-threshold command restores the default
value.

By default, the information center processes a maximum of 400 logs in every
second.

Format
info-center rate-limit global-threshold value

undo info-center rate-limit global-threshold

Parameters

Parameter Description Value

value Specifies the maximum number of
logs that the information center can
process every second.

The value is an integer that
ranges from 100 to 1000.

Views
System view
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Default Level
3: Management level

Usage Guidelines
You can run the info-center rate-limit global-threshold command to adjust the
processing capability of the information center. If the number of logs to be
processed exceeds the processing capability of the information center, the extra
logs are discarded.

NO TE

● If the threshold is too low, some logs may be discarded.
● If the threshold is too high, the information center cannot identify the log ID under

which too many logs are generated. The number of logs to be processed depends on the
current processing capacity of the information center.

Example
# Set the number of logs that the information center can process every second to
300.
<Huawei> system-view
[Huawei] info-center rate-limit global-threshold 300

Related Topics
4.3.8 display info-center rate-limit threshold
4.3.7 display info-center rate-limit record

4.3.28 info-center rate-limit monitor-period

Function
The info-center rate-limit monitor-period command sets the monitoring period
for the information center to suppress the log processing rate.

The undo info-center rate-limit monitor-period command restores the default
value.

By default, the monitoring period is 3 seconds.

Format
info-center rate-limit monitor-period value

undo info-center rate-limit monitor-period

Parameters

Parameter Description Value

value Specifies the monitoring period for
the information center to suppress
the log processing rate.

The value is an integer
ranging from 1 to 60, in
seconds.
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Views

System view

Default Level
3: Management level

Usage Guidelines

In the monitoring period specified by value, if the rate of sending a single log
every second exceeds the threshold configured using the info-center rate-limit
threshold command, the information center will limit the log processing rate. In
this situation, the information center discards logs exceeding the threshold.

In the monitoring period that is five times value, if the number of a single type of
logs that are sent every second is smaller than the threshold configured using the
info-center rate-limit threshold command, the information center does not limit
the log processing rate.

Example

# Set the monitoring period for the information center to suppress the log
processing rate to 5 seconds.
<Huawei> system-view
[Huawei] info-center rate-limit monitor-period 5

Related Topics
4.3.8 display info-center rate-limit threshold
4.3.7 display info-center rate-limit record
4.3.29 info-center rate-limit threshold

4.3.29 info-center rate-limit threshold

Function

The info-center rate-limit threshold command sets the maximum number of
logs with the same log ID that the information center can process every second.

The undo info-center rate-limit threshold command restores the default setting.

By default, the information center processes a maximum of 30 logs with the same
log ID in every second.

Format

info-center rate-limit threshold value [ byinfoid infoID | bymodule-alias
modname alias ]

undo info-center rate-limit threshold [ value ] [ byinfoid infoID | bymodule-
alias modname alias ]
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Parameters

Parameter Description Value

value Specifies the maximum
number of logs with the
same log ID that the
information center can
process every second.

The value is an integer that ranges
from 1 to 500.

byinfoid infoID Specifies the log ID. The value is a 32-digit
hexadecimal number in the format
XXXXXXXX. It ranges from 0 to
ffffffff.

bymodule-
alias modname

Specifies the log of the
module name.

The value is a string of 1 to 24
case-insensitive characters without
spaces.

alias Specifies the log of the
mnemonic name.

The value is a string of 1 to 64
case-insensitive characters without
spaces.

Views

System view

Default Level
3: Management level

Usage Guidelines

You can run the info-center rate-limit threshold command to set the maximum
number of logs with the same log ID that the information center can process
every second. The information center monitors the number of logs that are
generated every second under the same log ID. When the number of logs that are
generated every second under the same log ID exceeds the threshold in the
monitoring period, the information center decides that too many logs are
generated and suppresses its log processing rate by processing only the
conforming traffic (logs within the threshold) and discarding the non-conforming
traffic (logs exceeding the threshold). When the number of logs that are
generated every second under the same log ID falls below the threshold and
remains below the threshold for five monitoring periods, the information center
removes the suppression.

NO TE

If the threshold value1 specified by the parameter byinfoid infoID or bymodule-alias
modname alias differs from the threshold value0 specified globally, value1 takes effect.

By default, the information center processes a maximum of 30 logs with the same
log ID in every second. In certain application scenarios, by default, the information
center needs to process more than 50 logs with the same log ID in every second.
You can set thresholds for logs with different log IDs.
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NO TE

Generally, the default threshold is recommended.
● If the threshold is too low, some logs may be discarded.
● If the threshold is too high, the information center cannot identify the log ID under

which too many logs are generated.

Example
# Set the maximum number of logs that the information center can process every
second to 60.
<Huawei> system-view
[Huawei] info-center rate-limit threshold 60

# Set the maximum number of logs identified by the same module name and
mnemonic that the information center can process every second to 30.
<Huawei> system-view
[Huawei] info-center rate-limit threshold 30 bymodule-alias AAA AUTHEN_ERR_EVENT

# Set the maximum number of logs with the same log ID that the information
center can process every second to 20.
<Huawei> system-view
[Huawei] info-center rate-limit threshold 20 byinfoid ff5ad009

# Restore the maximum number of logs that the information center can process
every second to the default value.
<Huawei> system-view
[Huawei] undo info-center rate-limit threshold

# Cancel the restriction on the maximum number of logs with a specified log ID
that the information center can process every second.
<Huawei> system-view
[Huawei] undo info-center rate-limit threshold bymodule-alias AAA AUTHEN_ERR_EVENT

Related Topics
4.3.8 display info-center rate-limit threshold
4.3.7 display info-center rate-limit record

4.3.30 info-center source channel

Function
The info-center source channel command configures a rule for outputting
information to a channel.

The undo info-center source channel command restores the default rule for
outputting information to a channel.

The following lists the default rule for outputting information to a channel.
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Table 4-42 Default rule for outputting information to a channel

Output
Channe
l

Module
Enable
d to
Output
Inform
ation

Log Trap Debugging
Message

Status Lowest
Output
Severit
y

Status Lowest
Output
Severit
y

Status Lowest
Output
Severit
y

0
(consol
e)

default on warnin
g

on debuggi
ng

on debuggi
ng

1
(remote
termina
l)

default on warnin
g

on debuggi
ng

on debuggi
ng

2 (log
host)

default on debuggi
ng

on debuggi
ng

off debuggi
ng

3 (trap
buffer)

default off informa
tional

on debuggi
ng

off debuggi
ng

4 (log
buffer)

default on warnin
g

off debuggi
ng

off debuggi
ng

5
(SNMP
agent)

default off debuggi
ng

on debuggi
ng

off debuggi
ng

6
(chann
el 6)

default on debuggi
ng

on debuggi
ng

off debuggi
ng

7
(chann
el 7)

default on debuggi
ng

on debuggi
ng

off debuggi
ng

8
(chann
el 8)

default on debuggi
ng

on debuggi
ng

off debuggi
ng

9
(chann
el 9)

default on debuggi
ng

on debuggi
ng

off debuggi
ng

 

Format
info-center source { module-name | default } channel { channel-number |
channel-name } [ log { state { off | on } | level severity } * | trap { state { off |
on } | level severity } * | debug { state { off | on } | level severity } * ] *

undo info-center source { module-name | default } channel { channel-number |
channel-name }
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Parameters

Parameter Description Value

module-name Specifies the module
name.

Enumerated type. The value
depends on the registered
module.

default Indicates the default
module.

-

channel-number Specifies the number of a
channel.

The value is an integer that
ranges from 0 to 9.

channel-name Specifies the name of a
channel.

The value is a string of 1 to 30
case-sensitive characters. The
value consists of letters or
numbers and must start with a
letter.

log { state { off |
on } }

Specifies the log status.
● off: Logs are not sent.
● on: Logs are sent.
NOTE

This field does not take
effect for diagnostic logs.

-

log { level
severity }

Specifies the lowest
severity of output logs.
NOTE

This field does not take
effect for diagnostic logs.

Logs are classified into eight
severities. The following
severities are listed in
descending order of priority:
● emergencies
● alert
● critical
● error
● warning
● notification
● informational
● debugging

trap { state { off |
on } }

Specifies the trap status:
● off: Traps are not sent.
● on: Traps are sent.

-
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Parameter Description Value

trap { level
severity }

Specifies the lowest
severity of output traps.

Logs are classified into eight
severities. The following
severities are listed in
descending order of priority:
● emergencies
● alert
● critical
● error
● warning
● notification
● informational
● debugging

debug { state
{ off | on } }

Specifies the debugging
message status.
● off: Debugging

messages are not sent.
● on: Debugging

messages are sent.

-

debug { level
severity }

Specifies the lowest
severity of output
debugging messages.

Logs are classified into eight
severities. The following
severities are listed in
descending order of priority:
● emergencies
● alert
● critical
● error
● warning
● notification
● informational
● debugging

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario
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To collect and query information generated on the Router, define severities for
various type of information that is output to different channels. You can run the
info-center source channel command to configure a rule for outputting
information to a channel.

The following lists information severities.

Table 4-43 Information severities

Value Severity Description

0 emergencies A fault causes the device to fail to run normally
unless it is restarted. For example, the device is
restarted because of program exceptions or a
memory error is detected.

1 alert A fault needs to be rectified immediately. For
example, memory usage of the system reaches the
upper limit.

2 critical A fault needs to be analyzed and processed. For
example, the memory usage falls below the lower
threshold; temperature falls below the alarm
threshold; BFD detects that a device is unreachable
or detects locally generated error messages.

3 error An improper operation is performed or exceptions
occur during service processing. The fault does not
affect services but needs to be analyzed. For
example, users enter incorrect commands or
passwords; error protocol packets are received from
other devices.

4 warning Some events or operations may affect device
running or cause service processing faults, which
requires full attention. For example, a routing
process is disabled; BFD detects packet loss; error
protocol packets are detected.

5 notification A key operation is performed to keep the device
running normally. For example, the shutdown
command is run; a neighbor is discovered; protocol
status changes.

6 informationa
l

A normal operation is performed. For example, a
display command is run.

7 debugging A normal operation is performed, which requires no
attention.

 

Precautions

Each information channel has a default record with the module name default.
The default configuration for logs, traps, and debugging messages in different
channels may differ.
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If a module generates a large number of logs, traps, or debugging messages in a
short time, use the following methods to suppress this information:
● Specify level severity to adjust the channel level. Information with lower

severity will be filtered.
● Specify state off to disable information sent by a specified module.

NO TICE

After the lowest severity of output information is specified, information lower than
the severity will be filtered.

Example
# Configure the device to send logs higher than or equal to warning of the CFM
module.

<Huawei> system-view
[Huawei] info-center source CFM channel snmpagent log level warning

Related Topics
4.3.2 display channel
4.3.4 display info-center
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.19 info-center logbuffer
4.3.23 info-center loghost
4.3.33 info-center trapbuffer
4.3.39 terminal debugging
4.3.40 terminal logging
4.3.41 terminal monitor
4.3.42 terminal trapping

4.3.31 info-center statistic-suppress enable

Function
The info-center statistic-suppress enable command enables suppression of
statistics about consecutive repeated logs.

The undo info-center statistic-suppress enable command disables suppression
of statistics about consecutive repeated logs.

By default, suppression of statistics about consecutive repeated logs is enabled.

Format
info-center statistic-suppress enable
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undo info-center statistic-suppress enable

Parameters
None

Views
System view

Default Level
3: Management level

Usage Guidelines
Usage Scenario

A large number of repeated logs are generated in a short time in some scenarios,
for example, when ARP and VRRP are enabled and an ARP attack or route link
failure occurs. This wastes both the storage space and CPU resources. Generally,
users do not want to view the repeated logs. You can run the info-center
statistic-suppress enable command to suppress statistics on consecutive repeated
logs so that the system can still record other logs.

NO TE

Logs that are generated consecutively and with the identical log ID and parameters can be
regarded as repeatedly generated logs.

Precautions

Statistics about repeatedly generated logs are first output at the 30th seconds
from the time the first log is output, and then statistics about repeatedly
generated logs are output at the 120th seconds. After being output two times,
statistics about repeatedly generated logs are output every 600 seconds.

Example
# Disable suppression of statistics about consecutive repeated logs.

<Huawei> system-view
[Huawei] undo info-center statistic-suppress enable

4.3.32 info-center timestamp

Function
The info-center timestamp command sets the timestamp format of logs, traps,
and debugging messages.

The undo info-center timestamp command restores the default timestamp
format of logs, traps, and debugging messages.

By default, the timestamp format of logs, traps, and debugging messages is date.
Debugging information is accurate to milliseconds, and alarm and log information
is accurate to seconds.
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Format

info-center timestamp debugging { { date | short-date | format-date }
[ precision-time { tenth-second | second } ] | boot | none}

info-center timestamp log { { date | short-date | format-date } [ precision-time
{ tenth-second | millisecond } ] | boot | none}

info-center timestamp trap { { date | short-date | format-date } [ precision-
time { tenth-second | millisecond } ] | boot | none}

undo info-center timestamp { debugging | trap | log }

Parameters

Parameter Description Value

debugging Indicates debugging messages. -

log Indicates logs. -

trap Indicates traps. -

boot Indicates that the timestamp is expressed in the format
of relative time, a period of time since the start of the
system. The format is xxxxxx.yyyyyy. xxxxxx is the higher
order 32 bits of the milliseconds elapsed since the start
of the system; yyyyyy is the lower order 32 bits of the
milliseconds elapsed since the start of the system.

-

none Indicates that no timestamp information is specified. -

date Specifies the current date and time. It is expressed in mm
dd yyyy hh:mm:ss format.

-

short-date Indicates the short date. This timestamp differs from
date is that the year is not displayed.

-

format-date Indicates that the timestamp is expressed in YYYY-MM-
DD hh:mm:ss format.

-

precision-time Specifies the precision. -

second Indicates that the precision is accurate to seconds. -

tenth-second Indicates that the precision is accurate to 0.1 second. -

millisecond Indicates that the precision is accurate to milliseconds. -

Views

System view

Default Level

2: Configuration level
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Usage Guidelines

The info-center timestamp command sets the timestamp format of logs, traps,
and debugging messages.

The following describes the timestamp in date format.

Table 4-44 Description of fields of the timestamp in date format

Field Description Value

mm Month The value can be Jan, Feb, Mar, Apr, May, Jun,
Jul, Aug, Sep, Oct, Nov, or Dec.

dd Date 1-31. If the date is smaller than 10, add a space
in front of the date, For example, " 7".

yyyy Year 4 digits

hh:mm:ss Local time hh ranges from 00 to 23, and mm or ss ranges
from 00 to 59.

 

When the precision of the timestamp is accurate to 0.1 second or milliseconds, the
system adds identifies to the logs generated at the same time based on the
sequence.

Prerequisites

The information center has been enabled by using the 4.3.17 info-center enable
command.

Example

# Set the timestamp format of traps to boot.

<Huawei> system-view
[Huawei] info-center timestamp trap boot

# Set the timestamp precision of logs, traps, and debugging messages.

<Huawei> system-view
[Huawei] info-center timestamp log date precision-time millisecond
[Huawei] info-center timestamp debugging date precision-time tenth-second
[Huawei] info-center timestamp trap date precision-time millisecond

Related Topics
4.3.4 display info-center

4.3.33 info-center trapbuffer

Function

The info-center trapbuffer command enables the Router to send traps to the trap
buffer.
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The undo info-center trapbuffer command disables the Router from sending
traps to the trap buffer.

By default, the Router is enabled to send traps to the trap buffer.

Format

info-center trapbuffer

undo info-center trapbuffer

Parameters

None

Views

System view

Default Level

2: Configuration level

Usage Guidelines

To view traps in the trap buffer, run the info-center trapbuffer command to
enable the Router to send traps to the trap buffer.

Example

# Enable the Router to send traps to the trap buffer.

<Huawei> system-view
[Huawei] info-center trapbuffer

Related Topics
4.3.4 display info-center
4.3.13 display trapbuffer
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.34 info-center trapbuffer size
4.3.37 reset trapbuffer

4.3.34 info-center trapbuffer size

Function

The info-center trapbuffer size command sets the maximum number of traps in
the trap buffer.
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The undo info-center trapbuffer size command restores the default maximum
number of traps in the trap buffer.

By default, a trap buffer allows a maximum of 256 traps.

Format
info-center trapbuffer size trapbuffer-size [ channel { channel-number | channel-
name } ]

undo info-center trapbuffer size

Parameters

Parameter Description Value

trapbuffer-size Specifies the maximum
number of traps in the
trap buffer.

The value is an integer that ranges
from 0 to 1024. If trapbuffer-size is
0, traps are not displayed.

channel-
number

Specifies the channel
number.

The value is an integer ranging from
0 to 9.

channel-name Specifies the name of a
channel, which can be the
default channel name or a
user-defined name.

The value is a string of 1 to 30 case-
insensitive characters. The value
consists of letters or numbers and
must start with a letter.

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

The info-center trapbuffer size command sets the maximum number of traps in
the trap buffer.

Prerequisites

The Router has been enabled to output traps to the trap buffer by using the
4.3.33 info-center trapbuffer command.

Precautions

When you run the info-center trapbuffer size command multiple times, only the
latest configuration takes effect.

If a small value of trapbuffer-size is used, some traps may be not displayed. If a
large value of trapbuffer-size is used, repeated traps may be displayed. The default
value of trapbuffer-size is recommended.
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Example

# Set the maximum number of traps in the trap buffer to 30.

<Huawei> system-view
[Huawei] info-center trapbuffer size 30

Related Topics
4.3.4 display info-center
4.3.13 display trapbuffer
4.3.15 info-center channel
4.3.16 info-center channel name
4.3.17 info-center enable
4.3.33 info-center trapbuffer
4.3.37 reset trapbuffer

4.3.35 reset info-center statistics

Function

The reset info-center statistics command clears statistics on each module.

Format

reset info-center statistics

Parameters

None

Views

User view

Default Level

3: Management level

Usage Guidelines

Usage Scenario

To recollect statistics on each module, run the reset info-center statistics
command to clear all historical statistics.

Precautions

The cleared statistics cannot be restored. Exercise caution when you run the reset
info-center statistics command.
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Example
# Clear statistics on each module.

<Huawei> reset info-center statistics

Related Topics
4.3.4 display info-center
4.3.9 display info-center statistics

4.3.36 reset logbuffer

Function
The reset logbuffer command clears logs in the log buffer.

Format
reset logbuffer

Parameters
None

Views
User view

Default Level
3: Management level

Usage Guidelines
Usage Scenario

To record logs in the log buffer again, run the reset logbuffer command to clear
all the information in the log buffer.

Precautions

Statistics cannot be restored after being cleared. Exercise caution when you run
the reset logbuffer command.

Example
# Clear information in the log buffer.

<Huawei> reset logbuffer
Warning: This command will reset the log buffer. Logs in the buffer will be lost
. Continue? (y/n)[n]:y

Related Topics
4.3.11 display logbuffer
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4.3.37 reset trapbuffer

Function
The reset trapbuffer command clears Trap information in the trap buffer.

Format
reset trapbuffer

Parameters
None

Views
User view

Default Level
3: Management level

Usage Guidelines
Usage Scenario

To record traps in the trap buffer again, run the reset trapbuffer command to
clear all the information in the trap buffer.

Precautions

Statistics cannot be restored after being cleared. Exercise caution when you run
the reset trapbuffer command.

Example
# Clear information in the trap buffer.

<Huawei> reset trapbuffer

Related Topics
4.3.13 display trapbuffer

4.3.38 save logfile

Function
The save logfile command saves logs in the log file buffer to a log file.

Format
save logfile
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Parameters
None

Views
User view

Default Level
0: Visit level

Usage Guidelines
Usage Scenario

To reduce the number of times information is written into the storage device,
information generated on the Router is saved into the log buffer before the
information is saved into the log file. When the log file buffer is full, the system
saves the logs in the log file buffer to the log file. You can also run the save
logfile command to save the logs in the log file buffer to the log file. After the log
file is generated, the system clears logs in the log file buffer to save new logs.

Prerequisites

The path to save log files has been set by using the 4.3.21 info-center logfile
path command.

Example
# Save logs in the log file buffer to the log file.

<Huawei> save logfile
Info: It may take several seconds,please wait...  
Save log file successfully.

Related Topics
4.3.4 display info-center
4.3.21 info-center logfile path
4.3.22 info-center logfile size
4.3.12 display logfile
4.3.21 info-center logfile path
4.3.25 info-center max-logfile-number

4.3.39 terminal debugging

Function
The terminal debugging command enables debugging message display on the
user terminal.

The undo terminal debugging command disables debugging message display on
the user terminal.
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By default, debugging message display is disabled on the user terminal.

Format
terminal debugging

undo terminal debugging

Parameters
None

Views
User view

Default Level
1: Monitoring level

Usage Guidelines
Usage Scenario

You can run the terminal debugging command to enable debugging message
display on the user terminal to view system debugging message and locate faults.

Prerequisites

The 4.3.41 terminal monitor command has been executed to enable display of
logs, traps, and debugging message output on the user terminal.

Precautions

The output debugging information only includes protocol packets sent to hosts,
excluding other forwarded packets.

Example
# Enable debugging message display on the user terminal.

<Huawei> terminal debugging
Info: Current terminal debugging is on.

Related Topics
4.3.17 info-center enable
4.3.30 info-center source channel
4.3.41 terminal monitor

4.3.40 terminal logging

Function
The terminal logging command enables log display on the user terminal.
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The undo terminal logging command disables log display on the user terminal.

By default, log display is enabled on the user terminal.

Format
terminal logging

undo terminal logging

Parameters
None

Views
User view

Default Level
1: Monitoring level

Usage Guidelines
Usage Scenario

To view logs on a terminal, run the terminal logging command to enable log
display on the user terminal.

Prerequisites

The 4.3.41 terminal monitor command has been executed to enable display of
logs, traps, and debugging message output on the user terminal.

Example
# Disable log display on the user terminal.

<Huawei> undo terminal logging
Info: Current terminal logging is off.

Related Topics
4.3.17 info-center enable
4.3.30 info-center source channel
4.3.41 terminal monitor

4.3.41 terminal monitor

Function
The terminal monitor command enables display of logs, traps, and debugging
message output by the information center on the user terminal.

The undo terminal monitor command disables display of logs, traps, and
debugging message output by the information center on the user terminal.

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 611



By default, console display is enabled and terminal display is disabled.

Format
terminal monitor

undo terminal monitor

Parameters
None

Views
User view

Default Level
1: Monitoring level

Usage Guidelines
Prerequisites

The information center has been enabled by using the 4.3.17 info-center enable
command.

Follow-up Procedure

Run the terminal debugging/undo terminal debugging, terminal logging/undo
terminal logging, terminal trapping/undo terminal trapping command to
enable or disable terminal debugging message, log, or trap display.

Precautions

Logs, traps, and debugging message are sent to the current terminal only when
the terminal monitor command is used.

Running the undo terminal monitor command is equivalent to running the undo
terminal debugging, undo terminal logging, undo terminal trapping
command.

Example
# Disable display of logs, traps, and debugging message output by the
information center on the user terminal.

<Huawei> undo terminal monitor
Info: Current terminal monitor is off.

Related Topics
4.3.17 info-center enable
4.3.30 info-center source channel
4.3.39 terminal debugging
4.3.40 terminal logging
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4.3.42 terminal trapping

4.3.42 terminal trapping

Function

The terminal trapping command enables trap display on the user terminal.

The undo terminal trapping command disables trap display on the user terminal.

By default, trap display is enabled on the user terminal.

Format

terminal trapping

undo terminal trapping

Parameters

None

Views

User view

Default Level

1: Monitoring level

Usage Guidelines

Usage Scenario

To view traps on a terminal, run the terminal trapping command to enable trap
display on the user terminal.

Prerequisites

The 4.3.41 terminal monitor command has been executed to enable display of
logs, traps, and debugging message output on the user terminal.

Example

# Disable trap display on the user terminal.

<Huawei> undo terminal trapping
Info: Current terminal trapping is off. 

Related Topics
4.3.17 info-center enable
4.3.30 info-center source channel
4.3.41 terminal monitor
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4.4 NTP Configuration Commands

4.4.1 display ntp-service sessions

Function

The display ntp-service sessions command displays all session information
maintained by NTP on the local end.

Format

display ntp-service sessions [ verbose ]

Parameters

Parameter Description Value

verbose Displays detailed information about an NTP session.

If verbose is not specified, only summary information about
the NTP session is displayed.

-

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Run the display ntp-service sessions command. If the verbose option is not
specified, only summary information about a session is displayed.

Example

# Display NTP session information of the local device.

<Huawei> display ntp-service sessions
 clock source: 127.127.1.0                                                      
 clock stratum: 1                                                               
 clock status:configured, insane, invalid                                   
 reference clock ID: LOCAL(0)                                                   
 reach: 377                                                                     
 poll: 64                                                                       
 now: 2                                                                         
 offset: 0.0000 ms                                                              
 delay: 0.00 ms                                                                 
 disper: 0.94 ms    
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Table 4-45 Description of the display ntp-service sessions command output

Item Description

clock source Address of the clock source.

clock stratum Stratum of the clock source.
The clock stratum determines the precision of the clock,
and its value ranges from 1 to 16. The higher the stratum
value, the lower the clock precision. The value 1 indicates
the highest precision, and the value 16 indicates the
lowest precision. The clock with stratum16 is in the
unsynchronized status, and cannot be used as a reference
clock.

clock status Status of a clock, where
● configured: indicates that the session is set up by a

configuration command.
● master: indicates that the clock source corresponding

to the session is the primary clock source of the
current system.

● selected: indicates that the clock source corresponding
to the session passes the clock selecting algorithm.

● candidate: indicates that the clock source
corresponding to the session is a candidate clock
source.

● sane: indicates that the clock source corresponding to
the session passes the saneness test.

● insane: indicates that the clock source corresponding
to the session does not pass the saneness test.

● valid: indicates that the clock source corresponding to
the session is valid. The clock source corresponding to
the session passes the test, is in a synchronized status
and is of an effective stratum. The root delay and the
root dispersion are within the normal range.

● invalid: indicates that the clock source corresponding
to the session is invalid.

● unsynced: indicates that the clock source
corresponding to the session is not yet synchronized or
the stratum is invalid.

reference clock ID When the local system has been synchronized to a
remote NTP server or a clock source, the address of the
remote server or the identifier of the clock source is
displayed.

reach Reachability count of the clock source. The value 0
indicates that the clock source is unreachable.

poll Poll interval of NTP packets. The interval for sending two
successive NTP packets, in seconds.
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Item Description

now Interval between the last synchronization and the current
time.

offset Offset to the superior clock source.

delay Delay to the superior clock source.

disper Dispersion to the superior clock source.

 

# Display detailed information about NTP sessions on the local device.

<Huawei> display ntp-service sessions verbose
 clock source: 127.127.1.0                                                      
 clock stratum: 1                                                               
 clock status:configured, master, sane, valid                                   
 reference clock ID: LOCAL(0)                                                   
 local mode: client, local poll: 6                                              
 peer mode: server, peer poll: 6                                                
 offset: 0.0000 ms,delay: 0.00 ms,  disper: 0.88 ms                             
 root delay: 0.00 ms, root disper: 10.00 ms                                     
 reach: 37, sync dist: 0.011, sync state: 3                                     
 precision: 2^18, version: 3, peer interface: InLoopBack0                       
 reftime: 16:46:51.054 UTC Jul 28 2012(D3BE95FB.0DFB3FA6)                       
 orgtime: 16:46:51.054 UTC Jul 28 2012(D3BE95FB.0DFB3FA6)                       
 rcvtime: 16:46:51.054 UTC Jul 28 2012(D3BE95FB.0DFBF833)                       
 xmttime: 16:46:51.054 UTC Jul 28 2012(D3BE95FB.0DFADAFD)                       
 filter delay :  0.00   0.00   0.00   0.00   0.00   0.00   0.00   0.00          
 filter offset:  0.00   0.00   0.00   0.00   0.00   0.00   0.00   0.00          
 filter disper:  0.00   0.00   0.00   0.00   0.00   0.00   0.00   0.00          
 reference clock status: working abnormally  
 timecode:    

Table 4-46 Description of the display ntp-service sessions verbose command
output

Item Description

clock source Address of the clock source.

clock stratum NTP stratum on which the local system is located.
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Item Description

clock status Status of a clock, where
● configured: indicates that the session is set up by a

configuration command.
● master: indicates that the clock source corresponding

to the session is the primary clock source of the
current system.

● selected: indicates that the clock source corresponding
to the session passes the clock selecting algorithm.

● candidate: indicates that the clock source
corresponding to the session is a candidate clock
source.

● sane: indicates that the clock source corresponding to
the session passes the saneness test.

● insane: indicates that the clock source corresponding
to the session does not pass the saneness test.

● valid: indicates that the clock source corresponding to
the session is valid. The clock source corresponding to
the session passes the test, is in a synchronized status
and is of an effective stratum. The root delay and the
root dispersion are within the normal range.

● invalid: indicates that the clock source corresponding
to the session is invalid.

● unsynced: indicates that the clock source
corresponding to the session is not yet synchronized or
the stratum is invalid.

reference clock ID When the local system has been synchronized to a
remote NTP server or a clock source, the address of the
remote server or the identifier of the clock source is
displayed. When the server is located on a certain VPN,
the name of the VPN instance is displayed.

local mode Local system mode.

peer mode Peer system mode.

local poll Local polling mode.

peer poll Peer polling mode.

offset Offset to the superior clock source.

delay Delay to the superior clock source.

disper Dispersion to the superior clock source.

root delay Total system delay between the local end and the master
reference clock. The default value is 0.

root disper System dispersion of the local end to the master
reference clock. The default value is 0.
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Item Description

reach Reachability mark, indicating the reachability to the clock
source.

sync dist Synchronization distance to the superior clock source.
This parameter evaluates and describes the clock source,
and NTP chooses the clock source with the shortest
synchronization distance.

sync state Synchronization state:
● 0: The clock has never been synchronized.
● 1: Frequency information is obtained from

configuration information.
● 2: The clock is set.
● 3: The clock is set, but the frequency is not yet

determined.
● 4: The clock is synchronized.
● 5: An error is found.

precision Precision of a peer clock.

version NTP version.

peer interface Peer interface.

reftime Reference timestamp.

orgtime Time when an NTP packet is sent for the last time.

rcvtime Time when an NTP packet is received for the last time.

xmttime Time when an NTP packet is forwarded for the last time.

filter delay Filter delays of the 8 packets received for the last time.

filter offset Filter offsets of the 8 packets received for the last time.

filter disper Filter dispersions of the 8 packets received for the last
time.

reference clock
status

The status of the reference clock, including:
● working normally: normal status.
● working abnormally: abnormal status.

timecode Indicates the time code.

 

Related Topics
4.4.23 ntp-service unicast-peer
4.4.24 ntp-service unicast-server
4.4.8 ntp-service broadcast-client
4.4.9 ntp-service broadcast-server
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4.4.18 ntp-service multicast-client
4.4.19 ntp-service multicast-server

4.4.2 display ntp-service status

Function
The display ntp-service status command displays the status of NTP.

Format
display ntp-service status

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
Based on the displayed status of the NTP service, you can know the
synchronization status and stratum of the local system clock.

Example
# Display the status of the NTP service.

<Huawei> display ntp-service status
clock status: synchronized
clock stratum: 2
reference clock ID: LOCAL(0)
nominal frequency: 60.0002 Hz
actual frequency: 60.0002 Hz
clock precision: 2^18
clock offset: 0.0000 ms
root delay: 0.00 ms
root dispersion: 0.00 ms
peer dispersion: 10.00 ms
reference time: 15:51:36.259 UTC Apr 25 2012(C6179088.426490A3)
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Table 4-47 Description of the display ntp-service status command output

Item Description

clock status Status of the clock:
● synchronized: indicates that the local system clock is

synchronized with an NTP server or a reference clock.
● unsynchronized: indicates that the local system clock is

not synchronized with any NTP server.

clock stratum Stratum of the local system clock.

reference clock
ID

Reference clock:
● If the local system clock has been synchronized with a

remote NTP server or a reference clock, this field displays
the IP address of the remote NTP server or the identifier
of the reference clock.

● If the local system clock functions as a reference clock,
this field displays "Local".

● If clock status is unsynchronized, this field displays
"None".

nominal
frequency

Nominal frequency of the local system clock.

actual frequency Actual frequency of the local system clock.

clock precision Precision of the local system clock.

clock offset Offset between the local system clock and the NTP server.

root delay Total delay between the local system clock and the master
reference clock.

root dispersion Total dispersion between the local system clock and the
master reference clock.

peer dispersion Dispersion between the local system clock and the remote
NTP peer.

reference time Reference timestamp.

 

4.4.3 display ntp-service trace

Function

The display ntp-service trace command displays the system to trace the path of
reference clock source from the local device.

Format

display ntp-service trace
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Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

When you run the display ntp-service trace command, summary information of
NTP servers for synchronizing time on the link from the local device to the
reference clock source can be displayed.

NO TE

The display ntp-service trace command does not support an IPv6 clock source.

Example

# Display the summary of each passing NTP server when you trace the reference
clock source from the local device.

<Huawei> display ntp-service trace
server 10.0.0.1,stratum 5, offset 0.024099, synch distance 0.06337
server 172.16.1.1,stratum 4, offset 0.028786, synch distance 0.04575
server 192.168.1.1,stratum 3, offset 0.035199, synch distance 0.03075
server 192.168.20.1,stratum 2, offset 0.039855, synch distance 0.01096
refid 127.127.1.0

Table 4-48 Description of the display ntp-service trace command output

Item Description

server IP address of the NTP server.

stratum Stratum of the clock on the NTP server.

offset Offset to the superior reference clock.

synch distance Synchronization distance to the superior reference clock.
This parameter evaluates and describes the reference
clock and NTP chooses the reference clock with the
shortest synchronization distance.

refid Reference clock source.
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4.4.4 ntp-service access

Function
The ntp-service access command sets the access control authority of the local
NTP.

The undo ntp-service access command cancels the configured access control
authority.

By default, no access control authority is set.

Format
ntp-service access { peer | query | server | synchronization | limited } { acl-
number | ipv6 acl6-number } *

undo ntp-service access { peer | query | server | synchronization | limited }
[ ipv6 | all ]

undo ntp-service access { peer | query | server | synchronization | limited }
[ acl-number | ipv6 acl6-number ] *

Parameters

Parameter Description Value

peer Indicates maximum access authority. Both
time request and control query can be
performed on the local NTP service, and the
local clock can be synchronized to the remote
server.

-

query Indicates minimum access. Only control query
can be performed on the local NTP service.

-

server Indicates that server access and query are
permitted. Both time request and control
query can be performed on the local NTP
service, but the local clock cannot be
synchronized to the remote server.

-

synchronization Indicates that only server access is permitted.
Only time request can be performed on the
local NTP service.

-

limited When the rate of NTP packets exceeds the
upper limit, the incoming NTP packets are
discarded, and a Kiss code is sent if the KOD
function is enabled.

-

acl-number Indicates the number of a basic ACL with IPv4
address specified.

The value is
an integer
that ranges
from 2000 to
2999.
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Parameter Description Value

ipv6 acl6-number Indicates the number of an ACL with IPv6
address specified.

The value is
an integer
that ranges
from 2000 to
2999.

all Indicates all access control authority. -

Views

System view

Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

Compared with NTP authentication, ntp-service access is simpler to ensure the
network security. When an access request reaches the local end, the access request
is successively matched with the access authority from the highest one to the
lowest one. The first successfully matched access authority takes effect. The
matching order is: peer, server, synchronization, query and limited.

Depending on the access authority to be limited, run the command on different
devices accordingly. For details, see the following table.

Table 4-49 Configuration of the NTP access control authority

NTP Operating Mode Usage Scenario Device
Configured

Unicast NTP server/
client mode

The client is restricted from being
synchronized to a server, so that the
client will not be synchronized to
an unreliable unicast NTP server on
the network.

Client

Unicast NTP server/
client mode

The server is restricted from
processing the synchronization time
request of the client, so that the
synchronization range of the server
is controlled.

Server

NTP symmetric peer
mode

The two ends are restricted from
being synchronized with each other
to prevent an unreliable symmetric
passive peer on the network from
synchronizing the client.

Symmetric
active peer
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NTP Operating Mode Usage Scenario Device
Configured

NTP symmetric peer
mode

The symmetric passive peer is
restricted from processing the time
request, so that the synchronization
range of the symmetric passive
peer is controlled.

Symmetric
passive peer

NTP multicast mode The client is restricted from
synchronizing to the server to
prevent an unreliable multicast NTP
server from synchronizing the
client.

NTP multicast
client

NTP broadcast mode The client is restricted from being
synchronized to a server, so that the
client will not be synchronized to
an unreliable broadcast NTP server
on the network.

NTP broadcast
client

NTP manycast client
mode

The client is restricted from being
synchronized to a server.

NTP manycast
client

NTP manycast server
mode

The server is restricted from
processing the clock
synchronization request sent by the
client.

NTP manycast
server

 

The ntp-service access command ensures the security to the minimal extent. A
safer method is to perform identity authentication. See the ntp-service
authentication enable command for relevant configuration.

Precautions

Check the configuration of the ACL rule before configuring the NTP access control
authority in the ACL. When the ACL rule is permit, the peer device with the source
IP address specified in this rule can access the NTP service on the local device. The
access right of the peer device is configured using the ntp-service access
command. When the ACL rule is deny, the peer device with the source IP address
specified in this rule cannot access the NTP service on the local device.

Example
# Enable the peer matching ACL 2000 to perform time request, query control and
time synchronization on the local device.

<Huawei> system-view
[Huawei] ntp-service access peer 2000

# Enable the server matching ACL 2002 to perform time request and query control
on the local device.

<Huawei> system-view
[Huawei] ntp-service access server 2002
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Related Topics
4.4.6 ntp-service authentication enable

4.4.5 ntp-service authentication complexity-check disable

Function

The ntp-service authentication complexity-check disable command disables
NTP authentication key complexity check.

The undo ntp-service authentication complexity-check disable command
enables NTP authentication key complexity check.

By default, NTP authentication key complexity check is enabled.

Format

ntp-service authentication complexity-check disable

undo ntp-service authentication complexity-check disable

Parameters

None

Views

System view

Default Level

2: Configuration level

Usage Guidelines

An NTP authentication key must meet the following requirements:
● The value is a string of 6-255 (plain text) or 20-392 (cipher text) case-

sensitive characters without spaces.
● The community name must be a combination of at least two of the following:

uppercase letters, lowercase letters, digits, and special characters.
● If a key contains spaces, the key must be included in double quotation marks.

A key can only have a pair of double quotation marks.

By default, the device performs complexity check on NTP authentication keys. If
the check fails, the passwords cannot be configured. If you do not require this
function, disable it. However, disabling this function has security risks.

The versions earlier than V200R006C10 do not support NTP authentication key
complexity check. When a device running V200R006C10 or a later version
connects to a device running an earlier version, run the ntp-service
authentication complexity-check disable command to disable NTP
authentication key complexity check on the device running V200R006C10 or a
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later version. If this command is not executed, clock synchronization will fail when
the NTP authentication key cannot pass complexity check.

Example
# Disable NTP authentication key complexity check.

<Huawei> system-view
[Huawei] ntp-service authentication complexity-check disable

Related Topics
4.4.7 ntp-service authentication-keyid
4.4.7 ntp-service authentication-keyid

4.4.6 ntp-service authentication enable

Function
The ntp-service authentication enable command enables identity authentication
for NTP.

The undo ntp-service authentication enable command disables the identity
authentication.

By default, identity authentication is disabled.

Format
ntp-service authentication enable

undo ntp-service authentication enable

Parameters
None

Views
System view

Default Level
2: Configuration level

Usage Guidelines
On networks requiring high security, authentication must be enabled for NTP. The
NTP client authenticates NTP servers using a password and synchronizes time with
only the authenticated server. This improves network security.

Example
# Enable identity authentication for NTP.
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<Huawei> system-view
[Huawei] ntp-service authentication enable

Related Topics
4.4.7 ntp-service authentication-keyid
4.4.21 ntp-service reliable authentication-keyid

4.4.7 ntp-service authentication-keyid

Function
The ntp-service authentication-keyid command sets NTP authentication key.

The undo ntp-service authentication-keyid command removes NTP
authentication key.

By default, no authentication key is set.

Format
ntp-service authentication-keyid key-id authentication-mode { md5 | hmac-
sha256 } [ cipher ] password

undo ntp-service authentication-keyid key-id

Parameters

Parameter Description Value

key-id Indicates the key
number.

Key ID is an integer and ranges from
1 to 4294967295.

authentication-
mode md5

Indicates MD5
authentication mode.

-

authentication-
mode hmac-
sha256

Indicates HMAC-
SHA256
authentication mode.

-

cipher Indicates that the
configured password
is displayed in cipher
text.

-
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Parameter Description Value

password Specifies the
authentication
password in plain text
or in cipher text.

When quotation marks are used
around the string, spaces are
allowed in the string.

The keyword is a string of case
sensitive characters without spaces.
The string length range is:
● 6 to 255 characters in plain text.
● 48 to 348 characters in cipher

text.
NOTE

To improve password security, the
password must be a combination of at
least two of the following: digits,
lowercase letters, uppercase letters, and
special characters, and the password
length must be equal to or larger than 6.
If a password contains a space, the
password must be placed into a pair of
double quotation marks. Only one pair
of double quotation marks can be used
for each password.

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

On a network that requires high security, the NTP authentication must be enabled.
You can configure password authentication between client and server, which
guarantee the client only to synchronize with server successfully authenticated,
and improve network security. If the NTP authentication function is enabled, a
reliable key should be configured at the same time. Keys configured on the client
and the server must be identical.

NO TE

In NTP symmetric peer mode, the symmetric active peer functions as a client and the
symmetric passive peer functions as a server.

Follow-up Procedure

You can configure multiple keys for each device. After the NTP authentication key
is configured, you need to set the key to reliable using the ntp-service reliable
authentication-keyid command. If you do not set the key to reliable, the NTP key
does not take effect.
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Precautions

Note that MD5 authentication algorithm cannot ensure security. HMAC-SHA256
authentication algorithm is recommended.

You can configure a maximum of 1024 keys for each device.

If the NTP authentication key is a reliable key, it automatically becomes unreliable
when you delete the key. You do not need to run the undo ntp-service reliable
authentication-keyid command.

Example

# Set the HMAC-SHA256 identity authentication key. The key ID number is 10,
and the key is Betterkey.

<Huawei> system-view
[Huawei] ntp-service authentication-keyid 10 authentication-mode hmac-sha256 BetterKey

Related Topics
4.4.6 ntp-service authentication enable
4.4.21 ntp-service reliable authentication-keyid

4.4.8 ntp-service broadcast-client

Function

The ntp-service broadcast-client command configures the device to work in NTP
broadcast client mode.

The undo ntp-service broadcast-client command removes the device from the
NTP broadcast client mode.

By default, the device is not configured in the NTP broadcast client mode.

Format

ntp-service broadcast-client

undo ntp-service broadcast-client

Parameters

None

Views

Interface view

Default Level

2: Configuration level
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Usage Guidelines
On a synchronization subnet, when the IP address of a server or a symmetric peer
is not determined, or when the clocks on a large number of devices need to be
synchronized on the network, you can implement clock synchronization by
configuring the broadcast mode.

On a specified interface on the broadcast client, run the ntp-service broadcast-
client command to configure an interface on the local device to receive NTP
broadcast packets. When the local device automatically runs in the broadcast
client mode, the device can receive the synchronization packets sent by a
broadcast server. For the configuration of the broadcast server, see the ntp-service
broadcast-server command.

When the configuration is complete, you can run the display ntp-service sessions
command to obtain information about sessions between the broadcast server and
the local device.

Example
# Enable GE1/0/0 to receive NTP broadcast messages.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] ip address 10.1.1.1 24
[Huawei-GigabitEthernet1/0/0] ntp-service broadcast-client

Related Topics
4.4.9 ntp-service broadcast-server

4.4.9 ntp-service broadcast-server

Function
The ntp-service broadcast-server command configures the local device to work
in NTP broadcast server mode.

The undo ntp-service broadcast-server command removes the device from the
NTP broadcast server mode.

By default, the broadcast server mode is not configured.

Format

ntp-service broadcast-server [ version number | authentication-keyid key-id ] *

undo ntp-service broadcast-server
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Parameters

Parameter Description Value

version number Indicates the NTP version
number.

If this parameter is not specified,
the version number is a default
value.

The value is an integer
that ranges from 1 to 4.
The default value is 3.

authentication-
keyid key-id

Indicates the authentication key
number used to transmit a
message to broadcast clients.

If this parameter is not specified,
authentication is not performed.

Key ID is an integer and
ranges from 1 to
4294967295.

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

On a synchronization subnet, when the IP address of a server or a symmetric peer
is not determined, or when the clocks on a large number of devices need to be
synchronized on the network, you can implement clock synchronization by
configuring the broadcast mode.

On a specified interface on the broadcast server, run the ntp-service broadcast-
server command to configure an interface on the local device to send NTP
broadcast packets. When the local device automatically runs in the broadcast
server mode, the device can send synchronization packets to a broadcast client.
For the configuration of the broadcast client, see the ntp-service broadcast-client
command.

When the configuration is complete, you can run the display ntp-service sessions
command to obtain information about sessions between the broadcast server and
the client.

Example

# Enable GE1/0/0 to send NTP broadcast packets, with the NTP version as 2 and
the key number as 4.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] ip address 10.1.1.1 24
[Huawei-GigabitEthernet1/0/0] ntp-service broadcast-server version 2 authentication-keyid 4
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Related Topics
4.4.8 ntp-service broadcast-client

4.4.10 ntp-service cwmp unicast-server

Function
The ntp-service cwmp unicast-server command configures the NTP server
defined by CWMP.

The undo ntp-service cwmp unicast-server command deletes the NTP server
defined by CWMP.

By default, the NTP server defined by CWMP is not configured.

Format
ntp-service cwmp unicast-server unicast-server { first | second }

undo ntp-service cwmp unicast-server unicast-server

Parameters

Parameter Description Value

unicast-server Specifies the IPv4 address or host name
of a remote server.

The value is a string of
1 to 32 case-insensitive
characters without
spaces.

first Indicates that the current IPv4 address is
the first NTP server defined by CWMP.

-

second Indicates that the current IPv4 address is
the second NTP server defined by CWMP.

-

Views
System view

Default Level
2: Configuration level

Usage Guidelines
CWMP defines the first and second NTP servers. When an router device connects
to an ACS by using CWMP, the IP addresses or host names of the first and the
second NTP server can be specified using this command to implement time
synchronization.

Example
# Configure the server with the IP address 10.10.1.1 as the first NTP server.
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<Huawei> system-view
[Huawei] ntp-service cwmp unicast-server 10.10.1.1 first

4.4.11 ntp-service discard

Function

The ntp-service discard command sets the minimum inter-packet interval and the
average inter-packet interval of NTP.

The undo ntp-service discard command cancels the minimum inter-packet
interval and the average inter-packet interval of NTP.

By default, the minimum inter-packet interval is set to the first power of 2 in
seconds, namely, 2 seconds, and the average inter-packet interval is set to the fifth
power of 2 in seconds, namely, 32 seconds.

Format

ntp-service discard { min-interval min-interval-val | avg-interval avg-interval-
val } *

undo ntp-service discard

Parameters

Parameter Description Value

min-interval
min-interval-val

Specifies the minimum inter-packet
interval of NTP.

The actual value of the minimum inter-
packet interval of NTP is the value
obtained by raising 2 to the power of
min-interval-val, expressed in seconds.

The value of min-
interval-val is an
integer that ranges
from 1 to 8.

avg-interval
avg-interval-val

Specifies the average inter-packet
interval of NTP.

The actual value of the average inter-
packet interval of NTP is the value
obtained by raising 2 to the power of
avg-interval-val, expressed in seconds.

The value of avg-
interval-val is an
integer that ranges
from 1 to 8.

Views

System view

Default Level

2: Configuration level
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Usage Guidelines
The minimum inter-packet interval and the average inter-packet interval of NTP
are set using the ntp-service discard command. To generate kiss code RATE, we
need to set the minimum inter-packet interval and the average inter-packet
interval of NTP.

Example
# Set both the minimum inter-packet interval and the average inter-packet
interval of NTP to the fourth power of 2, expressed in seconds, namely, 16
seconds.

<Huawei> system-view
[Huawei] ntp-service discard min-interval 4 avg-interval 4

4.4.12 ntp-service enable

Function
The ntp-service enable command enables the NTP service function on the local
device.

The undo ntp-service enable command disables the NTP service function on the
local device.

By default, the NTP service function on the local device is enabled.

Format
ntp-service enable

undo ntp-service enable

Parameters
None

Views
System view

Default Level
2: Configuration level

Usage Guidelines
The NTP function can be used on a device only after the NTP service on the device
is enabled.

Example
# Enable the NTP service on the local device.
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<Huawei> system-view
[Huawei] ntp-service enable 

Related Topics
4.4.20 ntp-service refclock-master

4.4.13 ntp-service in-interface disable

Function

The ntp-service in-interface disable command disables an interface from
receiving NTP packets.

The undo ntp-service in-interface disable command enables an interface to
receive NTP packets.

By default, an interface is enabled to receive NTP packets.

Format

ntp-service [ ipv6 ] in-interface disable

undo ntp-service [ ipv6 ] in-interface disable

Parameters

None

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

The ntp-service [ ipv6 ] in-interface disable command provides a method for
access control.

You can disable the interface connected to external devices from receiving NTP
packets in either of the following situations:
● An unreliable clock server exists on the interface. By default, all the interfaces

can receive NTP packets after NTP is enabled on the device. However, an
unreliable clock source makes NTP clock data inaccurate.

● The NTP clock data is modified when the interface is attacked maliciously.

Example

# Disable GE1/0/0 from receiving NTP packets.
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<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] ntp-service in-interface disable

4.4.14 ntp-service kod-enable

Function
The ntp-service kod-enable command enables the KOD function.

The undo ntp-service kod-enable command disables the KOD functions.

By default, the KOD function is disabled.

Format
ntp-service kod-enable

undo ntp-service kod-enable

Parameters
None

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

The Kiss-o'-Death (KOD) is a brand new access control technology put forward by
NTPv4, and the KOD is mainly used for a server to provide information, such as a
status report and access control, for a client. After the KOD function is enabled on
the server, the server sends the kiss code DENY or RATE to the client according to
the operating status of the system.

When the kiss code is generated in a specific situation, run the ntp-service kod-
enable command.

Follow-up Procedure

After the KOD function is enabled on the server, you can run the ntp-service
access limited command to enable control on the rate of incoming NTP packets.
When the rate of incoming NTP packets reaches the upper threshold, the server
sends the kiss code.

Example
# Enable the KOD function.
<Huawei> system-view
[Huawei] ntp-service kod-enable
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4.4.15 ntp-service manycast-client

Function
The ntp-service manycast-client command configures the NTP manycast client
mode.

The undo ntp-service manycast-client command cancels the NTP manycast
client mode.

By default, the NTP manycast client mode is disabled.

Format
ntp-service manycast-client [ ip-address | ipv6 [ ipv6-address ] ]
[ authentication-keyid key-id | ttl ttl-number ] *

undo ntp-service manycast-client [ ip-address | ipv6 [ ipv6-address ] ]

Parameters

Parameter Description Value

ip-address Specifies a manycast IPv4
address, which is a class D
address.

The default IPv4
address is 224.0.1.1.

ipv6 [ ipv6-address ] Specifies a manycast IPv6
address.

The default IPv6
address is FF0E::0101.

authentication-keyid
key-id

Specifies the ID of the
authentication key used for
sending packets to a
manycast server.

The value ranges from 1
to 4294967295.

ttl ttl-number Specifies the TTL value of a
manycast packet.

The value is an integer
ranges from 1 to 255.

Views
Interface view

Default Level
2: Configuration level

Usage Guidelines
The local device runs in the manycast client mode, and periodically sends
manycast packets to manycast servers. After the local device receives the reply
packet sent by a manycast server, the local device establishes dynamic C/S
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association with the server. The initial value of the automated key ranges from
65537 to 4294967295.

NO TE

In the configuration of the manycast client, if the server address is not specified, 224.0.1.1
or FF0E::0101 is adopted as the server address by default.

Example

# Configure interface GE1/0/0 to receive NTP manycast packets. Assign the
manycast address FF0E::111 to the manycast IPv6 packets.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] ntp-service manycast-client ipv6 FF0E::111 authentication-keyid 6

Related Topics
4.4.19 ntp-service multicast-server

4.4.16 ntp-service manycast-server

Function

The ntp-service manycast-server command configures the NTP manycast server
mode.

The undo ntp-service manycast-server command cancels the NTP manycast
server mode.

By default, the NTP manycast server mode is not configured.

Format

ntp-service manycast-server [ ip-address | ipv6 [ ipv6-address ] ]

undo ntp-service manycast-server [ ip-address | ipv6 [ ipv6-address ] ]

Parameters

Parameter Description Value

ip-address Specifies a manycast IPv4
address, which is a class D
address.

The default IPv4 address
is 224.0.1.1.

ipv6 [ ipv6-address ] Specifies a manycast IPv6
address.

The default IPv6 address
is FF0E::0101.

Views

Interface view
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Default Level

2: Configuration level

Usage Guidelines
Usage Scenario

The manycast server responds to the manycast packets sent by the client. After
the manycast client receives the reply packet, the manycast client establishes
temporary association with the server and enters C/S mode.

Precautions

If the manycast IP address is not specified when the undo ntp-service manycast-
server command is run, the local device searches for the default IP address. In
IPv4 networks, the default IP address of the manycast server is 224.0.1.1. In IPv6
networks, the default IP address of the manycast server is FF0E::0101. If the local
device finds the default IP address, the undo ntp-service manycast-server
command takes effect; otherwise, the undo ntp-service manycast-server does
not take effect.

Example

# Configure interface GE1/0/0 as an interface of the server. The interface is used
for responding to the manycast client request from a manycast address.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] ntp-service manycast-server ipv6 FF0E::111

Related Topics
4.4.15 ntp-service manycast-client

4.4.17 ntp-service max-dynamic-sessions

Function

The ntp-service max-dynamic-sessions command sets the maximum dynamic
NTP sessions that can be set up.

The undo ntp-service max-dynamic-sessions command restores the maximum
dynamic NTP sessions to the default value.

By default, up to 100 NTP dynamic sessions are allowed to be set up.

Format

ntp-service max-dynamic-sessions number

undo ntp-service max-dynamic-sessions
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Parameters

Parameter Description Value

number Indicates the number of
dynamic sessions allowed to
be set up.

The number of dynamic NTP sessions
is an integer that ranges from 0 to
100. The default value is 100.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

A maximum of 128 sessions can be established on the same device running the
NTP service in the same period, including static and dynamic sessions. In both
unicast server/client mode and symmetric peer mode, command lines are used to
establish static sessions. The dynamic sessions are established in broadcast mode,
manycast mode, or multicast mode.

Excessive dynamic sessions directly affect the establishment of static sessions. A
user can limit the number of local dynamic sessions solve this problem.

Precautions

When the number of local dynamic sessions on the device is limited,
● NTP dynamic sessions established are not affected. That is, when the number

of the dynamic sessions exceeds the limit, the dynamic sessions established
are not deleted, but a new dynamic session cannot be established.

● The limit on the number of local dynamic sessions allowed should be
configured on the client because the server does not record the number of the
established NTP sessions.

Example

# Set the maximum NTP dynamic sessions allowed to be set up to 50.

<Huawei> system-view
[Huawei] ntp-service max-dynamic-sessions 50

4.4.18 ntp-service multicast-client

Function

The ntp-service multicast-client command configures the local device to work in
NTP multicast client mode.
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The undo ntp-service multicast-client command cancels the NTP multicast client
mode.

By default, the NTP multicast client mode is not configured.

Format

ntp-service multicast-client [ ip-address | ipv6 [ ipv6-address ] ]

undo ntp-service multicast-client [ ip-address | ipv6 [ ipv6-address ] ]

Parameters

Parameter Description Value

ip-address Indicates the multicast IP
address.

The default IP address is
224.0.1.1.

ipv6 [ ipv6-address ] Indicates the multicast IPv6
address.

The default IPv6 address is
FF0E::0101.

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

To perform clock synchronization in multicast mode, you can use the ntp-service
multicast-client command to specify the current interface on the local device to
receive NTP multicast packets. The local device runs in the multicast client mode.

If the valid multicast server is configured, the local device gets synchronized with
the multicast server. The local device time is updated with the time of the server.

Follow-up Procedure

When the configuration is complete, run the display ntp-service sessions
command to obtain session information about the multicast server and the local
device.

NO TE

You can configure more than one multicast client with different multicast IP address on the
same interface. When multiple multicast clients are configured, the device selects the
optimal clock source by selecting a preferred clock.

You can configure a maximum of 1024 multicast clients on the local device, but a
maximum of 128 multicast clients can work simultaneously.
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Example

# Configure GE1/0/0 to receive NTP multicast packets. The multicast address of
the multicast packets is 224.0.1.2.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/0] ip address 10.1.1.1 24
[Huawei-GigabitEthernet1/0/0] ntp-service multicast-client 224.0.1.2

Related Topics
4.4.19 ntp-service multicast-server
4.4.1 display ntp-service sessions

4.4.19 ntp-service multicast-server

Function

The ntp-service multicast-server command specifies an interface on the local
device to send NTP multicast packets. The local device runs in the multicast server
mode.

The undo ntp-service multicast-server command cancels the NTP multicast
server mode.

By default, the multicast server mode is not configured.

Format

ntp-service multicast-server [ ip-address ] [ version number | authentication-
keyid key-id | ttl ttl-number ] *

ntp-service multicast-server [ ipv6 [ ipv6-address ] ] [ authentication-keyid
key-id | ttl ttl-number ] *

undo ntp-service multicast-server [ ip-address | ipv6 [ ipv6-address ] ]

Parameters

Parameter Description Value

ip-address Indicates the multicast IP
address.

The default address is
224.0.1.1.

ipv6 [ ipv6-address ] Indicates the multicast IPv6
address.

The default IPv6 address
is FF0E::0101.

version number Indicates the NTP version
number.

If this parameter is not
specified, the version number is
a default value.

The value is an integer
that ranges from 1 to 4.
The default value is 3.
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Parameter Description Value

authentication-
keyid key-id

Indicates the authentication
key ID used when sending
messages to the multicast
clients.

If this parameter is not
specified, authentication is not
performed.

The key ID is an integer
that ranges from 1 to
4294967295.

ttl ttl-number Indicates the life span of the
multicast packet.

If this parameter is not
specified, the life span of the
multicast packet is a default
value.

The ttl number is an
integer that ranges from
1 to 255. The default
value is 255.

Views

Interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

To perform clock synchronization in the multicast mode, run the ntp-service
multicast-server command to specify the current interface on the local device to
send NTP multicast packets. The local device runs in the multicast server mode,
and functions as the multicast server to periodically send multicast packets to the
multicast client.

Follow-up Procedure

When the configuration is complete, run the display ntp-service sessions
command to obtain session information about the multicast server and the local
device.

NO TE

You can configure a maximum of 128 multicast servers on the local device.

Example

# Configure GE1/0/0 to send NTP multicast packets. The multicast IPv4 address is
224.0.1.1, the authentication key ID is 4 and the NTP version number is 3.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
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[Huawei-GigabitEthernet1/0/0] ip address 10.1.1.1 24
[Huawei-GigabitEthernet1/0/0] ntp-service multicast-server 224.0.1.1 authentication-keyid 4 version 3

Related Topics
4.4.18 ntp-service multicast-client
4.4.1 display ntp-service sessions

4.4.20 ntp-service refclock-master

Function

The ntp-service refclock-master command sets the local clock to be the NTP
primary clock that provides the synchronizing time for other devices.

The undo ntp-service refclock-master command cancels the configuration of the
NTP primary clock.

By default, no NTP primary clock is specified.

Format

ntp-service refclock-master [ ip-address ] [ stratum ]

undo ntp-service refclock-master [ ip-address ]

Parameters

Parameter Description Value

ip-address Specifies the IP address of the
local reference clock.

When no IP address is assigned,
the local clock whose IP address
is 127.127.1.0 is set as the default
NTP primary clock.

The value of ip-address is
127.127.1.u, and u ranges from 0
to 3, which represents the
number of the selected local
clock.

stratum Specifies the stratum of the NTP
primary clock.

If this parameter is not specified,
the stratum is a default value.

The value of the stratum is an
integer that ranges from 1 to 15.
The default value is 8. Timer is
accurate if the stratum value is
small.

Views

System view

Default Level

2: Configuration level
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Usage Guidelines
Usage Scenario

The local clock is the clock of the device itself. Run the ntp-service refclock-
master command to set the local clock as the NTP primary clock that provides the
synchronization time for other devices.

In NTP, the time synchronization in an NTP synchronization subnet is performed
from a smaller level to a larger level, that is, from the 1st level to the 15th level.
An authoritative clock is used as a reference time source for the synchronization
subnet, and is located at the top of the synchronization subnet. The authoritative
clock is stratum0. The current authoritative clock is mostly a Radio Clock or the
Global Positioning System. The time of the authoritative clock is synchronized
through the broadcast UTC time code other than NTP.

Precautions

A device on the network can perform clock synchronization in the following
manners.
● Synchronizing with the local clock: The local clock is used as the reference

clock.
● Synchronizing with another device on the network: This device is used as an

NTP clock server to provide a reference clock for the local end.

If both manners are configured, the device selects an optimal clock source through
selecting a preferred clock. That is, clocks determined in the two manners are
compared to determine which clock is a lower stratum. The clock of a lower
stratum is the preferred clock source.

The RTC precision of AR200, AR1220, AR2220, and AR3260 is low. You are not
advised to configure these routers as NTP master clocks.

Example
# Set the local clock to be the NTP primary clock, the stratum of which set to 3.

<Huawei> system-view
[Huawei] ntp-service refclock-master 3

4.4.21 ntp-service reliable authentication-keyid

Function
The ntp-service reliable authentication-keyid command specifies the
authentication key to be reliable.

The undo ntp-service reliable authentication-keyid command cancels the
current setting.

By default, no authentication key is specified to be reliable.

Format
ntp-service reliable authentication-keyid key-id

undo ntp-service reliable authentication-keyid key-id
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Parameters

Parameter Description Value

key-id Indicates the key
number.

Key ID is an integer and ranges from 1 to
4294967295.

Views
System view

Default Level
2: Configuration level

Usage Guidelines
If the identity authentication is enabled, this command is used to specify that one
or more keys are reliable. That is, the client can only be synchronized with the
server that provides the reliable key. The client cannot be synchronized with the
server that provides unreliable keys.

Example
# Enable the identity authentication in NTP and adopt the hmac-sha256
encryption mode with key number as 37 and the key as BetterKey. Specify the key
to be reliable.

<Huawei> system-view
[Huawei] ntp-service authentication enable
[Huawei] ntp-service authentication-keyid 37 authentication-mode hmac-sha256 BetterKey
[Huawei] ntp-service reliable authentication-keyid 37

Related Topics
4.4.6 ntp-service authentication enable
4.4.7 ntp-service authentication-keyid

4.4.22 ntp-service source-interface

Function
The ntp-service source-interface command specifies the local source interface
that sends NTP packets.

The undo ntp-service source-interface command cancels the current setting.

By default, the local source interface is not specified for sending NTP packets. The
local source interface is automatically determined based on the route.

Format
ntp-service [ ipv6 ] source-interface { interface-type interface-number |
interface-name } [ vpn-instance vpn-instance-name ]
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undo ntp-service [ ipv6 ] source-interface { interface-type interface-number |
interface-name } [ vpn-instance vpn-instance-name ]

Parameters

Parameter Description Value

ipv6 Indicates that the network type
of the local source interface is
IPv6.

-

interface-type
interface-number

Indicates the local interface
type that sends the NTP
packets.

-

interface-name Indicates the local interface
name that sends the NTP
packets.

-

vpn-instance vpn-
instance-name

Indicates the name of the VPN
instance.

The value is a string of 1 to
31 case-sensitive
characters, spaces not
supported. When double
quotation marks are used
around the string, spaces
are allowed in the string.

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

Configure the local source interface for sending/receiving NTP packets, so that the
IP address of another interface on the device cannot be used as the destination
address of a reply packet, which is convenient for a user to subsequently deploy a
flow control policy. If the interface is not specified, the source IP address of the
NTP packets is selected according to the route.

Precautions

For broadcast, multicast, and manycast modes, NTP service is implemented on the
specified interface, and this interface is the source interface. Therefore, the ntp-
service source-interface command is invalid for broadcast, multicast, and
manycast modes.

Example
# Specify GE1/0/0 as the source interface to send all the NTP packets.
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<Huawei> system-view
[Huawei] ntp-service source-interface gigabitethernet 1/0/0

4.4.23 ntp-service unicast-peer

Function
The ntp-service unicast-peer command configures NTP peer mode.

The undo ntp-service unicast-peer command cancels the NTP peer mode.

By default, the NTP peer mode is not configured.

Format
ntp-service unicast-peer server [ version number | authentication-keyid key-id |
maxpoll max-number | minpoll min-number | source-interface { interface-type
interface-number | interface-name } | vpn-instance vpn-instance-name |
preference ] *

ntp-service unicast-peer ipv6 ipv6-address [ authentication-keyid key-id |
maxpoll max-number | minpoll min-number | source-interface { interface-type
interface-number | interface-name } | vpn-instance vpn-instance-name |
preference ] *

undo ntp-service unicast-peer { server | ipv6 ipv6-address } [ vpn-instance vpn-
instance-name ]

Parameters

Parameter Description Value

server Indicates the IPv4 address
or domain name of the
remote server.

The value is a string of 1 to
255 case-sensitive characters
with spaces not supported.
When double quotation marks
are used around the string,
spaces are allowed in the
string. Alternatively, the value
can be a valid IPv4 address in
dotted decimal notation.
NOTE

If the IPv4 address and domain
name are the same, only the
command output of the domain
name is displayed.

ipv6 ipv6-address Indicates the IPv6 address
of the remote server.

The value of ipv6-address is a
unicast address, and cannot be
the IPv6 address of the
reference clock.
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Parameter Description Value

version number Indicates the NTP version
number. If this parameter is
not specified, the default
version number is used.

The version number is an
integer that ranges from 1 to
4. By default, it is 3.

authentication-
keyid key-id

Indicates the
authentication key ID used
when transmitting
messages to the remote
peer. If this parameter is
not specified,
authentication is not
performed.

The key ID is an integer that
ranges from 1 to 4294967295.

maxpoll max-
number

Indicates the maximum
NTP poll interval.

The value is an integer that
ranges from 10 to 17. The
actual value of the maximum
NTP poll interval is the value
obtained by raising 2 to the
power of max-number,
expressed in seconds.

minpoll min-
number

Indicates the minimum
NTP poll interval.

The value is an integer that
ranges from 3 to 6. The actual
value of the minimum NTP
poll interval is the value
obtained by raising 2 to the
power of min-number,
expressed in seconds.

source-interface
interface-type
interface-number |
interface-name

Indicates the source
interface from which the
symmetric active end sends
NTP packets to the
symmetric passive end. The
source IP address of the
NTP packets is the IP
address of this interface.

-

vpn-instance vpn-
instance-name

Specifies the VPN instance
name.

The value is a string of 1 to 31
case-sensitive characters,
spaces not supported. When
double quotation marks are
used around the string, spaces
are allowed in the string.
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Parameter Description Value

preference Indicates the remote peer
as the preferred one. By
default, the remote peer is
not preferred.
NOTE

Generally, clocks are filtered
based on the synchronization
distance and dispersion. The
clock is preferentially selected
from the list of candidate
clocks after filtering.

-

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

When the clock of a device on the network needs to be synchronized in symmetric
peer mode, you can run the ntp-service unicast-peer command to configure a
remote node as the symmetric peer of the device. The local device runs in
symmetric active peer mode. In this mode, the device and the remote peer can
synchronize clock with each other.

Precautions

A maximum of 128 peers can be configured for the local device. The optimal
symmetric peer is selected as the synchronization source.

When you run the undo ntp-service unicast-peer command with a specified vpn-
instance vpn-instance-name, the configuration of the NTP symmetric passive peer
with the IP address server on the VPN is canceled. If vpn-instance vpn-instance-
name is not specified, the configuration of the NTP symmetric passive peer with
the IP address server on the public network.

If the same server is specified in at least 2 commands that are run in sequence to
configure the symmetric peer mode, during the configuration restoration, the last
run command takes effect. For example, the ntp-service unicast-peer 10.10.1.1
source-interface gigabitethernet 1/0/0 command and the ntp-peer unicast-
peer 10.10.1.1 command are run in sequence. During the configuration
restoration, only the ntp-service unicast-peer 10.10.1.1 command takes effect.

Example
# Configure the peer 10.10.1.1 to provide the synchronizing time for the local
device. The local device can also provide synchronizing time for the peer. The
version number is 3. The IP address of the NTP packets is the address of GE1/0/0.
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<Huawei> system-view
[Huawei] ntp-service unicast-peer 10.10.1.1 version 3 source-interface gigabitethernet 1/0/0

4.4.24 ntp-service unicast-server

Function

The ntp-service unicast-server command configures the NTP server mode.

The undo ntp-service unicast-server command cancels the NTP server mode.

By default, the NTP server mode is not configured.

Format

ntp-service unicast-server server [ version number | authentication-keyid key-id
| maxpoll max-number | minpoll min-number | source-interface { interface-type
interface-number | interface-name } | vpn-instance vpn-instance-name |
preference ] *

ntp-service unicast-server ipv6 ipv6-address [ authentication-keyid key-id |
maxpoll max-number | minpoll min-number | source-interface { interface-type
interface-number | interface-name } | vpn-instance vpn-instance-name |
preference ] *

undo ntp-service unicast-server { server | ipv6 ipv6-address } [ vpn-instance
vpn-instance-name ]

Parameters

Parameter Description Value

server Indicates the IPv4 address
or domain name of the
remote server.

The value is a string of 1 to
255 case-sensitive characters
with spaces not supported.
When double quotation
marks are used around the
string, spaces are allowed in
the string. Alternatively, the
value can be a valid IPv4
address in dotted decimal
notation.
NOTE

If the IPv4 address and domain
name are the same, only the
command output of the domain
name is displayed.

ipv6 ipv6-address Indicates the IPv6 address
of the remote server.

The value of ipv6-address
must be an IP address of a
host, but cannot be a
broadcast address, multicast
address, or reference clock's IP
address.
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Parameter Description Value

version number Indicates the NTP version
number. If this parameter is
not specified, the default
version number is used.

The version number is an
integer that ranges from 1 to
4. By default, the version
number is 3.

authentication-
keyid key-id

Indicates the authentication
key ID used when messages
are transmitted to the
remote server. If this
parameter is not specified,
authentication is not
performed.

The key ID is an integer that
ranges from 1 to 4294967295.

maxpoll max-
number

Indicates the maximum NTP
poll interval. The NTP poll
interval of the system floats
between the minimum
value and maximum value.

It is an integer ranging from 7
to 17, the actual value of the
maximum NTP poll interval is
the value obtained by raising
2 to the power of max-
number, expressed in seconds.
The default value is 7 seconds
in NTPv1, NTPv2, NTPv3, and
NTPv4.

minpoll min-
number

Indicates the minimum NTP
poll interval. The NTP poll
interval of the system floats
between the minimum
value and maximum value.

It is an integer ranging from 3
to 6, the actual value of the
minimum NTP poll interval is
the value obtained by raising
2 to the power of min-
number, expressed in seconds.
The default value is 6 seconds.

source-interface
interface-type
interface-number |
interface-name

Indicates the source
interface from which the
unicast client sends NTP
packets to the unicast
server. The source IP
address of the NTP packets
is the IP address of this
interface.

-

vpn-instance vpn-
instance-name

Specifies the VPN instance
name.

The value is a string of 1 to
31 case-sensitive characters,
spaces not supported. When
double quotation marks are
used around the string, spaces
are allowed in the string.
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Parameter Description Value

preference Indicates the remote server
as the preferred one. By
default, the remote server is
not preferred.
NOTE

Generally, clocks are filtered
based on the synchronization
distance and dispersion. The
clock is preferentially selected
from the list of candidate
clocks after filtering.

-

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

When the clock of a device on the network needs to be synchronized in unicast
server/client mode, the command can be run, and the remote server specified by
server is used as the local clock server. The local device runs in client mode. In this
mode, the local client can be synchronized to the remote server, but the remote
server cannot be synchronized to the local client.

If the client is enabled with the authentication function and configured with the
corresponding authentication key, the server sends NTP packets with
authentication to the client after receiving the synchronization request of the
client. The received packets are authenticated by the client. After the
authentication succeeds, the clock is synchronized. If the client is not enabled with
the authentication function, the server sends NTP packets without authentication
to the client after receiving the synchronization request of the client. The clock is
synchronized after the client receives the packets.

Precautions

A maximum of 128 servers can be configured for the local device. The optimal
symmetric peer is selected as the synchronization source.

If you need to delete a VPN instance, you must check whether the VPN instance is
bound to the NTP server to ensure that the configuration can meet the
requirements.

When the undo ntp-service unicast-server command is run, if the parameter
vpn-instance vpn-instance-name is specified, cancel the configuration of the NTP
server with the IP address server in the VPN. If the parameter vpn-instance vpn-
instance-name is not specified, cancel the configuration of the NTP server with the
IP address server in the public network.
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If the same server is specified in at least 2 commands that are run in sequence to
configure the NTP server mode, during the configuration restoration, the last run
command takes effect. For example, the ntp-service unicast-server 10.10.1.1
source-interface gigabitethernet 1/0/0 command and the ntp-service unicast-
server 10.10.1.1 command are run in sequence. During the configuration
restoration, only the ntp-service unicast-server 10.10.1.1 command takes effect.

Example
# Configure the server 10.10.1.1 to provide the synchronizing time for the local
device. The NTP version number is 3.

<Huawei> system-view
[Huawei] ntp-service unicast-server 10.10.1.1 version 3

# Configure the server 10.10.1.1 with VPN instance "abc" to provide the
synchronizing time for the local device.
<Huawei> system-view
[Huawei] ntp-service unicast-server 10.10.1.1 vpn-instance abc

4.5 Fault Management Commands

4.5.1 alarm (system view)

Function
Using the alarm command, you can enter the alarm view.

Format
alarm

Parameters
None

Views
System view

Default Level
2: Configuration level

Usage Guidelines
After running the alarm command to enter the alarm view, you can configuration
alarm management functions.

Example
# Enter the alarm view.
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<Huawei> system-view
[Huawei] alarm
[Huawei-alarm]

Related Topics
4.5.2 alarm correlation-suppress enable
4.5.3 alarm-name severity
4.5.4 clear alarm active
4.5.6 correlation-analyze enable
4.5.7 delay-suppression enable
4.5.14 mask interface
4.5.16 suppression alarm-name

4.5.2 alarm correlation-suppress enable

Function

The alarm correlation-suppress enable command enables NMS-based alarm
correlation suppression.

The undo alarm correlation-suppress enable command disables NMS-based
alarm correlation suppression.

By default, NMS-based alarm correlation suppression is enabled.

Format

alarm correlation-suppress enable target-host ip-address securityname
securityname [ vpn-instance vpn-instance-name ]

alarm correlation-suppress enable target-host ipv6 ipv6-address securityname
securityname

undo alarm correlation-suppress enable target-host ip-address securityname
securityname [ vpn-instance vpn-instance-name ]

undo alarm correlation-suppress enable target-host ipv6 ipv6-address
securityname securityname

Parameters

Parameter Description Value

target-host ip-address Specifies the IPv4
address of an NMS host.

The value is in dotted decimal
notation.

target-host ipv6 ipv6-
address

Specifies the IPv6
address of an NMS host.

The value is a 32-digit
hexadecimal number.

securityname
securityname

Specifies the security
name displayed on the
NMS host.

The value is a string of 1 to
56 case-sensitive characters
without spaces.
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Parameter Description Value

vpn-instance vpn-
instance-name

Specifies the name of a
VPN instance.

The value is a string of 1 to
255 case-sensitive characters
without spaces.

Views

System view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

A lot of alarms are generated and then reported on a running system. If non-root-
cause alarms are unimportant, you can enable NMS-based alarm correlation
suppression to filter out non-root-cause alarms.

Prerequisites

The alarm correlation analysis has been enabled using the 4.5.6 correlation-
analyze enable command.

Example

# Enable the alarm correlation suppression of the NMS host whose security name
is user123 and IP address is 192.168.3.1.

<Huawei> system-view
[Huawei] alarm
[Huawei-alarm] correlation-analyze enable
Info: Enable analyze correlation between alarms successfully       
[Huawei-alarm] quit
[Huawei] alarm correlation-suppress enable target-host 192.168.3.1 securityname user123

Related Topics
4.5.1 alarm (system view)
4.5.6 correlation-analyze enable

4.5.3 alarm-name severity

Function

The alarm-name severity command sets the severity for an alarm.

The undo alarm-name severity command restores the default setting.

By default, each alarm has a default severity.
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Format
alarm-name alarm-name severity severity

undo alarm-name alarm-name severity

Parameters
Parameter Description Value

alarm-name Specifies the registered
alarm name.

The value is of
enumerated type and
varies according to the
registered device type. To
view registered alarm
information, run the
4.5.10 display alarm
information command.
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Parameter Description Value

severity severity Specifies the alarm
severity.

The value is of
enumerated type. Alarms
are classified into the
following severities:
● critical: indicates that

a fault affecting
services has occurred
and it must be
rectified immediately.

● major: indicates that
services are being
affected and related
measures need to be
taken urgently.

● minor: indicates that
a fault occurs but
does not affect
services. To avoid
more serious faults
that affect services,
related measures
must be taken.

● warning: indicates
that a potential or
impending service-
affecting fault is
detected before any
significant effect has
been felt. Take
corrective actions to
diagnose and rectify
the fault.

● indeterminate:
indicates that the
alarm severity cannot
be determined.

● cleared: indicates one
or more previous
alarm conditions have
been cleared.

 

Views
Alarm view

Default Level
2: Configuration level
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Usage Guidelines
Usage Scenario

You can run the alarm-name severity command to change the alarm severity.
However, the level of a clear alarm cannot be changed unless during the
configuration restoration period. You can configure filtering conditions to allow
the NMS to receive only alarms of specified alarm severity.

Precautions

The default severity of each alarm is different. To view the default severity of an
alarm, run the undo alarm-name severity and 4.5.10 display alarm information
commands in sequence.

Example
# Set the severity of the hwSysSlaveHDError alarm to warning.

<Huawei> system-view
[Huawei] alarm
[Huawei-alarm] alarm-name hwSysSlaveHDError severity warning

Related Topics
4.5.1 alarm (system view)
4.5.10 display alarm information

4.5.4 clear alarm active

Function
The clear alarm active command clears active alarms.

Format
clear alarm active { all | sequence-number sequence-number }

Parameters

Parameter Description Value

all Clears all active alarms. -

sequence-number
sequence-number

Specifies the sequence
number of an active alarm.

The value is an integer
ranging from 1 to
2147483647.

Views
Alarm view

Default Level
2: Configuration level
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Usage Guidelines

Usage Scenario

Before collecting statistics on alarms generated on the device again, run the clear
alarm active to clear active alarms.

Precautions

After the clear alarm active command is used, all active alarms on the device are
deleted and cannot be restored.

Example

# Clear all active alarms on the device.

<Huawei> system-view
[Huawei] alarm
[Huawei-alarm] clear alarm active all

Related Topics
4.5.1 alarm (system view)
4.5.8 display alarm active

4.5.5 clear event all

Function

The clear event all command clears events on the device.

Format

clear event all

Parameters

None

Views

Event view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

Before collecting statistics on events generated on the device again, run the clear
event all to clear events.
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NO TICE

The clear event all command clears events on the device and cleared events
cannot be restored.

Example
# Clear events on the device.

<Huawei> system-view
[Huawei] event
[Huawei-event] clear event all

Related Topics
4.5.13 event

4.5.6 correlation-analyze enable

Function
The correlation-analyze enable command enables alarm correlation analysis.

The undo correlation-analyze enable command disables alarm correlation
analysis.

By default, alarm correlation analysis is disabled.

Format
correlation-analyze enable

undo correlation-analyze enable

Parameters
None

Views
Alarm view

Default Level
2: Configuration level

Usage Guidelines
A lot of alarms are generated in a running system and reported to the NMS. If
non-root-cause alarms are unimportant, you can run the correlation-analyze
enable command to enable alarm correlation analysis to distinguish between
root-cause alarms and non-root-cause alarms. After alarm correlation analysis is
enabled, the system analyzes types of alarms. For a non-root-cause alarm, the
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system marks the sequence number of its root-cause alarm on the non-root-cause
alarm.

Example
# Enable alarm correlation analysis.

<Huawei> system-view
[Huawei] alarm
[Huawei-alarm] correlation-analyze enable
Info: Enable analyze correlation between alarms successfully       

Related Topics
4.5.1 alarm (system view)

4.5.7 delay-suppression enable

Function
The delay-suppression enable command enables the alarm or event reporting
delay function.

The undo delay-suppression enable command disables the alarm or event
reporting delay function.

By default, the reporting delay function is enabled.

Format
delay-suppression enable

undo delay-suppression enable

Parameters
None

Views
Alarm view or event view

Default Level
2: Configuration level

Usage Guidelines
If an alarm or an event is repeatedly generated, you can run the delay-
suppression enable command to enable the reporting delay function to prevent a
large number of repeated alarms or events from being reported to the NMS in a
specified period.

Example
# Enable the alarm reporting delay function.
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<Huawei> system-view
[Huawei] alarm
[Huawei-alarm] delay-suppression enable
Info: Enable alarm delay suppression successfully   

Related Topics
4.5.1 alarm (system view)
4.5.13 event
4.5.16 suppression alarm-name
4.5.17 suppression event-name

4.5.8 display alarm active

Function

The display alarm active command displays active alarms on the device.

Format

display alarm active

Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display alarm active command to view active alarms on the
device to locate faults.

Example

# Display active alarms on the device.

<Huawei> display alarm active
A/B/C/D/E/F/G/H/I/J                                                             
A=Sequence, B=RootKindFlag(Independent|RootCause|nonRootCause)                  
C=Generating time, D=Clearing time                                              
E=ID, F=Name, G=Level, H=State                                                  
I=Description information for locating(Para info, Reason info)                  
J=RootCause alarm sequence(Only for nonRootCause alarm)                         
                                                                                
  1/Independent/2011-08-22 15:27:38/-/0xff8c2028/hwFanInvalid/Warning/Start/OID 
1.3.6.1.4.1.2011.5.25.219.2.6.5 Fan is invalid.(Index=16397, EntityPhysicalIndex
=16397, PhysicalName="FAN Card 0/1", EntityTrapFaultID=139264)                  
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Table 4-50 Description of the display alarm active command output

Item Description

A/B/C/D/E/F/G/H
/I/J

Alarm display format

A=Sequence Sequence number

B=RootKindFlag(
Independent|
RootCause|
nonRootCause)

Flag indicating a root-cause alarm or a non-root-cause
alarm:
● Independent: indicates an alarm for which alarm

correlation analysis is not performed.
● RootCause: indicates a root-cause alarm.
● nonRootCause: indicates a non-root-cause alarm.

C=Generating
time

Time when an alarm is generated

D=Clearing time Time when an alarm is cleared

E=ID Alarm ID

F=Name Alarm name

G=Level Alarm severity level
You can run the 4.5.3 alarm-name severity command to set
this parameter.

H=State Alarm status:
● Start
● End

I=Description
information for
locating(Para
info, Reason
info)

Alarm description including alarm parameters and causes
for triggering alarms

J=RootCause
alarm
sequence(Only
for
nonRootCause
alarm)

Sequence number of the root-cause alarm (for non-root-
cause alarms only)

 

Related Topics
4.5.1 alarm (system view)
4.5.2 alarm correlation-suppress enable
4.5.3 alarm-name severity
4.5.4 clear alarm active
4.5.6 correlation-analyze enable
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4.5.7 delay-suppression enable
4.5.14 mask interface
4.5.16 suppression alarm-name

4.5.9 display alarm history

Function

The display alarm history command displays historical alarms on the device.

Format

display alarm history

Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

You can run the display alarm history command to view the alarms that are
cleared or generated on the device. The display alarm history command displays
a maximum of 1024 alarm history records.

Example

# Display historical alarms on the device.

<Huawei> display alarm history
A/B/C/D/E/F/G/H/I/J                                                             
A=Sequence, B=RootKindFlag(Independent|RootCause|nonRootCause)                  
C=Generating time, D=Clearing time                                              
E=ID, F=Name, G=Level, H=State                                                  
I=Description information for locating(Para info, Reason info)                  
J=RootCause alarm sequence(Only for nonRootCause alarm)                         
                                                                                
  1/Independent/2011-08-22 15:27:38/2011-08-22 15:42:51/0xff8c2028/hwFanInvalid/
Warning/End/OID 1.3.6.1.4.1.2011.5.25.219.2.6.5 Fan is invalid.(Index=16397, Ent
ityPhysicalIndex=16397, PhysicalName="FAN Card 0/1", EntityTrapFaultID=139264)  

Table 4-51 Description of the display alarm history command output

Item Description

A/B/C/D/E/F/G/H
/I/J

Alarm display format

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 665



Item Description

A=Sequence Sequence number

B=RootKindFlag(
Independent|
RootCause|
nonRootCause)

Flag indicating a root-cause alarm or a non-root-cause
alarm:
● Independent: indicates an alarm for which alarm

correlation analysis is not performed.
● RootCause: indicates a root-cause alarm.
● nonRootCause: indicates a non-root-cause alarm.

C=Generating
time

Time when an alarm is generated

D=Clearing time Time when an alarm is cleared

E=ID E=ID

F=Name Alarm ID

G=Level Alarm severity level
You can run the 4.5.3 alarm-name severity command to set
this parameter.

H=State Alarm status:
● Start
● End

I=Description
information for
locating(Para
info, Reason
info)

Alarm description including alarm parameters and causes
for triggering alarms

J=RootCause
alarm
sequence(Only
for
nonRootCause
alarm)

Sequence number of the root-cause alarm

 

Related Topics
4.5.1 alarm (system view)
4.5.8 display alarm active
4.5.2 alarm correlation-suppress enable
4.5.3 alarm-name severity
4.5.6 correlation-analyze enable
4.5.7 delay-suppression enable
4.5.14 mask interface
4.5.16 suppression alarm-name

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 666



4.5.10 display alarm information

Function

The display alarm information command displays alarm configurations.

Format

display alarm information [ name alarm-name ]

Parameters

Parameter Description Value

name alarm-
name

Displays the configuration of a
specified alarm. If this parameter
is not set, configurations of all
alarms are displayed.

The value is of enumerated
type and varies according
to the registered device
type.

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

To view alarm configurations on the device, run the display alarm information
command.

Example

# Display the configuration of the alarm named hwFileError.
<Huawei> display alarm information name hwFileError
**********************************                                              
  AlarmName: hwFileError                                                        
  AlarmType: Alarm                                                              
  AlarmLevel: Warning                                                           
  Suppress Period: 10s                                                          
  CauseAlarmName: NA                                                            
  Match VB Name: entPhysicalName hwStorageDevName                               
**********************************                                     

Table 4-52 Description of the display alarm information command output

Item Description

AlarmName Name of an alarm.
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Item Description

AlarmType Alarm type:
● Alarm: indicates a fault occurs.
● Resume Alarm: indicates a fault is rectified.

AlarmLevel Alarm severity.
You can run the 4.5.3 alarm-name severity command to set
this parameter.

Suppress Period Alarm reporting delay.
You can run the 4.5.16 suppression alarm-name command
to set this parameter.

CauseAlarmNam
e

Name of the root-cause alarm.

Match VB Name Matching content of paired alarms.

 

Related Topics
4.5.1 alarm (system view)
4.5.2 alarm correlation-suppress enable
4.5.3 alarm-name severity
4.5.6 correlation-analyze enable
4.5.7 delay-suppression enable
4.5.14 mask interface
4.5.16 suppression alarm-name

4.5.11 display event

Function

The display event command displays events on the device.

Format

display event

Parameters

None

Views

All views
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Default Level
1: Monitoring level

Usage Guidelines
None

Example
# Display events on the device.

<Huawei> display event
A/B/C/D/E/F/G/H/I/J                                                             
A=Sequence, B=RootKindFlag(Independent|RootCause|nonRootCause)                  
C=Generating time, D=Clearing time                                              
E=ID, F=Name, G=Level, H=State                                                  
I=Description information for locating(Para info, Reason info)                  
J=RootCause alarm sequence(Only for nonRootCause alarm)                         
                                                                                
  1/Independent/2011-08-29 16:36:55/-/0xc0dc2000/entConfigChange/Warning/Start/O
ID 1.3.6.1.2.1.47.2.0.1 Entity MIB change.                                      
  2/Independent/2011-08-29 16:37:32/-/0xc0dc2000/entConfigChange/Warning/Start/O
ID 1.3.6.1.2.1.47.2.0.1 Entity MIB change.                                      

Table 4-53 Description of the display event command output

Item Description

A/B/C/D/E/F/G/H
/I/J

Event display format

A=Sequence Sequence number of an event

B=RootKindFlag(
Independent|
RootCause|
nonRootCause)

Flag indicating a root-cause alarm or a non-root-cause
alarm (The value of this field is Independent for any event.)

C=Generating
time

Time when the event is generated

D=Clearing time Time when the event is cleared (for non-root-cause alarms
only)

E=ID Event ID

F=Name Event name

G=Level Event level

H=State Event status:
● Start
● End
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Item Description

I=Description
information for
locating(Para
info, Reason
info)

Description of an event, including parameters of the event
and the reason why the event was triggered.

J=RootCause
alarm
sequence(Only
for
nonRootCause
alarm)

This parameter is valid only for alarms.

 

Related Topics
4.5.5 clear event all
4.5.7 delay-suppression enable
4.5.12 display event information
4.5.13 event
4.5.17 suppression event-name

4.5.12 display event information

Function

The display event information command displays event configurations.

Format

display event information [ name event-name ]

Parameters

Parameter Description Value

name event-
name

Displays the configuration of a
specified event. If this parameter
is not set, configurations of all
events are displayed.

The value is of
enumeration type and
varies according to the
registered device type.

Views

All views

Default Level
1: Monitoring level
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Usage Guidelines
To view event configurations on the device, run the display event information
command.

Example
# Display registration information about the hwICLogfileNumberUpper event.

<Huawei> display event information name hwICLogfileNumberUpper 
**********************************                                              
  EventName: hwICLogfileNumberUpper                                             
  EventType: Critical Event                                                     
  EventLevel: NA                                                                
  Suppress Period: 10s                                                          
  Match VB Name: hwICLogFileNumber                                              
**********************************                                              

Table 4-54 Description of the display event information command output

Item Description

EventName Event name.

EventType Event type.

EventLevel Event level.

Suppress Period Event report delay period.
You can run the 4.5.17 suppression event-name command
to set this parameter.

Match VB Name Matching content of repeated events.

 

Related Topics
4.5.17 suppression event-name

4.5.13 event

Function
Using the event command, you can enter the event view.

Format
event

Parameters
None

Views
System view
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Default Level
2: Configuration level

Usage Guidelines
After running the event command to enter the event view, you can configure
event management functions.

Example
# Enter the event view.

<Huawei> system-view
[Huawei] event
[Huawei-event]

Related Topics
4.5.7 delay-suppression enable
4.5.11 display event
4.5.17 suppression event-name
4.5.12 display event information

4.5.14 mask interface

Function
The mask interface command enables interface-based alarm suppression.

The undo mask interface command disables interface-based alarm suppression.

By default, interface-based alarm suppression is disabled.

Format
mask interface interface-type interface-number

undo mask interface interface-type interface-number

Parameters

Parameter Description Value

interface-type interface-
number

Specifies the type and number of the interface
on which alarm suppression is to be enabled.

-

Views
Alarm view

Default Level
3: Management level
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Usage Guidelines

Usage Scenario

When a large number of LinkDown alarms are generated on the interface, you can
run the mask interface command to suppress LinkDown root-cause and non-root-
cause alarms.

Prerequisites

The 4.5.6 correlation-analyze enable command has been executed in the alarm
view to enable alarm correlation analysis.

Example

# Enable alarm suppression on the GE0/0/1 interface.

<Huawei> system-view
[Huawei] alarm
[Huawei-alarm] correlation-analyze enable
Info: Enable analyze correlation between alarms successfully       
[Huawei-alarm] mask interface gigabitethernet0/0/1

Related Topics
4.5.1 alarm (system view)
4.5.6 correlation-analyze enable

4.5.15 set said enable

Function

The set said enable command enables System of Active Immunization and
Diagnosis (SAID) for features.

The undo set said enable command disables SAID for features.

By default, the check function and diagnostic information collection function is
enabled, and the self-healing function is disabled.

Format

set said { all | module module-name [ feature feature-name ] } behavior
{ check-diagcollect | check-recovery | check-diagcollect-recovery } enable

undo set said { all | module module-name [ feature feature-name ] } enable

Parameters

Parameter Description Value

all Indicates all modules
and features.

-
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Parameter Description Value

module module-name Specifies a module
name.

Enumerated value. The
values are as follows:
● IP
● DIAG
● IFM
● MAC

(V200R010C10 and
later versions support
this value.)

The value must be set
according to the device
configuration.
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Parameter Description Value

feature feature-name Specifies a feature name. Enumerated value. The
values are as follows:
● arp
● buf
● dsvpn

(V200R010C10 and
later versions support
this value.)

● ipsec
(V200R010C10 and
later versions support
this value.)

● l2tp
● mac

(V200R010C10 and
later versions support
this value.)

● nat
(V200R010C10 and
later versions support
this value.)

● nhp4
(V200R010C10 and
later versions support
this value.)

● nhp6
(V200R010C10 and
later versions support
this value.)

● VRRP
● LswRsc
● IfWarn
● MacFlap

(V200R010C10 and
later versions support
this value.)

The value must be set
according to the device
configuration.

behavior Specifies the function for
which SAID needs to be
enabled.

-
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Parameter Description Value

check-diagcollect Enables the check
function and diagnostic
information collection
function.

-

check-recovery Enables the check
function and self-healing
function.

-

check-diagcollect-
recovery

Enables the check
function, diagnostic
information collection
function, and self-
healing function.

-

 

Views
System view

Default Level
3: Management level

Usage Guidelines
Usage Scenario

SAID allows the device to automatically diagnose faults, identify typical service
faults, and use service self-recovery methods for self-healing.

The automated fault diagnosis procedure consists of three phases, fault detection,
fault diagnosis, and fault recovery. To enhance device maintainability, SAID
supports the source tracing function to collect and store the information
generated during fault diagnosis and recovery for fault location.

Precautions

Before enabling the SAID function for a feature, ensure that the device already has
a feature module that has registered the self-healing function. Otherwise, the
SAID function does not take effect.

Currently, the device supports only VRRP self-healing. VRRP will automatically
identify and register the self-healing function.

Example
# Enable the check function, diagnostic information collection function, and self-
healing function for all modules.

<Huawei> system-view
[Huawei] set said all behavior check-diagcollect-recovery enable
Info:Operate succeed.
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4.5.16 suppression alarm-name

Function
The suppression alarm-name command configures the period of delay in
reporting alarms.

The undo suppression alarm-name command restores the period of delay in
reporting alarms.

The system has defined a default period of delay in reporting alarms.

Format
suppression alarm-name alarm-name cause-period cause-seconds

undo suppression alarm-name alarm-name cause-period

Parameters
Parameter Description Value

alarm-name Specifies the name of
the alarm for which the
period of delay in
reporting alarms is to be
configured.

The value is of
enumeration type and
varies according to the
registered device type. To
view registered alarm
information, run the
4.5.10 display alarm
information command.

cause-period cause-
seconds

Specifies the period of
delay in reporting active
alarms.

The value is an integer
ranging from 0 to 600, in
seconds. When the value
is 0, the alarm is
reported to the NMS
without delay.

 

Views
Alarm view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

When an alarm is reported repeatedly, users can use the reporting delay function
to prevent the alarm from being reported to the NMS. The suppression alarm-
name command configures the period of delay in reporting alarms.

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 677



After the alarm reporting delay function is enabled,

● If no clear alarm is generated during the period, the alarm is reported to the
NMS when the period expires.

● If a clear alarm is generated during this period, the alarm and its clear alarm
are both deleted from the alarm queue and will not be reported to the NMS.

Prerequisites

The alarm reporting delay function has been enabled using the 4.5.7 delay-
suppression enable command.

Precautions

● Each active alarm has its own default period of delay. Run the undo
suppression alarm-name and 4.5.10 display alarm information commands
in sequence to view the default period of reporting delay.

● If the delay is too short, alarm reporting is not efficiently postponed. If the
delay is too long, alarm reporting is postponed and the time when the fault
occurs cannot be correctly obtained. For most alarms, the default delay is
recommended. For common alarms, such as alarms about hardware and
environment, the period of delay in reporting alarms is set to 0.

● During alarm reporting, if you change the period of delay in reporting alarms,
the new delay takes effect on the next alarm.

Example
# Set the period of hwFileError alarm reporting delay to 5 seconds.

<Huawei> system-view
[Huawei] alarm
[Huawei-alarm] delay-suppression enable
[Huawei-alarm] suppression alarm-name hwFileError cause-period 5 

Related Topics
4.5.1 alarm (system view)
4.5.7 delay-suppression enable
4.5.10 display alarm information

4.5.17 suppression event-name

Function
The suppression event-name command configures the period of delay in
reporting events.

The undo suppression event-name command restores the period of delay in
reporting events.

The system has defined a default period of delay in reporting events.

Format
suppression event-name event-name period seconds
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undo suppression event-name event-name period

Parameters
Parameter Description Value

event-name Specifies the name of
the event for which the
period of delay in
reporting events is to be
configured.

The value is of
enumeration type and
varies according to the
registered device type. To
view registered alarm
information, run the
4.5.12 display event
information command.

period seconds Specifies the period of
delay in reporting events.

The value is an integer
ranging from 0 to 600, in
seconds. When the value
is 0, the event is reported
to the NMS without
delay.

 

Views
Event view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

When an event is reported repeatedly, users can use the event reporting delay
function to prevent the event from being reported to the NMS. The suppression
event-name command configures the period of delay in reporting events.

After the event reporting delay function is enabled and the period of delay is
configured, the system discards the event that is generated several times during
the delay. When the delay expires, the system reports only the first event.

Prerequisites

The event reporting delay function has been enabled using the 4.5.7 delay-
suppression enable command.

Precautions

● Each event can be configured with a period of reporting different delay. Run
the undo suppression event-name and 4.5.12 display event information
commands in sequence to view the default period of reporting delay.

● During event reporting, if you change the period of delay in reporting events,
the new delay takes effect on the next alarm.
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Example

# Set the period of delay in reporting the event named hwICLogfileNumberUpper
to 5 seconds.

<Huawei> system-view
[Huawei] event
[Huawei-event] delay-suppression enable
[Huawei-event] suppression event-name hwICLogfileNumberUpper period 5

Related Topics
4.5.13 event
4.5.7 delay-suppression enable
4.5.12 display event information

4.6 Commands for Clock Source

4.6.1 clock source

Function

The clock source command configures an 8 kHz synchronous clock source.

The undo clock source command deletes the specified clock source.

NO TE

Only the AR161, AR161G-L, AR161G-Lc, AR161G-U, AR161W, AR169, AR169CVW,
AR169CVW-4B4S, AR169G-L, AR169-P-M9, AR169RW-P-M9, AR169W-P-M9, AR2204C,
AR2220, AR2220L, AR2220E, AR2240C, AR200 series, AR1200 series, AR3200 series, and
AR3600 series support this command.

Format

clock source sourceid slotid/cardid/portid

clock source sourceid [ interface-type ] [ slotid/cardid/portid ] priority priority

undo clock source sourceid

Parameters

Parameter Description Value

sourceid Specifies the index of a
clock source.

The value is an integer
that ranges from 0 to 9.
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Parameter Description Value

interface-type Specifies a clock source
interface type.
NOTE

The interface type can only
be ATM, serial, or Ethernet
interface.

-

slotid/cardid/portid slotid specifies the slot
ID.
cardid specifies the card
ID.
portid specifies the port
number.

-

priority priority Specifies the priority of a
clock source.

The value is an integer
that ranges from 0 to 9.
The default value is 9.
A smaller value indicates
a higher priority of a
clock source.

 

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario

If LPUs have E1/T1 interfaces, an 8 kHz synchronous clock source needs to be
configured.

The 8 kHz synchronous clock source recovered from an uplink voice interface
needs to be sent to the SRU and LPUs as the transmit reference clock of each
voice interface. If the SRU does not receive the 8 kHz synchronous clock source
from LPUs, it sends clock signals generated by the local crystal oscillator to other
cards as the transmit reference clock.

Configuration Impact

If clock signals recovered from multiple interfaces are used as system clock
sources, the clock with highest priority is used as the master clock and other
clocks are used as slave clocks. When the master clock is faulty, a slave clock is
used.

Precautions

A maximum of 10 clock sources can be configured on the device.
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Example
# Configure port 0/0/5 as clock source 1 and set its priority to 5.

<Huawei> system-view
[Huawei] clock source 1 0/0/5
[Huawei] clock source 1 priority 5

# Configure serial 0/0/0 as clock source 1 and set its priority to 1.

[Huawei] clock source 1 serial 0/0/0 priority 1

# Configure serial 0/0/5 as clock source 5 and set its priority to 3. An error
message indicating an invalid port number is displayed.

<Huawei> system-view
[Huawei] clock source 5 serial 0/0/5 priority 3
Error: Port invalid.

Related Topics
4.6.2 display clock source

4.6.2 display clock source

Function
The display clock source command displays information about all clock sources.

NO TE

Only the AR161, AR161G-L, AR161G-Lc, AR161G-U, AR161W, AR169, AR169CVW,
AR169CVW-4B4S, AR169G-L, AR169-P-M9, AR169RW-P-M9, AR169W-P-M9, AR2204C,
AR2220, AR2220L, AR2220E, AR2240C, AR200 series, AR1200 series, AR3200 series, and
AR3600 series support this command.

Format
display clock source

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
You can run the display clock source command to view settings and statuses of
clock sources. Based on the command output, you can determine whether to
reconfigure a clock source.
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Example
# Display information about clock sources.

<Huawei> display clock source
-------------------------------------------------------------------------       
  Index  Config   Type   InterFace           Source      Priority   Output      
   0     NO       ----   NA                  -/-/-          -       ---         
   1     YES      8KHz   Serial              0/0/0          1       FAILED 
   2     NO       ----   NA                  -/-/-          -       ---         
   3     NO       ----   NA                  -/-/-          -       ---         
   4     NO       ----   NA                  -/-/-          -       ---         
   5     NO       ----   NA                  -/-/-          -       ---         
   6     NO       ----   NA                  -/-/-          -       ---         
   7     NO       ----   NA                  -/-/-          -       ---         
   8     NO       ----   NA                  -/-/-          -       ---         
   9     NO       ----   NA                  -/-/-          -       ---         
-------------------------------------------------------------------------   

Table 4-55 Description of the display clock source command output

Item Description

Index Index of a clock source.

Config Whether a clock source is configured:
● YES: A clock source has been

configured.
● NO: No clock source is configured.

Type Frequency of the clock source. Currently,
only the 8 kHz frequency is supported.

Interface Clock source interface type.
NOTE

The interface type can only be ATM, serial, or
Ethernet interface.

Source Port number of the clock source. To
configure a port number of a clock
source, run the clock source command.

Priority Priority of the clock source. To set the
priority of a clock source, run the clock
source command.

Output Status of the clock source:
● SUCCESS: master clock source
● FAILED: slave clock source

 

4.7 Energy-saving Configuration Commands
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4.7.1 als

Function
The als command enables ALS on an interface.

The undo als command disables ALS on an interface.

By default, ALS is disabled on an interface.

Format
als

undo als

Parameters
None

Views
GE interface view, XGE interface view, POS interface view, CPOS interface view

Default Level
2: Configuration level

Usage Guidelines
Only optical interfaces (except PON interfaces) support ALS, and electrical
interfaces do not support ALS.

Example
# Enable ALS on GigabitEthernet1/0/0.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/1] als

Related Topics
4.7.5 display als

4.7.2 als restart

Function
The als restart command manually restarts the laser of an interface.

Format
als restart
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Parameters

None

Views

GE interface view, XGE interface view, POS interface view, CPOS interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

When the laser of an optical module works in manual restart mode, if the faulty
fiber link is recovered, you need to manually open the laser so that the laser sends
one pulse to clear LOS of the optical interface. Then the data communication is
recovered.

Prerequisites

ALS has been enabled on the interface using the 4.7.1 als command and the
restart mode of the laser has been set to manual restart mode using the 4.7.3 als
restart mode command.

Example

# Restart lasers on GigabitEthernet1/0/0 manually.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/0
[Huawei-GigabitEthernet1/0/1] als
[Huawei-GigabitEthernet1/0/1] als restart mode manual
[Huawei-GigabitEthernet1/0/1] als restart

Related Topics
4.7.1 als
4.7.3 als restart mode

4.7.3 als restart mode

Function

The als restart mode command sets the mode of restarting the laser of the
optical module.

By default, a laser works in automatic restart mode.

Format

als restart mode { manual | automatic }
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Parameters

Parameter Description Value

manual Sets the mode of restarting the laser of the optical module to
manual.

-

automatic Sets the mode of restarting the laser of the optical module to
automatic.

-

Views

GE interface view, XGE interface view, POS interface view, CPOS interface view

Default Level

2: Configuration level

Usage Guidelines

The laser of an optical module works in automatic restart mode or manual restart
mode.

● In automatic restart mode, the laser sends pulses at the interval set using the
4.7.4 als restart pulse interval pulse-interval command to detect whether
the link is recovered. The pulse width is set through the 4.7.4 als restart
pulse width pulse-width command.

● In manual restart mode, you must manually start the laser using the 4.7.2 als
restart command so that the laser can send a pulse. The ALS pulse width is
set using the 4.7.4 als restart pulse width pulse-width command.

If the fiber link recovery is detected in time, you can use the manual restart mode
so that the laser can send pulses immediately. Therefore, data communication can
be recovered rapidly.

Example

# Configure lasers on GigabitEthernet1/0/1 to work in manual restart mode.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/1
[Huawei-GigabitEthernet1/0/1] als restart mode manual

Related Topics
4.7.1 als
4.7.2 als restart
4.7.4 als restart pulse
4.7.5 display als
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4.7.4 als restart pulse

Function

The als restart pulse command sets the ALS pulse width or pulse interval for the
laser of an optical module.

By default, the ALS pulse width of the laser is 2s, the ALS pulse interval of the
laser is 100s.

Format

als restart pulse { width pulse-width | interval pulse-interval }

Parameters

Parameter Description Value

width pulse-width Specifies the ALS pulse
width of the laser.

The value is an integer that
ranges from 2 to 200, in
seconds.

interval pulse-
interval

Specifies the ALS pulse
interval of the laser.

The value is an integer that
ranges from 100 to 20000, in
seconds.

Views

GE interface view, XGE interface view, POS interface view, CPOS interface view

Default Level

2: Configuration level

Usage Guidelines

The ALS pulse width refers to the period between rising edges of pulses. A short
ALS pulse width is beneficial for energy saving, but the fiber link recovery cannot
be detected immediately. In contrary, a long ALS pulse width consumes more
power but the fiber link recovery can be detected immediately.

In automatic restart mode, the ALS pulse interval affects the frequency of
detecting the LOS on the interface. A long ALS pulse interval is beneficial for
energy saving, but the fiber link recovery cannot be detected in a timely manner.
In contrary, a short ALS pulse interval wastes power but the fiber link recovery can
be detected immediately.

Example

# Set the ALS pulse width on GigabitEthernet1/0/1 to 3s.
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<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/1
[Huawei-GigabitEthernet1/0/1] als restart pulse width 3

# Set the ALS pulse interval of lasers on GigabitEthernet1/0/1 to 150s.

<Huawei> system-view
[Huawei] interface gigabitethernet 1/0/1
[Huawei-GigabitEthernet1/0/1] als restart pulse interval 150

Related Topics
4.7.1 als
4.7.5 display als

4.7.5 display als

Function

The display als command displays ALS configuration.

Format

display als all

display als interface interface-type interface-number

display als controller cpos cpos-number

Parameters

Parameter Description Value

all Displays ALS configuration on all interfaces. -

interface interface-
type interface-number

Displays ALS configuration on a specified
interface (except a CPOS interface).
● interface-type specifies the interface type.
● interface-number specifies the interface

number.

-

controller cpos cpos-
number

Displays ALS configuration on a specified CPOS
interface. cpos-number specifies the interface
number.

-

Views

All views

Default Level

1: Monitoring level

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 688



Usage Guidelines

None

Example

# Display ALS configuration on GigabitEthernet1/0/0.

<Huawei> display als interface gigabitethernet 1/0/0
Interface                      Mode     Pulse Interval Pulse Width              
GigabitEthernet1/0/0           AUTO     100            2          

Table 4-56 Description of the display als command output

Item Description

Interface Interface type and number.

Mode ALS restart mode.
● AUTO: automatic restart mode.
● MANUAL: manual restart mode.
The ALS restart mode is set to manual
using the 4.7.3 als restart mode
command.

Pulse Interval ALS pulse interval, expressed in
seconds. The ALS pulse interval is set
using the 4.7.4 als restart pulse
interval pulse-interval command.

Pulse Width ALS pulse width, expressed in seconds.
The ALS pulse width is set using the
4.7.4 als restart pulse width pulse-
width command.

 

Related Topics
4.7.1 als
4.7.3 als restart mode
4.7.4 als restart pulse

4.7.6 energy-efficient-ethernet enable

Function

The energy-efficient-ethernet enable command enables the Energy Efficient
Ethernet (EEE) function on an electrical interface.

The undo energy-efficient-ethernet enable command disables the EEE function
on an electrical interface.

By default, EEE is disabled on an electrical interface.
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Format

energy-efficient-ethernet enable

undo energy-efficient-ethernet enable

Parameters
None

Views

Ethernet interface view, GE interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

The system provides power for each interface. Even though an interface is idle, it
consumes the same power as working interfaces. The energy-efficient-ethernet
enable command enables the system to reduce the power on an interface when
the interface is idle and restore the power when the interface starts to transmit
data. This reduces system power consumption.

Prerequisites

If an electrical interface works in non-auto negotiation mode, run the negotiation
auto command to enable auto-negotiation.

Precautions

The EEE function can be configured only on electrical interfaces. Optical interfaces
or combo interfaces do not support the EEE function.

Ethernet electrical interfaces on AR160 series (except AR161, AR161W, AR161G-L,
AR161G-Lc, AR161EW, AR161EW-M1, AR161G-U, AR169, AR169W, AR169EW,
AR169CVW, AR169CVW-4B4S, AR169EGW-L, AR169G-L, and AR169-P-M),
AR1220E, AR1220EV, AR1220EVW, AR1220F, AR2201-48FE, AR2202-48FE,
AR2204-27GE, AR2204-27GE-P, AR2204-51GE-P, AR2204E, AR2240C,
AR2204-51GE, AR2204E-D, AR2204-51GE-R, and AR2204 support the EEE function.

Ethernet electrical interfaces on SRU400 of AR2240 and AR3260 support the EEE
function.

GE electrical interfaces on the 4ES2G-S board support the EEE function.

Example

# Enable the EEE function on electrical interface Eth2/0/0.

<Huawei> system-view
[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] energy-efficient-ethernet enable
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Related Topics
5.2.3 auto speed
5.2.28 negotiation auto

4.7.7 set fan-speed

Function
The set fan-speed command sets the fan speed.

The undo set fan-speed command restores the default fan speed.

By default, the system automatically adjusts the fan speed.

NO TE

The AR100&AR120&AR150&AR160&AR200 series do not support this command.

Format
set fan-speed fan slot-id percent percent

undo set fan-speed fan slot-id

Parameters
Parameter Description Value

fan slot-id Specifies the slot ID of a
fan module.

The value is an integer
and must be set
according to the device
configuration.

percent percent Specifies the percentage
of the current fan speed
to the full fan speed. For
example, if the value is
set to 35, the current fan
speed is 35% of the full
fan speed.

The value is an integer
that ranges from 30 to
100 on the AR1200
series, from 35 to 100 on
the AR2200 series and
AR3200 series.

 

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenario
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The fan speed affects the device temperature. When the device temperature is
high, increase the fan speed to lower the device temperature. When the device
temperature is low, reduce the fan speed to save energy. A proper fan speed
ensures stable device operation.

Precautions

● By default, fans run in automatic mode. In this mode, the system adjusts the
fan speed when detecting that the board temperature increases or decreases.
The automatic mode reduces noises and saves energy without affecting
system running. Therefore, exercise caution when setting the fan speed.

● If multiple fans are installed on a fan tray, all the fans run at the rate
configured by this command.

● There is a 10% error between the fan speed set by the set fan-speed
command and the actual fan speed. For example, if you set the fan speed to
50%, the actual fan speed displayed by the 4.1.7 display fan command is
between 45% and 55% of the full speed.

Example

# Set the fan speed of the fan module in slot 0 to 60%.
<Huawei> system-view
[Huawei] set fan-speed fan 0 percent 60
 Info: Set FAN [0] speed successfully. 

Related Topics
4.1.7 display fan

4.8 PoE Configuration Commands
NO TE

•Currently, the following models and interfaces support PoE function:

● Model: AR207V-P, AR201VW-P; Supporting interface: Ethernet0/0/0–Ethernet0/0/7

● Model: AR151W-P; Supporting interface: Ethernet0/0/0–Ethernet0/0/3

● Model: AR1220V, AR1220W, and AR1220VW; Supporting interface: Ethernet0/0/4–
Ethernet0/0/7

● Model: AR1220EV, AR1220EVW; Supporting interface: GigabitEthernet0/0/4–
GigabitEthernet0/0/7

● Model: AR169-P-M9, AR169W-P-M9, AR169RW-P-M9, AR161FW-P-M5; Supporting
interface: GigabitEthernet0/0/0–GigabitEthernet0/0/3

● Model: AR2204-51GE-P, AR2204-48GE-P, AR2204XE and AR2204-27GE-P; Supporting
interface: GigabitEthernet0/0/3–GigabitEthernet0/0/10

4.8.1 display poe device

Function

The display poe device command displays information about the device
supporting Power over Ethernet (PoE).
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Format

display poe device

Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Before using the PoE function, run the display poe device command to check
whether the device supports the PoE function. If the command output is displayed,
the device supports the PoE function.

Example

# Display information about the device supporting PoE.

<Huawei> display poe device
slot 0   : POE

Table 4-57 Description of the display poe device command output

Item Description

Slot 0 The device supports PoE.

 

4.8.2 display poe information

Function

The display poe information command displays PoE running information about
the device.

Format

display poe information [ slot slot-id ]
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Parameters

Parameter Description Value

slot slot-id Displays the PoE running
information in a
specified slot.

The value must be set
according to the device
configuration.

 

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

This command displays information including the maximum output power set by
the user, current power consumption, peak power consumption, and power
management mode.

Example

# Display the PoE running information about the device.

<Huawei> display poe information
 PSE information of slot : 0                                                                                                        
     Power max        value(mW) : 148000                                                                                            
     Power peak       value(mW) : 0                                                                                                 
     Power current    value(mW) : 0                                                                                                 
     Total reference  power(mW) : 0                                                                                                 
     Power high inrush     : Disable                                                                                                
     Power management mode : Auto                                                                                                   
                                                                                                                                    
 PSE information of slot : 1                                                                                                        
     Power max        value(mW) : 148000                                                                                            
     Power peak       value(mW) : 22896                                                                                             
     Power current    value(mW) : 21600                                                                                             
     Total reference  power(mW) : 53200                                                                                             
     Power high inrush     : Disable                                                                                                
     Power management mode : Auto 

Table 4-58 Description of the display poe information command output

Item Description

Power max
value(mW)

Maximum power set for a board.
To set the value, run the 4.8.10 poe max-power
command.

Power peak
value(mW)

Peak power consumption of a board.
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Item Description

Power current
value(mW)

Current power consumption of a board.

Total reference
power(mW)

Total reference power of all PDs connected to a board.

Power High Inrush State of power high inrush function, including enabled
and disabled state. By default, the power high inrush
function is in disabled state.

Power management
mode

Power management mode, including auto and manual
modes.
To set the mode, run the 4.8.12 poe power-
management command.

 

Related Topics
4.8.10 poe max-power
4.8.12 poe power-management

4.8.3 display poe power

Function
The display poe power command displays current power information on
interfaces.

Format
display poe power { slot slot-id | interface interface-type interface-number }

Parameters
Parameter Description Value

slot slot-id Displays the power
information about all
interfaces supporting
PoE in a specified slot.

The value is an integer,
and the value range
depends on the device
configuration.
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Parameter Description Value

interface interface-type
interface-number

Displays the PoE power
information about a
specified interface.
● interface-type

specifies the interface
type.

● interface-number
specifies the interface
number.

-

 

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

The display poe power command displays information including the current
actual power, maximum output power set for an interface, and class, reference
power, and average power of PDs on the interface.

Example

# Display the output power of all the interfaces on the board in slot 0.
<Huawei> display poe power slot 0
Codes: REFPW(Reference power), USMPW(User set max power),                       
       CURPW(Current power), PKPW(Peak power),AVGPW(Average power)              
                                                                                
PortName               Class  REFPW(mW) USMPW(mW) CURPW(mW) PKPW(mW)  AVGPW(mW) 
--------------------------------------------------------------------------------
Ethernet0/0/4          -      -         37000     0         0         0         
Ethernet0/0/5          -      -         37000     0         0         0         
Ethernet0/0/6          -      -         37000     0         0         0         
Ethernet0/0/7          -      -         37000     0         0         0   

Table 4-59 Description of the display poe power slot command output

Item Description

PortName Name of an interface.

Class Class of a PD on an interface.
The system classifies PDs into five classes, namely, class
0 to class 4, according to their maximum power. If no
PDs is connected to interface, "-" is displayed.
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Item Description

REFPW(mW) Reference power of a PD.
The system can identify the reference power of each
PD. The value varies according to types of PDs. The
mapping between PD classes and the reference power
is as follows:
● 0: reference power 15.4 W
● 1: reference power 4 W
● 2: reference power 7 W
● 3: reference power 15.4 W
● 4: reference power 37 W

USMPW(mW) Maximum output power set for an interface.
To set the value, run the 4.8.11 poe power command.

CURPW(mW) Current power of the PDs on an interface.

PKPW(mW) Peak power of the PDs on an interface.
The value is a statistical value, which equals the
current maximum power consumption of the PDs on
the interface.

AVGPW(mW) Average power of the PDs on an interface.
The value is a statistical value, which equals the
average power consumption from the power-on of the
interface till now.

 

# Display the output power of interface Eth0/0/4.
<Huawei> display poe power interface ethernet 0/0/4
Port PD           class     : -                                                 
Port PD           power(mW) : 200                                               
Port PD peak      power(mW) : 0                                                 
Port PD average   power(mW) : 0                                                 
Port PD reference power(mW) : -                                                 
Port user set max power(mW) : 37000 

Table 4-60 Description of the display poe power interface command output

Item Description

Port PD power(mW) Output power of an interface.

Port PD class Class of a PD on an interface.
The system classifies PDs into five classes, namely, class
0 to class 4, according to their maximum power.
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Item Description

Port PD reference
power(mW)

Reference power of a PD.
The system can identify the reference power of each
PD. The value varies according to types of PDs. The
mapping between PD classes and the reference power
is as follows:
● 0: reference power 15.4 W
● 1: reference power 4 W
● 2: reference power 7 W
● 3: reference power 15.4 W
● 4: reference power 37 W

Port user set max
power(mW)

Maximum output power set for an interface.
To set the value, run the 4.8.11 poe power command.

Port PD peak
power(mW)

Peak power of the PDs on an interface.
The value is a statistical value, which equals the
current maximum power consumption of the PDs on
the interface.

Port PD average
power(mW)

Average power of the PDs on an interface.
The value is a statistical value, which equals the
average power consumption from the power-on of the
interface till now.

 

Related Topics
4.8.1 display poe device
4.8.11 poe power
4.8.6 poe enable

4.8.4 display poe power-state

Function
The display poe power-state command displays the PoE power supply status of a
device.

Format
display poe power-state { slot slot-id | interface interface-type interface-
number }
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Parameters
Parameter Description Value

slot slot-id Displays the power
supply status of
interfaces supporting
PoE in a specified slot.

The value is an integer,
and the value range
depends on the device
configuration.

interface interface-type
interface-number

Displays the PoE power
supply status of a
specified interface.
● interface-type

specifies the interface
type.

● interface-number
specifies the interface
number.

-

 

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
The display poe power-state command displays information including whether
an interface is enabled to check compatibility of non-standard PDs, power supply
status on of an interface, class of PDs on an interface, power supply priority, and
maximum output power of an interface.

Example
# Display the PoE power supply status of Ethernet 0/0/4.
<Huawei> display poe power-state interface ethernet 0/0/4
 Port legacy detect           : Disable                                         
 Port power enabled           : Enable                                          
 Port power ON/OFF            : Off                                             
 Port power status            : Detecting                                       
 Port PD class                : -                                               
 Port reference power(mW)     : -                                               
 Port power priority          : Low                                             
 Port max power(mW)           : 30000                                           
 Port current power(mW)       : 0                                               
 Port peak power(mW)          : 0                                               
 Port average power(mW)       : 0                                               
 Port current(mA)             : 0.0                                             
 Port voltage(V)              : 0.0                                             
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Table 4-61 Description of the display poe power-state interface command output

Item Description

Port legacy detect Whether an interface is enabled to check compatibility
of non-standard PDs.
To enable an interface to check compatibility of non-
standard PDs, run the poe legacy enable command.

Port power enabled Whether PoE is enabled on an interface.
To enable PoE on an interface, run the poe enable
command.

Port power ON/OFF Whether the interface is powered on.
● On: indicates that the interface is powered on.
● Off: indicates that the interface is powered off.

Port power status Power supply status of an interface. The status can be:
● Test mode: indicates the testing state.
● Detecting: indicates the detection state.
● Disabled: indicates that PoE is disabled on the

interface.
● Chip fault: indicates that the chip of the interface

fails.
● Power-deny: indicates that the reference power is

greater than the maximum output power of an
interface.

● Classification overcurrent: indicates that the current
of the PDs on the interface exceeds the threshold.

● Unknown class: indicates that the class of the PD is
unknown.

● Power overcurrent: indicates that the current of the
PD on the interface exceeds the maximum current
of the interface.

● Power-on failed: indicates that the interface fails to
be powered on.

● Power-ready: indicates that the interface is ready to
be powered on.

● Delivering-power: indicates that the PSE is powering
on the interface.

● Over loaded: indicates that the power is overloaded.
● Power off time range: indicates that the interface is

in the power-off time range.

Port PD class Class of a PD connected to an interface.
The system classifies PDs into five classes, namely, class
0 to class 4, according to their maximum power.
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Item Description

Port reference
power(mW)

Reference power of an interface.
The system can identify the maximum power of a PD,
classify the PD into a certain level, and define the
reference power of each level. The mappings between
PD types and reference power values are:
● 0: reference power 15.4 W
● 1: reference power 4 W
● 2: reference power 7 W
● 3: reference power 15.4 W
● 4: reference power 30 W

Port power priority Power supply priority of an interface. The priority is as
follows:
● Critical: indicates the highest priority.
● High: indicates the second highest priority.
● Low: indicates the lowest priority.
To set the priority, run the 4.8.15 poe priority
command.

Port max power(mW) Maximum output power of an interface.
To set the value, run the 4.8.11 poe power command.

Port current
power(mW)

Current output power of an interface.

Port peak power(mW) Peak output power of an interface.

Port average
power(mW)

Average output power of an interface.

Port current(mA) Output current of an interface.

Port voltage(V) Output voltage of an interface.

 

# Display the PoE power supply status of all the interfaces on the board in slot 0.
<Huawei> display poe power-state slot 0
PortName                 PowerOn/Off  Enabled  Priority Status                  
--------------------------------------------------------------------------------
Ethernet0/0/4            Off          Enable   Low      Detecting               
Ethernet0/0/5            Off          Enable   Low      Detecting               
Ethernet0/0/6            Off          Enable   Low      Detecting               
Ethernet0/0/7            Off          Enable   Low      Detecting 

Table 4-62 Description of the display poe power-state slot command output

Item Description

PortName Name of an interface.
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Item Description

PowerOn/Off Whether the interface is powered on.
● On: indicates that the interface is powered on.
● Off: indicates that the interface is powered off.

Enabled Whether PoE is enabled on an interface.
To enable PoE on an interface, run the poe enable
command.

Priority Power supply priority of an interface. The priority is as
follows:
● Critical: indicates the highest priority.
● High: indicates the second highest priority.
● Low: indicates the lowest priority.
To set the priority, run the 4.8.15 poe priority
command.

Status Power supply status of an interface. The status is
classified into following types:
● Test mode: indicates the testing state.
● Detecting: indicates the detection state.
● Disabled: indicates that PoE is disabled on the

interface.
● Chip fault: indicates that the chip of the interface

fails.
● Power-deny: indicates that the reference power is

greater than the maximum output power of an
interface.

● Classification overcurrent: indicates that the current
of the PDs on the interface exceeds the threshold.

● Unknown class: indicates that the class of the PD is
unknown.

● Power overcurrent: indicates that the current of the
PD on the interface exceeds the maximum current
of the interface.

● Power-on failed: indicates that the interface fails to
be powered on.

● Power-ready: indicates that the interface is ready to
be powered on.

● Delivering-power: indicates that the PSE starts to
power on the interface.

● Over loaded: indicates that the power is overloaded.
● Power off time range: indicates that the interface is

in the power-off time range.
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Related Topics
4.8.9 poe legacy enable
4.8.6 poe enable
4.8.15 poe priority
4.8.11 poe power

4.8.5 display poe-power

Function

The display poe-power command displays information about the PoE power
supply.

Format

display poe-power

Parameters

None

Views

All views

Default Level

1: Monitoring level

Usage Guidelines
The display poe-power displays information including the available total PoE
power, percentage of the reserved power, power alarm threshold, PoE power
backup mode, and PoE power module.

Example

# Display PoE power information.
<Huawei> display poe-power
 Available power value(mW)    : 130000                                          
 Power Utilization-threshold  : 90%                                             
 Reserved power percent       : 20%                                             
 Power backup-mode            : 1+1                                             
 POE power :                                                                  
     Power    value(mW) : 2928                                                  
     Voltage  value(V)  : 48.00                                                 
     Current  value(mA) : 61.00  
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Table 4-63 Description of the display poe-power command output

Item Description

Available power
value(mW)

PoE power that the system can provide.

Power Utilization-
threshold

Alarm threshold percentage of PoE power
consumption.
To set the threshold percentage, run the 4.8.16 poe-
power utilization-threshold command.

Reserved power
percent

Reserved PoE power percentage.
To set the percentage, run the 4.8.14 poe power-
reserved command.

Power backup-mode Specifies the backup mode of PoE power supplies.
Currently, only 1+0 mode is available. To set the 1+0
mode.

PoE Power PoE power.

Power value(mW) Power provided by one PoE power supply module.

Voltage value(V) Current voltage of the PoE power supply. The unit is V.

Current value(mA) Current of the PoE power supply. The unit is mA.

 

Related Topics
4.8.14 poe power-reserved
4.8.16 poe-power utilization-threshold

4.8.6 poe enable

Function

The poe enable command enables the PoE function on an interface.

The undo poe enable command disables the PoE function on an interface.

By default, the PoE function is enabled on an interface.

Format

poe enable

undo poe enable

Parameters

None
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Views
Ethernet interface view, GE interface view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenarios

Before providing power for the PD connected to the interface, ensure the PoE
function on the interface is enabled. IF the PoE function is not enabled, run the
poe enable command to enable the PoE function on the interface.

In automatic mode, the power-on and power-off of interfaces is determined by the
PoE power and interface power priority. When the PoE power is sufficient, the
device does not power off one interface. To stop providing power for one PD, run
the undo poe enable command.

Precautions

Interfaces supporting PoE include:
● Model: AR207V-P, AR201VW-P; Supporting interface: Ethernet0/0/0–

Ethernet0/0/7
● Model: AR151W-P; Supporting interface: Ethernet0/0/0–Ethernet0/0/3
● Model: AR1220V, AR1220W, and AR1220VW; Supporting interface:

Ethernet0/0/4–Ethernet0/0/7
● Model: AR1220EV, AR1220EVW; Supporting interface: GigabitEthernet0/0/4–

GigabitEthernet0/0/7
● Model: AR169-P-M9, AR169W-P-M9, AR169RW-P-M9, AR161FW-P-M5;

Supporting interface: GigabitEthernet0/0/0–GigabitEthernet0/0/3
● Model: AR2204-51GE-P, AR2204-48GE-P, AR2204XE and AR2204-27GE-P;

Supporting interface: GigabitEthernet0/0/3–GigabitEthernet0/0/10

Example
# Disable the PoE function on Ethernet0/0/4.
<Huawei> system-view
[Huawei] interface ethernet 0/0/4
[Huawei-Ethernet0/0/4] undo poe enable
Warning: This operation will power off PD of this port.Continue?[Y/N]:y         

Related Topics
4.8.4 display poe power-state

4.8.7 poe force-power enable

Function
The poe force-power enable command enables forcible PoE power supply.
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The undo poe force-power enable command disables forcible PoE power supply.

By default, forcible PoE power supply is disabled.

Format
poe force-power enable

undo poe force-power enable

Parameters
None

Views
Ethernet interface view, GE interface view

Default Level
2: Configuration level

Usage Guidelines
If the system power is sufficient and a non-standard PD is connected to the router,
run the poe force-power enable command on the port connected to this PD to
provide power to the PD when the router cannot detect the PD.

Example
# Enable forcible PoE power supply.

<Huawei> system-view
[Huawei] interface ethernet 2/0/0
[Huawei-Ethernet2/0/0] poe force-power enable

4.8.8 poe { power-off | power-on } interface

Function
The poe { power-off | power-on } interface command manually powers on or
powers off the PD of an interface.

Format
poe { power-off | power-on } interface interface-type interface-number

Parameters
Parameter Description Value

power-off Powers off an interface. -

power-on Powers on an interface. -
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Parameter Description Value

interface-type interface-
number

Specifies the type and
number of the interface
that needs to be
powered on or powered
off manually.

-

 

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenarios

In manual power management mode, run the poe { power-off | power-on }
interface command to power on or power off interfaces. To check whether the
command runs successfully, run the 4.8.4 display poe power-state command.

Precautions

When the available power of the device is insufficient and the device cannot
provide power for a new PD, the poe power-on interface command is invalid.

Pre-configuration Tasks

Before powering on or powering off an interface, ensure that:

● The power management mode has been in manual mode through running
the 4.8.12 poe power-management command.

● PDs have been connected to the interface.
● The PoE function of the interface has been enabled.
● The classification of the PDs connected to the interface has finished and the

PDs have been ready for being powered on.

Example
# Manually power on Ethernet 0/0/4 interface.
<Huawei> system-view
[Huawei] poe power-on interface ethernet 0/0/4
Info: Succeeded in powering on the PD of port Ethernet0/0/4.

Related Topics
4.8.12 poe power-management
4.8.4 display poe power-state
4.8.3 display poe power
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4.8.9 poe legacy enable

Function
The poe legacy enable command enables the power sourcing equipment (PSE) to
check the compatibility of the power device (PD).

The undo poe legacy enable command disables the PSE from checking the
compatibility of the PD.

By default, the PSE does not check the capability of the PD.

Format
poe legacy enable

undo poe legacy enable

Parameters
None

Views
Ethernet interface view, GE interface view

Default Level
2: Configuration level

Usage Guidelines
When compatibility check is enabled, the device can detect and provide power for
the PD that does not comply with the 802.3af or 802.3at standard. If compatibility
check is not enabled, the device cannot detect and provide power for the non-
standard PD.

Example
# Enable Ethernet0/0/4 to check the compatibility of the PD.
<Huawei> system-view
[Huawei] interface ethernet 0/0/4
[Huawei-Ethernet0/0/4] poe legacy enable
 

Related Topics
4.8.4 display poe power-state

4.8.10 poe max-power

Function
The poe max-power command sets the maximum output power of a device.
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The undo poe max-power command restores the maximum output power of a
device to the default value.

By default, the maximum output power of a device depends on the power of the
PoE power supply provided by the system.

Format
poe slot slot-id max-power max-power

undo poe max-power slot slot-id

Parameters

Parameter Description Value

max-power Specifies the maximum
output power of a
device.

The value is an integer
from 0 to X, in mW. X
indicates the total sum
of maximum power of
all interfaces in the
specified slot.

slot slot-id Specifies the slot ID of a
PoE card.

The value range depends
on the device
configuration.

 

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenarios

By default, the system automatically obtains the maximum PoE power supported
by the device. You can run the poe max-power command to set the maximum
output power to ensure stable PoE power supply when the total power of the
device is insufficient.

Precautions

If the maximum output power that you set is smaller than the total power
required by PDs, PDs with lower priority are powered off or cannot be powered on
manually.

Example
# Set the maximum output power of the device to 100000 mW.
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<Huawei> system-view
[Huawei] poe slot 0 max-power 100000
Warning: This operation may power off some PD. Continue?[Y/N]:y

Related Topics
4.8.5 display poe-power
4.8.11 poe power

4.8.11 poe power

Function
The poe power command sets the maximum output power of an interface.

The undo poe power command restores the default maximum output power of
an interface.

By default, the maximum output power of an interface is 30000 mW.

Format
poe power port-max-power

undo poe power

Parameters

Parameter Description Value

port-max-power Specifies the maximum
output power of an
interface.

The value is an integer
that ranges from 0 to
60000, in mW.

 

Views
Ethernet interface view, GE interface view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenarios

The PD negotiation power may be different from the power required by some
non-standard PDs or PDs that cannot be classified. You can run the poe power
command to set the maximum output power of the interface, which prevents
power overload for PDs and saves energy.

Prerequisites
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The PoE function has been enabled on the interface using the 4.8.6 poe enable
command.

Example

# Set the maximum output power of Ethernet0/0/4 to 20000 mW.
<Huawei> system-view
[Huawei] interface ethernet 0/0/4
[Huawei-Ethernet0/0/4] poe power 20000
Warning: This operation may power off the PD of this port.Continue?[Y/N]:y      
Info: Succeed in setting maximum power of port. 

Related Topics
4.8.4 display poe power-state
4.8.10 poe max-power

4.8.12 poe power-management

Function

The poe power-management command sets the power management mode of
the device.

The undo poe power-management command restores the default power
management mode of the device.

By default, the device uses the automatic power management mode.

Format

poe power-management { auto | manual } slot slot-id

undo poe power-management slot slot-id

Parameters

Parameter Description Value

auto Specifies the power
management mode to
automatic mode.

-

manual Specifies the power
management mode to
manual mode.

-

slot slot-id Specifies the slot ID of a
board.

The value is an integer,
and the value range
depends on the device
configuration.
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Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenarios

In automatic power management mode, the device first provides power for the
interfaces with higher priority and powers off the interfaces of lower priority when
the power is insufficient. When the power is sufficient, all interfaces connected to
PDs are powered on. To stop providing power for some interfaces, run the undo
poe enable command to disable the PoE function on the interfaces. If the PoE
function is enabled and disabled frequently, faults may occur on the interfaces. To
prevent the faults, you can set the power management mode to manual mode. In
manual mode, the power-on and power-off of an interface are controlled
manually and not affected by the interface power priority.

Precautions

● If all the interfaces are of the same priority, the power supply priority of the
interface with a smaller interface number is higher in automatic mode.

● You can view the power management mode by running the 4.8.2 display poe
information command.

Example
# Set the power management mode of the board in slot 0 to manual mode.
<Huawei> system-view
[Huawei] poe power-management manual slot 0

Related Topics
4.8.2 display poe information

4.8.13 poe power-off time-range

Function
The poe power-off time-range command makes a configured PoE power-off time
range effective on an interface.

The undo poe power-off time-range command cancels the configuration.

By default, a device is not configured with PoE power-off time range.

Format
poe power-off time-range time-range-name

undo poe power-off time-range
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Parameters

Parameter Description Value

time-range-name Specifies a name for a
PoE power-off time
range. The time unit is
minutes.

The value is a string of 1
to 32 case-sensitive
characters and must
begin with a letter. In
addition, the word all
cannot be specified as a
time range name.

 

Views

Ethernet interface view, GE interface view

Default Level

2: Configuration level

Usage Guidelines

Usage Scenario

The poe power-off time-range command makes a PoE power-off time range set
in the system view effective on an interface. If the current time is within the
specified time range, the PD connected to the interface cannot be powered on.

The undo poe power-off time-range command cancels the configuration. The
time range does not take effect on the PD connected to the interface; however,
the configuration of the time range is still saved.

NO TE

The poe power-off time-range command is only applied to automatic power management
mode.

Pre-configuration Tasks

Before running the poe power-off time-range command, you must ensure a PoE
power-off time range has been configured through running the time-range
command in the system view.

Example

# Configure a PoE power-off time range from 10:00 to 11:00 for PDs connected to
Ethernet0/0/4.
<Huawei> system-view
[Huawei] time-range PoE 10:00 to 11:00 daily
[Huawei] interface ethernet 0/0/4
[Huawei-Ethernet0/0/4] poe power-off time-range PoE
Warning: Do you want to set the power off time range "PoE"?[Y/N]:y 
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Related Topics
19.7.24 time-range

4.8.14 poe power-reserved

Function
The poe power-reserved command sets the percentage of the reserved PoE
power against the total PoE power.

The undo poe power-reserved command restores the default percentage of the
reserved PoE power against the total PoE power.

By default, 20% of the total power is reserved.

Format
poe power-reserved power-reserved

undo poe power-reserved

Parameters
Parameter Description Value

power-reserved Specifies the percentage
of the reserved PoE
power against the
available PoE power.

The value is an integer
that ranges from 0 to
100, in percentage.
The default value is 20.

 

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenarios

The device can dynamically allocate power to each interface according to the
power consumption of each interface. The power consumption of a PD keeps
changing when the PD is running. The system periodically calculates the total
power consumption of all the PDs. If the total power consumption exceeds the
upper threshold of the device, the system cuts off the power of the PDs on the
interfaces of low priority to ensure that other PDs can run normally.

Sometimes, however, the power consumption increases sharply and the available
power of the system cannot support the burst increase of power. At this time, the
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system has not calculated and found that the total power consumption exceeded
the upper threshold; therefore, the system does not cut off power low-priority
interfaces in time. As a result, the PoE power supply is shut down for overload
protection, and all PDs are powered off.

This problem can be solved by running the poe power-reserved command to set
proper reserved power. When there is a burst increase in power consumption, the
reserved power can support the system running. Then the system has time to
power off interfaces of low priority to ensure stable running of other PDs.

Precautions

● The reserved power should not be set greater than 20%. If the reserved PoE
power is greater than 20% of the total PoE power, the power capacity of the
device is affected.

Example
# Set the percentage of reserved PoE power to the total PoE power to 30%.

<Huawei> system-view
[Huawei] poe power-reserved 30
Warning: This operation may power off some PD.Continue?[Y/N]:y

Related Topics
4.8.10 poe max-power
4.8.5 display poe-power

4.8.15 poe priority

Function
The poe priority command sets the power priority of a PoE interface.

The undo poe priority command restores the default power priority of a PoE
interface.

By default, the power supply priority of an interface is low.

Format
poe priority { critical | high | low }

undo poe priority

Parameters

Parameter Description Value

critical Indicates the highest
priority.

-

high Indicates the second
highest priority.

-
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Parameter Description Value

low Indicates the lowest
priority.

-

 

Views

Ethernet interface view, GE interface view

Default Level

2: Configuration level

Usage Guidelines

When the output power of a device is insufficient, the device in automatic power
management mode provides power for the interfaces of the higher power supply
priorities first and cuts off power of the interfaces of the lower power supply
priorities. If all the interfaces are of the same priority, the power supply priority of
the interface with a smaller slot number is higher. If all the interfaces are of the
same slot number, the power supply priority of the interface with a smaller
interface number is higher.

Example

# Set the power supply priority of Ethernet0/0/4 to critical.
<Huawei> system-view
[Huawei] interface ethernet 0/0/4
[Huawei-Ethernet0/0/4] poe priority critical
Warning: This operation may power off some PD with lower priority.Continue?[Y/N]:y 

Related Topics
4.8.12 poe power-management

4.8.16 poe-power utilization-threshold

Function

The poe-power utilization-threshold command sets the alarm threshold of the
PoE power consumption.

The undo poe-power utilization-threshold command restores the default alarm
threshold of the PoE power consumption.

By default, the alarm threshold percentage is 90%.

Format

poe-power utilization-threshold threshold-value

undo poe-power utilization-threshold
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Parameters
Parameter Description Value

threshold-value Specifies the percentage
of the PoE power
consumption to the total
PoE power.

The value is an integer,
in percentage. It is
limited by the
percentage of the
reserved PoE power to
the total PoE power.
The default value is 90.

 

Views
System view

Default Level
2: Configuration level

Usage Guidelines
Usage Scenarios

You can use the poe-power utilization-threshold command to set the alarm
threshold of the PoE power consumption. When the total power consumed by PDs
exceeds the configured upper limit, an alarm is generated to notify users of this
event. If the total PoE power is 1600 W and the alarm threshold of the PoE power
consumption is 90%, when the power consumption is greater than 1440 W, an
alarm that the PoE power consumption exceeds the threshold is generated. When
the power consumption is recovered to less than 1440 W, an alarm that the PoE
power consumption is recovered is generated.

Precautions

Example
# Set the alarm threshold of the PoE power consumption to 80%.

<Huawei> system-view
[Huawei] poe-power utilization-threshold 80

Related Topics
4.8.14 poe power-reserved
4.8.5 display poe-power
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4.9 OIDS Configuration Commands
NO TE

Only V200R010C10 and later versions support this function.
Only the AR3200 series, AR2220-AC, AR2220-DC, AR2240, and AR2240C support this function.

4.9.1 collect oids database file to system-master

Function
The collect oids database file to system-master command saves OIDS database
files to the active MPU.

Format
collect oids database file to system-master

Parameters
None

Views
System view

Default Level
3: Management level

Usage Guidelines
Application Scenarios

After the OIDS function is enabled, the device saves the collected data and fault
diagnosis results to database files on the active MPU. When you query OIDS data,
the device reads the OIDS database files stored on the active MPU. For a dual-
MPU, the device cannot read OIDS database files on the standby MPU. This means
that, if an active/standby MPU switchover occurs, you cannot query the OIDS
database files on the current standby MPU. In this case, you need to save the
OIDS database files on the standby MPU to the active MPU, and then view OIDS
data in the files. Otherwise, you may view incomplete OIDS data.

After the collect oids database file to system-master command is executed, the
device deletes the previously collected OIDS database files saved on the active
MPU, and then saves OIDS database files on all standby MPUs to the active MPU.
If standby MPUs are not installed or registered, the device deletes only the
previously collected OIDS database files saved on the active MPU.

Precautions

The contents of OIDS database files cannot be manually modified.
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Before running the collect oids database file to system-master command,
ensure that the active MPU has sufficient space. To check the available storage
space on the device, run the dir command. If the storage space is insufficient, run
the delete command to delete unnecessary files.

Example
# Save OIDS database files to the active MPU.

<Huawei> system-view
[Huawei] collect oids database file to system-master
Warning: After the command is run, the files in the directory sd1:/oids/gather will be deleted. Continue? 
[Y/N]:y

4.9.2 display oids current-event

Function
The display oids current-event command displays information about OIDS events
generated after the device starts.

Format
display oids current-event

Parameters
None

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
After the OIDS monitoring function is enabled, the device periodically collects and
saves diagnosis object attribute data to database files based on diagnosis types,
diagnosis objects, and diagnosis object attributes. The OIDS module sends key
performance indicator (KPI) data to each service module based on the collected
diagnosis object attribute data. Service modules compare the KPI data with the
defined threshold range to determine whether to generate an event. If a service
module generates an event, it sends the event information to the OIDS module,
which then records the information to database files. For details about OIDS
events supported by the device, descriptions, and causes, see Appendix 2 OIDS
Events Supported by the Device.

To check information about OIDS events generated after the device starts, run the
display oids current-event command. To view OIDS events generated within a
specified period or OIDS events of a specified type, run the display oids history-
event command. To view OIDS event information registered on a device, run the
display oids register-event command.
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Example
# Display OIDS event information generated on the MPU after the device starts.

<Huawei> display oids current-event
Slot: 0 
------------------------------------------------
Event name    : CPU Usage High
Object name   : CPU
Attribute name: CPU Usage
State value   : 95%
Begin time    : 2020-02-23 16:08:59
End time      : 2020-02-23 16:08:59
------------------------------------------------
 
Info: At most 100 events that have been processed since each board starts can be displayed for this board. 
All events that have not been processed will also be displayed.

Table 4-64 Output description of the display oids current-event command

Item Description

Slot Slot ID.

Event name Event name.

Object name Name of a diagnosis object.

Attribute name Name of a diagnosis object attribute.

State value Diagnosis object attribute value when
an event occurs.

Begin time Start time of an event.

End time End time of an event.

 

4.9.3 display oids history-event

Function
The display oids current-event command displays information about OIDS events
generated after the device starts.

Format
display oids history-event [ type type-name [ { object-index object-index |
object-name object-name } [ { attribute-index attribute-index | attribute-name
attribute-name } ] ] ] [ slot slot-id ] [ { before | after } date-time time date ]
[ period { 1h | 24h } ]
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Parameters
Parameter Description Value

type type-name Specifies a diagnosis
type name.

The value is of the
enumerated type:
● cpu: CPU diagnosis

type.
● memory: memory

diagnosis type.

object-index object-
index

Specifies a diagnosis
object index.

Run the display oids
register-status
command to view the
diagnosis objects and
diagnosis object
attributes supported by
the device. For details,
see Appendix 1 OIDS
Monitoring Items
Supported by the Device.

object-name object-
name

Specifies a diagnosis
object name.

attribute-index
attribute-index

Specifies a diagnosis
object attribute index.

attribute-name
attribute-name

Specifies a diagnosis
object attribute name.

slot slot-id Specifies a slot ID. The value depends on
the device configuration.

before Displays OIDS events
generated before the
specified time.

-

after Displays OIDS events
generated after the
specified time.

-

date-time time date Specifies a time value. time is in HH:MM:SS
format and ranges from
00:00:00 to 23:59:59.
date is in YYYY-MM-DD
format and ranges from
2000-1-1 to 2099-12-31.

period { 1h | 24h } Specifies the period
during which OIDS
events need to be
displayed.

If period is not specified,
OIDS events generated
within 1 hour before or
after the current time
are displayed by default.

 

Views
All views

Default Level
1: Monitoring level
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Usage Guidelines

Application Scenarios

After the OIDS monitoring function is enabled, the device periodically collects and
saves diagnosis object attribute data to database files based on diagnosis types,
diagnosis objects, and diagnosis object attributes. The OIDS module sends key
performance indicator (KPI) data to each service module based on the collected
diagnosis object attribute data. Service modules compare the KPI data with the
defined threshold range to determine whether to generate an event. If a service
module generates an event, it sends the event information to the OIDS module,
which then records the information to database files. For details about OIDS
events supported by the device, descriptions, and causes, see Appendix 2 OIDS
Events Supported by the Device.

You can run the display oids history-event command to view OIDS events
generated within a specified period or OIDS events of a specified type. To view
OIDS events generated after the device starts, run the display oids current-event
command. To view OIDS events registered on a device, run the display oids
history-event command.

Precautions

If no time parameter is specified in the display oids history-event command,
OIDS events generated within 1 hour before the current time are displayed by
default.

For a dual-MPU, you are advised to run the collect oids database file to system-
master command to collect OIDS database files to the active MPU before viewing
OIDS monitoring and diagnosis results within a period of time.

Example

# Display OIDS events generated within 1 hour before 17:00:00 on February 20,
2020.

<Huawei> display oids history-event before date-time 17:00:00 2020-02-20 period 1h
----------------------------------------------------------------------
Slot       : 0
ObjectName : CPU
AttrName   : CPU Usage
Event      : CPU Usage High
Time       : 2020-02-20 16:35:11
State value: 93%
----------------------------------------------------------------------

Table 4-65 Output description of the display oids history-event command

Item Description

Slot Slot ID.

ObjectName Name of a diagnosis object.

AttrName Name of a diagnosis object attribute.

Event Event name.
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Item Description

Time Time when an event occurs.

State value Diagnosis object attribute value when
an event occurs.

 

4.9.4 display oids monitor current-fault

Function
The display oids monitor current-fault command displays OIDS monitoring
information that triggers abnormal events at the current time.

NO TE

When the OIDS monitoring function is disabled, run the display oids monitor current-fault
command to display the latest OIDS monitoring information that triggers abnormal events
previously.

Format
display oids monitor current-fault [ type type-name [ { object-index object-
index | object-name object-name } [ { attribute-index attribute-index | attribute-
name attribute-name } ] ] ]

Parameters
Parameter Description Value

type type-name Specifies a diagnosis
type name.

The value is of the
enumerated type:
● cpu: CPU diagnosis

type.
● memory: memory

diagnosis type.

object-index object-
index

Specifies a diagnosis
object index.

Run the display oids
register-status
command to view the
diagnosis objects and
diagnosis object
attributes supported by
the device. For details,
see Appendix 1 OIDS
Monitoring Items
Supported by the Device.

object-name object-
name

Specifies a diagnosis
object name.

attribute-index
attribute-index

Specifies a diagnosis
object attribute index.

attribute-name
attribute-name

Specifies a diagnosis
object attribute name.

 

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 723



Views
All views

Default Level
1: Monitoring level

Usage Guidelines
After the OIDS monitoring function is enabled, the device periodically collects and
saves diagnosis object attribute data to database files based on diagnosis types,
diagnosis objects, and diagnosis object attributes. The OIDS module sends key
performance indicator (KPI) data to each service module based on the collected
diagnosis object attribute data. The service module determines whether to
generate an event for the KPI data based on the internal threshold range. If a
service module generates an event, it sends the event information to the OIDS
module. The OIDS module records the event in database files and sets diagnosis
object attributes of abnormal events to Abnormal.

You can run the display oids monitor current-fault command to check attributes
in the Abnormal state and the faulty services. To view detailed OIDS monitoring
information recorded on the device, run the display oids monitor status
command.

Example
# Display OIDS monitoring information that triggers abnormal events at the
current time.

<Huawei> display oids monitor current-fault
Slot Type-name  Object-name         Attribute-name      Status 
----------------------------------------------------------------- 
15   CPU        CPU                 CPU_Usage           Abnormal
15   Memory     Memory              Memory_Usage        Abnormal                                     

Table 4-66 Output description of the display oids monitor current-fault
command

Item Description

Slot Slot ID.

Type-name Diagnosis type.

Object-name Name of a diagnosis object.

Attribute-name Name of a diagnosis object attribute.

Status Faulty state.
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4.9.5 display oids monitor kpi

Function
The display oids monitor kpi command displays KPI information generated
within a certain period.

Format
display oids monitor kpi { data | graph } type type-name { object-index object-
index | object-name object-name } { attribute-index attribute-index | attribute-
name attribute-name } slot slot-id [ period { 60min | 24h | 72h } { before |
after } date-time time date ]

Parameters
Parameter Description Value

data Displays KPI information
in data format.

-

graph Displays KPI information
in graph format.

-

type type-name Specifies a diagnosis
type name.

The value is of the
enumerated type:
● cpu: CPU diagnosis

type.
● memory: memory

diagnosis type.

object-index object-
index

Specifies a diagnosis
object index.

Run the display oids
register-status
command to view the
diagnosis objects and
diagnosis object
attributes supported by
the device. For details,
see Appendix 1 OIDS
Monitoring Items
Supported by the Device.

object-name object-
name

Specifies a diagnosis
object name.

attribute-index
attribute-index

Specifies a diagnosis
object attribute index.

attribute-name
attribute-name

Specifies a diagnosis
object attribute name.

slot slot-id Specifies a slot ID. The value depends on
the device configuration.

period { 60min | 24h |
72h }

Specifies the period
during which KPI
information needs to be
displayed.

If period is not specified,
KPI monitoring
information generated
60 minutes before the
current time is displayed
by default.
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Parameter Description Value

before Displays KPI information
generated before the
specified time.

-

after Displays KPI information
generated after the
specified time.

-

date-time time date Specifies a time value. time is in HH:MM:SS
format and ranges from
00:00:00 to 23:59:59.
date is in YYYY-MM-DD
format and ranges from
2000-1-1 to 2099-12-31.

 

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

Application Scenarios

After the OIDS monitoring function is enabled, the device periodically collects and
saves diagnosis object attribute data to database files based on diagnosis types,
diagnosis objects, and diagnosis object attributes. The OIDS module sends key
performance indicator (KPI) data to each service module based on the collected
diagnosis object attribute data. The service module determines whether to
generate an event for the KPI data based on the internal threshold range. If a
service module generates an event, it sends the event information to the OIDS
module. The OIDS module records the event in database files and sets diagnosis
object attributes of abnormal events to Abnormal.

You can run the display oids monitor kpi command to query KPI information
recorded on the device in data or graph format to quickly identify and rectify
faults.

Precautions

For a dual-MPU, you are advised to run the collect oids database file to system-
master command to collect OIDS database files to the active MPU before viewing
OIDS monitoring and diagnosis results within a period of time.

The contents of OIDS database files cannot be manually modified.
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Example
# Display KPI information with Type set to CPU, Object index set to 0, and
Attribute index set to 0 in slot 0 60 minutes after 07:47:12 on March 10, 2020.

<Huawei> display oids monitor kpi data type cpu object-index 0 attribute-index 0 slot 0 period 60min 
after date-time 07:48:00 2020-03-10

Object name: CPU
Attribute name: CPU_Usage
Slot: 0

------------------------------------------------------------------------------------------------
Time                                    Average                 Maximum                 Status
------------------------------------------------------------------------------------------------
2020-03-10 07:47:12-2020-03-10 07:48:12 90%                     90%                     abnormal
2020-03-10 07:48:12-2020-03-10 07:49:12 90%                     90%                     abnormal
2020-03-10 07:49:12-2020-03-10 07:50:12 90%                     90%                     abnormal
2020-03-10 07:50:12-2020-03-10 07:51:12 90%                     90%                     abnormal
2020-03-10 07:51:12-2020-03-10 07:52:12 90%                     90%                     abnormal
2020-03-10 07:52:12-2020-03-10 07:53:12 90%                     90%                     abnormal
2020-03-10 07:53:12-2020-03-10 07:54:12 90%                     90%                     abnormal
2020-03-10 07:54:12-2020-03-10 07:55:12 85%                     85%                     abnormal
2020-03-10 07:55:12-2020-03-10 07:56:12 85%                     85%                     abnormal
2020-03-10 07:56:12-2020-03-10 07:57:12 85%                     85%                     abnormal
2020-03-10 07:57:12-2020-03-10 07:58:12 85%                     85%                     abnormal
2020-03-10 07:58:12-2020-03-10 07:59:12 85%                     85%                     abnormal
2020-03-10 07:59:12-2020-03-10 08:00:12 85%                     85%                     abnormal
2020-03-10 08:00:12-2020-03-10 08:01:12 85%                     85%                     abnormal
2020-03-10 08:01:12-2020-03-10 08:02:12 85%                     85%                     abnormal
2020-03-10 08:02:12-2020-03-10 08:03:12 85%                     85%                     abnormal
2020-03-10 08:03:12-2020-03-10 08:04:12 85%                     85%                     abnormal
2020-03-10 08:04:12-2020-03-10 08:05:12 85%                     85%                     abnormal
2020-03-10 08:05:12-2020-03-10 08:06:12 85%                     85%                     abnormal
2020-03-10 08:06:12-2020-03-10 08:07:12 85%                     85%                     abnormal
2020-03-10 08:07:12-2020-03-10 08:08:12 85%                     85%                     abnormal
2020-03-10 08:08:12-2020-03-10 08:09:12 85%                     85%                     abnormal
2020-03-10 08:09:12-2020-03-10 08:10:12 86%                     86%                     abnormal
2020-03-10 08:10:12-2020-03-10 08:11:12 86%                     86%                     abnormal
2020-03-10 08:11:12-2020-03-10 08:12:12 86%                     86%                     abnormal
2020-03-10 08:12:12-2020-03-10 08:13:12 86%                     86%                     abnormal
2020-03-10 08:13:12-2020-03-10 08:14:12 86%                     86%                     abnormal
2020-03-10 08:14:12-2020-03-10 08:15:12 86%                     86%                     abnormal
2020-03-10 08:15:12-2020-03-10 08:16:12 86%                     86%                     abnormal
2020-03-10 08:16:12-2020-03-10 08:17:12 86%                     86%                     abnormal
2020-03-10 08:17:12-2020-03-10 08:18:12 86%                     86%                     abnormal
2020-03-10 08:18:12-2020-03-10 08:19:12 86%                     86%                     abnormal
2020-03-10 08:19:12-2020-03-10 08:20:12 90%                     90%                     abnormal
2020-03-10 08:20:12-2020-03-10 08:21:12 90%                     90%                     abnormal
2020-03-10 08:21:12-2020-03-10 08:22:12 90%                     90%                     abnormal
2020-03-10 08:22:12-2020-03-10 08:23:12 90%                     90%                     abnormal
2020-03-10 08:23:12-2020-03-10 08:24:12 90%                     90%                     abnormal
2020-03-10 08:24:12-2020-03-10 08:25:12 23%                     23%                     normal
2020-03-10 08:25:12-2020-03-10 08:26:12 23%                     23%                     normal
2020-03-10 08:26:12-2020-03-10 08:27:12 23%                     23%                     normal
2020-03-10 08:27:12-2020-03-10 08:28:12 23%                     23%                     normal
2020-03-10 08:28:12-2020-03-10 08:29:12 23%                     23%                     normal
2020-03-10 08:29:12-2020-03-10 08:30:12 23%                     23%                     normal
2020-03-10 08:30:12-2020-03-10 08:31:12 23%                     23%                     normal
2020-03-10 08:31:12-2020-03-10 08:32:12 23%                     23%                     normal
2020-03-10 08:32:12-2020-03-10 08:33:12 23%                     23%                     normal
2020-03-10 08:33:12-2020-03-10 08:34:12 23%                     23%                     normal
2020-03-10 08:34:12-2020-03-10 08:35:12 91%                     91%                     abnormal
2020-03-10 08:35:12-2020-03-10 08:36:12 91%                     91%                     abnormal
2020-03-10 08:36:12-2020-03-10 08:37:12 91%                     91%                     abnormal
2020-03-10 08:37:12-2020-03-10 08:38:12 91%                     91%                     abnormal
2020-03-10 08:38:12-2020-03-10 08:39:12 91%                     91%                     abnormal
2020-03-10 08:39:12-2020-03-10 08:40:12 85%                     85%                     abnormal
2020-03-10 08:40:12-2020-03-10 08:41:12 85%                     85%                     abnormal
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2020-03-10 08:41:12-2020-03-10 08:42:12 85%                     85%                     abnormal
2020-03-10 08:42:12-2020-03-10 08:43:12 85%                     85%                     abnormal
2020-03-10 08:43:12-2020-03-10 08:44:12 85%                     85%                     abnormal
2020-03-10 08:44:12-2020-03-10 08:45:12 -                       -                       NA
2020-03-10 08:45:12-2020-03-10 08:46:12 -                       -                       NA
2020-03-10 08:46:12-2020-03-10 08:47:12 -                       -                       NA
------------------------------------------------------------------------------------------------

Abnormal Information:
----------------------------------------------
Time                 Abnormal Value
----------------------------------------------
2020-03-10 07:50:00  90
2020-03-10 07:55:00  85
2020-03-10 08:00:00  85
2020-03-10 08:05:00  85
2020-03-10 08:10:00  86
2020-03-10 08:15:00  86
2020-03-10 08:20:00  90
2020-03-10 08:35:00  91
2020-03-10 08:40:00  85

Table 4-67 Output description of the display oids monitor kpi command

Item Description

Object name Name of a diagnosis object.

Attribute name Name of a diagnosis object attribute.

Slot Slot ID.

Time (first one) Time range.
● If period is set to 60min, 60min is

divided into 60 consecutive time
ranges at the interval of 1 minute.

● If period is set to 24h, 24h is
divided into 48 consecutive time
ranges at the interval of 0.5 hour.

● If period is set to 72h, 72h is
divided into 72 consecutive time
ranges at the interval of 1 hour.

Average Average value of diagnosis object
attributes within a time range. "-"
indicates that no data is available in
the database during this period.

Maximum Maximum value of diagnosis object
attributes within a time range. "-"
indicates that no data is available in
the database during this period.
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Item Description

Status Status of a diagnosis object attribute:
● normal: The diagnosis object

attribute is in normal state.
● abnormal: The diagnosis object

attribute is in abnormal state.
● NA: The status is empty and no

data is recorded in the database.

Abnormal Information Information about the diagnosis object
attribute in abnormal state.

Time (second one) Record time.

Abnormal Value Data of a diagnosis object attribute.

 

4.9.6 display oids monitor status

Function
The display oids monitor status command displays OIDS monitoring information
at the current time.

Format
display oids monitor status [ type type-name [ { object-index object-index |
object-name object-name } [ { attribute-index attribute-index | attribute-name
attribute-name } ] ] ]

Parameters
Parameter Description Value

type type-name Specifies a diagnosis
type name.

The value is of the
enumerated type:
● cpu: CPU diagnosis

type.
● memory: memory

diagnosis type.
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Parameter Description Value

object-index object-
index

Specifies a diagnosis
object index.

Run the display oids
register-status
command to view the
diagnosis objects and
diagnosis object
attributes supported by
the device. For details,
see Appendix 1 OIDS
Monitoring Items
Supported by the Device.

object-name object-
name

Specifies a diagnosis
object name.

attribute-index
attribute-index

Specifies a diagnosis
object attribute index.

attribute-name
attribute-name

Specifies a diagnosis
object attribute name.

 

Views

All views

Default Level

1: Monitoring level

Usage Guidelines

After the OIDS monitoring function is enabled, the device periodically collects and
saves diagnosis object attribute data to database files based on diagnosis types,
diagnosis objects, and diagnosis object attributes. The OIDS module sends key
performance indicator (KPI) data to each service module based on the collected
diagnosis object attribute data. The service module determines whether to
generate an event for the KPI data based on the internal threshold range. If a
service module generates an event, it sends the event information to the OIDS
module. The OIDS module records the event in database files and sets diagnosis
object attributes of abnormal events to Abnormal.

To check OIDS monitoring information recorded on the device, run the display
oids monitor status command. The displayed information includes the current
values, upper thresholds, and status of diagnosis object attributes. Based on the
status of diagnosis object attributes, you can quickly detect service faults. To view
information about attributes in the abnormal state, run the display oids monitor
current-fault command.

Example

# Display OIDS monitoring information related to the CPU diagnosis type at the
current time.

<Huawei> display oids monitor status type cpu
Slot Type-name  Object              Attribute           Current              Upper   Status
                name                name                value                value 
--------------------------------------------------------------------------------------------- 
15   CPU        CPU                 CPU_Usage           8%                   80%     Normal                                         
15   CPU        CPU                 CAP_CPU_Usage       0%                   80%     Normal 
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Table 4-68 Output description of the display oids monitor status command

Item Description

Slot Slot ID.

Type-name Diagnosis type.

Object name Name of a diagnosis object.

Attribute name Name of a diagnosis object attribute.

Current value Current value of a diagnosis object attribute.
"-" indicates that the OIDS monitoring
function is disabled.

Upper value Upper threshold of a diagnosis object
attribute. Service modules compare the
collected current diagnosis object attribute
value with the defined upper threshold to
determine whether to generate an event.
"-" indicates that a diagnosis object attribute
does not have the upper threshold.

Status Status of a diagnosis object attribute:
● Init: The diagnosis object attribute is in

initial state.
● Normal: The diagnosis object attribute is

in normal state.
● Abnormal: The diagnosis object attribute

is in abnormal state.
● Disable: The OIDS monitoring function is

disabled.

 

4.9.7 display oids register-event

Function
The display oids register-event command displays information about OIDS
events registered on the device.

Format
display oids register-event

Parameters
None
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Views

All views

Default Level

1: Monitoring level

Usage Guidelines

After the OIDS monitoring function is enabled, the device periodically collects and
saves diagnosis object attribute data to database files based on diagnosis types,
diagnosis objects, and diagnosis object attributes. The OIDS module sends key
performance indicator (KPI) data to each service module based on the collected
diagnosis object attribute data. Service modules compare the KPI data with the
defined threshold range to determine whether to generate an event. If a service
module generates an event, it sends the event information to the OIDS module,
which then records the information to database files. For details about OIDS
events supported by the device, descriptions, and causes, see Appendix 2 OIDS
Events Supported by the Device.

You can run the display oids register-event command to view all registered OIDS
events on the device.

Example

# Display OIDS event information registered on the MPU.

<Huawei> display oids register-event 
Slot Event-name                      Event      Type-name  Occur      Restrain
                                     category              times      times 
--------------------------------------------------------------------------------                                                    
15   CPU Usage High                  Warning    CPU        0          0                                                             
15   CPU Usage Normal                Recovery   CPU        0          0                                                             
15   CAP CPU Usage High              Warning    CPU        0          0                                                             
15   CAP CPU Usage Normal            Recovery   CPU        0          0                                                             
15   Memory Usage High               Warning    Memory     0          
0                                                             
15   Memory Usage Normal             Recovery   Memory     0          0  

Table 4-69 Output description of the display oids register-event command

Item Description

Slot Slot ID.

Event-name Event name.

Event category Event type.
● Warning: warning event
● Recovery: recovery event
● Report: report event

Type-name Diagnosis type.

Occur times Number of times an event occurs.
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Item Description

Restrain times Number of times an event is suppressed.

 

4.9.8 display oids register-status

Function
The display oids register-status command displays information about OIDS
monitoring and diagnosis items registered on the device.

Format
display oids register-status [ type type-name ]

Parameters
Parameter Description Value

type type-name Specifies a diagnosis
type name.

The value is of the
enumerated type:
● cpu: CPU diagnosis

type.
● memory: memory

diagnosis type.

 

Views
All views

Default Level
1: Monitoring level

Usage Guidelines
Run the display oids register-status command to display information about the
diagnosis types, diagnosis objects, and diagnosis object attributes registered on the
device, and whether OIDS monitoring is enabled. For details about the diagnosis
types, diagnosis objects, and diagnosis object attributes supported by the device,
see Appendix 1 OIDS Monitoring Items Supported by the Device.

Example
# Display information about OIDS monitoring and diagnosis items related to the
CPU diagnosis type registered on the device.

<Huawei> display oids register-status type CPU 
Slot Type-name  Object Object              Attribute Attribute           Monitor        Diagnose 
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                index  name                index     name                enable-status  enable-status 
-----------------------------------------------------------------------------------------------------
15   CPU        0      CPU                 0         CPU_Usage           Enable         Disable                                     
15   CPU        0      CPU                 1         CAP_CPU_Usage       Enable         Disable

Table 4-70 Output description of the display oids register-status command

Item Description

Slot Slot ID.

Type-name Diagnosis type.

Object index Index of a diagnosis object.

Object name Name of a diagnosis object.

Attribute index Index of a diagnosis object attribute.

Attribute name Name of a diagnosis object attribute.

Monitor enable-status Status of the OIDS monitoring function:
● Enable: The OIDS monitoring function is

enabled.
● Disable: The OIDS monitoring function is

disabled.

Diagnose enable-status Status of the OIDS diagnosis function:
● Enable: The OIDS diagnosis function is

enabled.
● Disable: The OIDS diagnosis function is

disabled.

 

4.9.9 oids monitor enable

Function
The oids monitor enable command enables the OIDS monitoring function.

The undo oids monitor enable command disables the OIDS monitoring function.

By default, the OIDS monitoring function is enabled.

Format
oids monitor enable { type type-name | all }

undo oids monitor enable { type type-name | all }
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Parameters

Parameter Description Value

type type-name Specifies a diagnosis
type name.

The value is of the
enumerated type:
● cpu: CPU diagnosis

type.
● memory: memory

diagnosis type.

all Indicates all diagnosis
types.

-

 

Views
System view

Default Level
2: Configuration level

Usage Guidelines
By default, the OIDS monitoring function is enabled for all diagnosis types. The
OIDS monitoring process is as follows:

1. The device periodically collects attribute data based on the type, object, and
attribute, and records such data to the database files.

2. The OIDS module sends KPI data to each service module based on the
collected diagnosis object attribute data. Service modules then determine
whether the data is within the normal range.

3. Service modules compare the KPI data with the defined threshold range to
determine whether to generate an event.
– If a service module generates an event, it sends the event information to

the OIDS module, and the process goes to Step 4.
– If no service module generates any event, service modules perform no

further operations and the process ends.
4. The OIDS module records the event in the database.

OIDS monitoring and event information enables you to learn about the device and
service running status and to detect faults in a timely manner.

Example
# Disable the OIDS monitoring function for the CPU diagnosis type.

<Huawei> system-view
[Huawei] undo oids monitor enable type CPU

# Disable the OIDS monitoring function for all diagnosis types.
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<Huawei> system-view
[Huawei] undo oids monitor enable all

4.10 OPS Configuration Commands
NO TE

The AR1220, AR1220V, AR1220W, AR1220VW and AR1220L do not support the OPS
function.

4.10.1 assistant scheduler suspend

Function

The assistant scheduler suspend command disables the maintenance assistant
function.

The undo assistant scheduler suspend command enables the maintenance
assistant function.

By default, the maintenance assistant function is enabled.

Format

assistant scheduler suspend

undo assistant scheduler suspend

Parameters

None

Views

OPS view

Default Level

3: Management level

Usage Guidelines

If the maintenance assistant function is no longer needed, you can run the
assistant scheduler suspend command to disable this function. After you run this
command, none of assistants will run again.

This command applies to the following scenarios:
● Before deleting configured assistants one by one, run this command to disable

the maintenance assistant function to prevent the assistants from running.
● If you do not need the functions provided by assistants, for example,

preventive maintenance and upgrade functions, run this command to disable
the maintenance assistant function.
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● During system maintenance, run this command to disable the maintenance
assistant function temporarily.

Example

# Disable the maintenance assistant function.

<Huawei> system-view
[Huawei] ops
[Huawei-ops] assistant scheduler suspend
Info: OPS function disable.

4.10.2 clear ops running context

Function

The clear ops running context command clears saved contexts.

Format

clear ops running context [ context-name ]

Parameters

Parameter Description Value

context-name Specifies the context
name.
If context-name is not
specified, all contexts
will be cleared.

The value is a string of 1
to 16 case-sensitive
characters without
spaces.

 

Views

OPS view

Default Level

3: Management level

Usage Guidelines

When a Python script uses an ops.context.save (varName, value) API, the device
saves specified variables in the script as contexts. In another script, the device can
use the ops.context.retrieve (varName) API to obtain the saved context variables
and then clear the contexts to transmit variables between two scripts.

You can also run this command to clear context variables and unused contexts.

To check the contexts saved on the device, run the display ops running context
command.
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Example

# Clear all the contexts on the device

<Huawei> system-view
[Huawei] ops
[Huawei-ops] clear ops running context
Info: All OPS context cleared.  

Related Topics
4.10.6 display ops running context

4.10.3 display ops assistant

Function

The display ops assistant command displays information about OPS assistants.

Format

display ops assistant { current [ verbose ] | history } [ name assistant-name ]

Parameters

Parameter Description Value

current Displays brief
information about the
current status of
assistants.

-

verbose Displays detailed
information about the
current status of
assistants.

-

history Displays historical
operation records of
assistants.

-

name assistant-name Specifies an assistant
name, namely, a Python
script name for an
assistant.

The value is a string of 1
to 118 case-sensitive
characters without
spaces. The file name
extension of a Python
script is .py.

 

Views

All views
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Default Level

3: Management level

Usage Guidelines

You can use this command to check the current status and historical operation
record of an assistant, including the assistant name, running status, and execution
result. The command can display a maximum of 100 latest assistant records.

Example

# Display brief information about the current status of assistants.

<Huawei> display ops assistant current
------------------------------------------------------                          
Assistant                     State          Condition                          
------------------------------------------------------                          
subscribe_cli_sync_1.py       ready          cli                                
user-correlat-10.py           ready          multi                              
------------------------------------------------------ 

Table 4-71 Description of the display ops assistant current command output

Item Description

Assistant Name of an assistant.

State Current status of the assistant:
● ready: The assistant is waiting to be

triggered.
● pending: The assistant is waiting to

run.
● waiting: A resident script is waiting

to be triggered the second time.
● running: The assistant is running.
● shutdown: The assistant is stopped.
● suspend: The maintenance assistant

function is suspended.

Condition Trigger condition for the assistant:
● cli: CLI event
● multimulti: complex event
● UAM: routing event
● timer: timer event
● trap: alarm event
● iclog: log event
● ADP_NQA: NQA test event
● IFM_IFPDT: interface status event
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# Display detailed information about the current status of assistants.

<Huawei> display ops assistant current verbose
Assistant information                                                           
  Name                          :user-correlat-10.py                            
  State                         :ready                                          
Running statistics                                                              
  Running times                 :0                                              
  Queue size/(free)             :5/(5)                                          
  Skip for queue full           :0                                              
  Skip for delay                :0                                              
  Skip for suppression          :0                                              
Condition information                                                           
  Condition tag                 :cli1                                           
    Condition type              :multi                                          
    Threshold                   :1                                              
    Period (s)                  :0                                              
    Hits in period              :0                                              
  Condition tag                 :cli2                                           
    Condition type              :multi                                          
    Threshold                   :1                                              
    Period (s)                  :0                                              
    Hits in period              :0                                              
  Condition tag                 :cli3                                           
    Condition type              :multi                                          
    Threshold                   :1                                              
    Period (s)                  :0                                              
    Hits in period              :0                                              
  Condition tag                 :cli4                                           
    Condition type              :multi                                          
    Threshold                   :1                                              
    Period (s)                  :0                                              
    Hits in period              :0                                              
  Correlate expression          :((cli1 andnot cli2) and (cli3 andnot cli4))    
  Trigger control                                                               
    Threshold                   :1                                              
    Period (s)                  :30                                             
    Delay (s)                   :0                                              
    Suppress max                :0                                              
    Hits in period              :0   

Table 4-72 Description of the display ops assistant current verbose command
output

Item Description

Assistant information Assistance task information.

Name Name of an assistant.

State Current status of the assistant:
● ready: The assistant is waiting to be

triggered.
● pending: The assistant is waiting to

run.
● waiting: A resident script is waiting

to be triggered the second time.
● running: The assistant is running.
● shutdown: The assistant is stopped.
● suspend: The maintenance assistant

function is suspended.
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Item Description

Running statistics Detailed running information about
the assistant.

Running times Number of running times.

Queue size/(free) Number of buffered assistants. If the
number of buffered assistants reaches
the maximum value, subsequent
assistants will be discarded.

Skip for queue full Number of tasks discarded because
the queue is full.

Skip for delay Number of tasks discarded within the
delay.

Skip for suppression Number of times the triggering of the
assistant is suppressed.

Condition information Condition information of the assistant.
The Condition information field is
displayed only for a complex event
script.

Condition tag Condition name.

Condition type Trigger condition type. The value is
multi.

Threshold Maximum number of times tasks are
executed. The default value is 1.

Period (s) Detection period, in seconds. The
default value is 30.

Hits in period Number of times the trigger condition
is met in the detection period.

Correlate expression Condition combination mode.

Trigger control Trigger control.

Delay (s) Delay in triggering a working task. The
default value is 0 seconds.

Suppress max Maximum number of times working
tasks are triggered within the delay.
The default value is 0, indicating that
working tasks will not be suppressed.

 

# Display historical operation records of assistants.

<Huawei> display ops assistant history
Assistant history information                                                   
  Name                          :subscribe_cli_sync_1.py                        
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  Running information                                                           
    Trigger condition           :cli                                            
    Trigger event name          :cli1                                           
    Trigger time                :2015-06-25 19:48:51                            
    Execute start time          :2015-06-25 19:48:51                            
    Execute end time            :2015-06-25 19:48:53                            
    Execute result              :normal 

Table 4-73 Description of the display ops assistant history command output

Item Description

Assistant history information Assistant task historical information.

Name Name of an assistant.

Running information Running information about the
assistant.

Trigger condition Task trigger condition for the assistant:
● cli: CLI event
● multi: complex event
● UAM: routing event
● timer: timer event
● trap: alarm event
● iclog: log event
● ADP_NQA: NQA test event
● IFM_IFPDT: interface status event

Trigger event name Triggered task name for the assistant.

Trigger time Trigger time of the assistant.

Execute start time Execution start time of an assistant
task.

Execute end time Task execution end time of the
assistant.

Execute result Execution result of an assistant task.

 

4.10.4 display ops environment

Function

The display ops environment command displays information about OPS
environment variables.

Format

display ops environment
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Parameters
None

Views
All views

Default Level
3: Management level

Usage Guidelines
You can run this command to check information about OPS environment variables
after user-defined environment variables are configured using the environment
command.

User-defined environment variables are displayed in alphabetical order.

Example
# Display user-defined environment variables

<Huawei> display ops environment
No.  Name                          Value                                        
1    user                          admin                                        

Table 4-74 Description of the display ops environment command output

Item Description

No. Environment variable number. The
value ranges from 1 to 100.

Name Indicates an environment variable
name.
To configure this parameter, run the
environment command.

Value Indicates an environment variable
value.
To configure this parameter, run the
environment command.

 

Related Topics
4.10.7 environment
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4.10.5 display ops error

Function
The display ops error command displays script execution errors.

Format
display ops error [ name assistant-name ]

Parameters
Parameter Description Value

name assistant-name Specifies an assistant
name, namely, a Python
script name for an
assistant.

The value is a string of 1
to 118 case-sensitive
characters without
spaces. The file name
extension of a Python
script is .py.

 

Views
All views

Default Level
3: Management level

Usage Guidelines
You can use this command to check execution errors of all scripts or a specified
script. According to the command output, you can correct the errors.

Example
# Display execution errors of all scripts.

<Huawei> display ops error
--------------------------------------------------------------------------------
test12.py:                                                                      
Traceback (most recent call last):                                              
  File ".lib/frame.py", line 114, in <module>                                   
    ret = m.ops_execute(o)                                                      
  File "sd1:$_user/test12.py", line 7, in ops_execute                           
    status, err_context = o.context.save(varName, value)                        
NameError: global name 'varName' is not defined                                 
                                                                                
--------------------------------------------------------------------------------
test13.py:                                                                      
Traceback (most recent call last):                                              
  File ".lib/frame.py", line 114, in <module>                                   
    ret = m.ops_execute(o)                                                      
  File "sd1:$_user/test13.py", line 6, in ops_execute                           
    status, err_log = ops.syslog("Syslog: Hello, World..", ops.CRITICAL, "syslog
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")                                                                              
AttributeError: 'module' object has no attribute 'syslog'                       
                                                                                
--------------------------------------------------------------------------------

Table 4-75 Description of the display ops error command output

Item Description

test12.py Python script file name.

Traceback (most recent call last) Last call error.

File "sd1:$_user/test12.py", line 7, in
ops_execute

Location where an error occurs.

status, err_context =
o.context.save(varName, value)

Invalid contents.

NameError A variable error. The system is
attempting to access a variable that is
not declared.

AttributeError An attribute error. The system is
attempting to access an unknown
object attribute.

 

4.10.6 display ops running context

Function
The display ops running context command displays existing contexts on the
device.

Format
display ops running context

Parameters
None

Views
All views

Default Level
3: Management level

Usage Guidelines
When a Python script uses an ops.context.save(varName, value) API, the device
saves specified variables in the script as contexts. In another script, the device can
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use the ops.context.retrieve(varName) API to obtain the saved context variables
and then clear the contexts to transmit variables between two scripts.

To check the contexts that are saved but not obtained by the device, run the
display ops running context command.

To clear saved contexts, run the clear ops running context command.

Example
# Display existing contexts on the device.

<Huawei> display ops running context
Name              Type      Value                                               
varName1          digit     1234                                                
varName2          string    5678 

Table 4-76 Description of the display ops running context command output

Item Description

Name Indicates a variable name.

Type Type of a variable value:
● digit: an integer
● string: a string

Value Indicates a variable value.

 

Related Topics
4.10.2 clear ops running context

4.10.7 environment

Function
The environment command configures user-defined environment variables.

The undo environment command deletes user-defined environment variables.

By default, no environment variable is configured.

Format
environment variable-name [ variable-value ]

undo environment variable-name
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Parameters

Parameter Description Value

variable-name Specifies the name of an
environment variable.

The value is a string of 1
to 31 case-sensitive
characters without
spaces. It starts with a
letter and contains only
letters, digits, and
underscores (_).

variable-value Specifies the value of an
environment variable.

The value is a string of 1
to 31 case-sensitive
characters without
spaces.
NOTE

If the string is enclosed
within double quotation
marks ("), the string can
contain spaces.

 

Views

OPS view

Default Level

3: Management level

Usage Guidelines

Application Scenario

An environment variable consists of a name and a value. In a Python script, you
can input an environment variable name in the location where a parameter needs
to be input to indicate that an environment variable value needs to be referenced.
When the system is running a Python script, it replaces an environment variable
name with an environment variable value. To change the value, you can directly
change it on the device without having to change and install the Python script.
You can define and use environment variables to simplify the configuration and
improve flexibility and feasibility of the Python script.

To define environment variables, run the environment command.

Precautions

● If variable-name is specified multiple times, the system will prompt that the
configured environment variable already exists. You can choose whether to
overwrite the existing variable value.

● The environment command can configure a maximum of 100 environment
variables.
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● To check configured user-defined environment variables, run the display ops
environment command.

Example
# Set the value of the environment variable user to admin.

<Huawei> system-view
[Huawei] ops
[Huawei-ops] environment user admin

Related Topics
4.10.4 display ops environment

4.10.8 ops

Function
The ops command displays the OPS view.

Format
ops

Parameters
None

Views
System view

Default Level
3: Management level

Usage Guidelines
You can configure assistants in the OPS view.

Example
# Display the OPS view.

<Huawei> system-view
[Huawei] ops
[Huawei-ops]

4.10.9 ops install file

Function
The ops install file command installs a Python script.
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Format
ops install file file-name [ destination directory ]

Parameters
Parameter Description Value

file-name Specifies the directory
and file name of the
Python script to be
installed.
● To save a Python

script to the root
directory of a device,
you only need to
specify the file name
of the script.

● To save the Python
script to a non-root
directory, you need
specify both the
directory and file
name of the script.

The value is a string of 1
to 64 case-sensitive
characters without
spaces. The file name
extension of a Python
script is .py.
NOTE
file-name cannot be set to
the file name of a built-in
Python script, such as
cli.py, context.py,
environment.py, farg.py,
frame.py, iclog.py,
interface.py, nqa.py, ops.py,
route.py, snmp.py, spr.py,
terminal.py, timer.py,
trap.py, site.py, os.py,
posixpath.py, stat.py,
genericpath.py,
warnings.py, linecache.py,
types.py, UserDict.py,
_abcoll.py, abc.py,
_weakrefset.py,
copy_reg.py, traceback.py,
sysconfig.py, re.py,
sre_compile.py,
sre_parse.py,
sre_constants.py, getopt.py,
io.py, _pyio.py,
__builtin__.py, __main__.py,
_ast.py, _codecs.py, _ops.py,
_sre.py, _symtable.py,
_warnings.py, _weakref.py,
errno.py, exceptions.py,
gc.py, imp.py, marshal.py,
posix.py, pwd.py, signal.py,
sys.py, thread.py,
xxsubtype.py, and
zipimport.py.
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Parameter Description Value

destination directory Specifies the installation
directory of a Python
script.

The value is a string of 1
to 45 case-insensitive
characters without
spaces.
If this parameter is not
specified, the script will
be installed in $_user. If
this parameter is
specified, the script will
be installed in $_user/
directory. If the directory
name does not exist, a
directory will be created.
NOTE

The total length of the file-
name length and script
installation directory
cannot exceed 118. The
total length is: storage
path + $_user + directory
name + file name.

 

Views
User view

Default Level
3: Management level

Usage Guidelines
Application Scenario

OPS allows you to run the scripts you make. You can run the scripts after installing
them. Before binding a Python script to an assistant, install the script.

To check information about the scripts installed in $_user, run the dir (user view)
command.

Precautions

● Before installing a Python script, upload the script to the device.
● If the specified installation directory does not exist, a directory will be created.

A maximum of seven levels of subdirectories can be created in $_user.
● To install Python scripts in $_user, you can only run the ops install file

command. The scripts installed in this directory will be automatically backed
up to the standby board.

● Before reinstalling a script, run the ops uninstall file command to uninstall
the script.
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● The maximum size of a script is 1 MB.
● It is recommended that the total size of files installed in $_user be smaller

than 100 MB. If the total file size exceeds 100 MB, performance of data
synchronization between the active and standby boards may deteriorate.

Example
# Install the script config.py in the sd1: root directory to the default directory
sd1:/$_user.

<Huawei> ops install file config.py

# Install the script config.py in the sd1: root directory to the specific directory
sd1:/$_user/user.

<Huawei> ops install file config.py destination user

# Install the script config.py in the sd1:/admin directory to the default directory
sd1:/$_user.

<Huawei> ops install file admin/config.py

Related Topics
4.10.10 ops uninstall file

4.10.10 ops uninstall file

Function
The ops uninstall file command uninstalls a Python script.

Format
ops uninstall file file-name
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Parameters
Parameter Description Value

file-name Specifies the file name of
the script to be
uninstalled.

The value is a string of 1
to 64 case-sensitive
characters without
spaces and can contain a
file directory.
If a script in a specified
installation directory
directory/file-name
needs to be deleted,
directory specifies the
installation directory of
the script.
NOTE

The total length of the file-
name length and script
installation directory
cannot exceed 118. The
total length is: storage
path + $_user + directory
name + file name.

 

Views
User view

Default Level
3: Management level

Usage Guidelines
Application Scenario

You can uninstall unnecessary scripts to release storage space on a device. If an
installed script needs to be modified, uninstall it first, and reinstall it after the
modification.

Precautions

● This command cannot uninstall a script that has been bound to an assistant.
To uninstall the script, unbind it from assistant first.

● If the script bound to an assistant calls other scripts, the called scripts can be
uninstalled using this command. Therefore, it is recommended that you use
one script to implement required functions.

Example
# Uninstall the script config.py in the default directory sd1:/$_user.

<Huawei> ops uninstall file config.py
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# Uninstall the script config.py in the specific directory sd1:/$_user/user.

<Huawei> ops uninstall file user/config.py

Related Topics
4.10.9 ops install file

4.10.11 script-assistant python

Function
The script-assistant python command configures a Python script assistant.

The undo script-assistant python command deletes a Python script assistant.

By default, no Python script assistant is configured.

Format
script-assistant python script-name

undo script-assistant python script-name

Huawei AR Series Access Routers
Command Reference 4 Device Management Commands

Issue 14 (2025-10-30) Copyright © Huawei Technologies Co., Ltd. 753



Parameters
Parameter Description Value

script-name Specifies an assistant
name, namely, a Python
script name for an
assistant.

The value is a string of 1
to 118 case-sensitive
characters without
spaces. The file name
extension of a Python
script is .py.
NOTE

script-name cannot be set
to the file name of a built-
in Python script, such as
cli.py, context.py,
environment.py, farg.py,
frame.py, iclog.py,
interface.py, nqa.py, ops.py,
route.py, snmp.py, spr.py,
terminal.py, timer.py,
trap.py, site.py, os.py,
posixpath.py, stat.py,
genericpath.py,
warnings.py, linecache.py,
types.py, UserDict.py,
_abcoll.py, abc.py,
_weakrefset.py,
copy_reg.py, traceback.py,
sysconfig.py, re.py,
sre_compile.py,
sre_parse.py,
sre_constants.py, getopt.py,
io.py, _pyio.py,
__builtin__.py, __main__.py,
_ast.py, _codecs.py, _ops.py,
_sre.py, _symtable.py,
_warnings.py, _weakref.py,
errno.py, exceptions.py,
gc.py, imp.py, marshal.py,
posix.py, pwd.py, signal.py,
sys.py, thread.py,
xxsubtype.py, and
zipimport.py.

 

Views
OPS view

Default Level
3: Management level

Usage Guidelines
Application Scenario

Traditional network devices provide only limited functions and predefined services,
failing to meet the requirements for diversified services as the network develops.
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OPS allows you to run scripts to implement customized functions, meeting these
requirements.

The device supports a built-in Python script interpreter. You can run the script-
assistant python command to run a Python script and register the events defined
in the script.

Pre-configuration Tasks

The Python script has been uploaded to the device and installed using the ops
install file command in the user view.

Precautions

● Only one assistant can be configured for a Python script.
● The system does not check correctness of the Python script.

Example

# Configure an assistant for the script config.py.

<Huawei> ops install file config.py
<Huawei> system-view
[Huawei] ops
[Huawei-ops] script-assistant python config.py
Info: Succeeded in installing script assistant config.py.

4.10.12 shutdown script-assistant

Function

The shutdown script-assistant command stops an assistant.

The undo shutdown script-assistant command starts an assistant.

By default, an assistant is started.

Format

shutdown script-assistant script-name

undo shutdown script-assistant script-name

Parameters

Parameter Description Value

script-name Specifies an assistant
name, namely, a Python
script name for an
assistant.

The value is a string of 1
to 118 case-sensitive
characters without
spaces. The file name
extension of a Python
script is .py.
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Views
OPS view

Default Level
3: Management level

Usage Guidelines
Application Scenario

To prevent a Python script of an assistant from running, run the shutdown script-
assistant command to stop the assistant.

Precautions

Stopping a running assistant interrupts the task of the assistant. Exercise caution
when performing this operation.

Example
# Stop an assistant for the script config.py.

<Huawei> system-view
[Huawei] ops
[Huawei-ops] shutdown script-assistant config.py
Info: Succeeded in stopping script assistant config.py.
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